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This document describes how to enable the Linux |P Masquerade feature on a given Linux host. IP
Masquerade is aform of Network Address Translation or NAT which NAT allows internally connected
computers that do not have one or more registered Internet | P addresses to communicate to the Internet
viathe Linux server's Internet |P address.
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try to use IPPORTFW!
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connections but its not working

7.34. (VPNs) - | would like to get Microsoft PPTP (GRE tunnels) and/or IPSEC (Linux SWAN)

tunnels running through IP MASQ
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7.35. ( Games) - | want to get the XY Z network game to work through IP MASQ but it won't
work. Help!
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more information on ...? Are there any plans for making this better?
7.48. ( Thanks) - | got |IP Masguerade working, it's great! | want to thank you guys, what can |
do?
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1.1. Introduction to IP Masquerading or IP MASQ

This document describes how to enable the Linux |P Masguerade feature on a given Linux host. IP
Masquerade, called "IPMASQ" or "MASQ" for short, isaform of Network Address Trandation (NAT)
which allows internally connected computers that do not have one or more registered Internet |P
addresses to communicate to the Internet viathe Linux server's Internet | P address. Since IPMASQ isa
generic technology, you can connect the Linux server'sinternal and external to other computers through
LAN technologies like Ethernet, TokenRing, and FDDI, aswell as dialup connections line PPP or SLIP
links. This document primarily uses Ethernet and PPP connections in examples because it is most
commonly used with DSL / Cablemodems and dialup connections.

"Thisdocument isintended for systemsrunning stable Linux kernelslike 2.4.x, 2.2.x, and 2.0.x
preferably on an IBM-compatible PC. |P Masquerade does wor k on other Linux-supported
platformslike Sparc, Alpha, Power PC, etc. but thisHOWTO doesn't cover them in as much
detail. Beta kernelssuch as2.5.x, 2.3.x, 2.1.x, and ANY kernelslessthan 2.0.x are NOT covered in
thisdocument. The primary reason for thisis because many of the older kernels are consider ed
broken. If you are using an older kernel version, it is highly advisable to upgrade to one of the
stable Linux kernelsbeforeusing I|P Masquerading. ™

Prev Home Next
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1.2. Foreword, Feedback & Credits

Fromthe original IPMASQ HOWTO author:

"Asanew user, | found it very confusing to setup IP masguerade on the Linux kernel, (back then, its
was a 1.2.x kernel). Although there was a FAQ and amailing list, there was no documentation dedicated
to this. There was also some requests on the mailing list for aHOWTO manual. So, | decided to write
thisHOWTO as a starting point for new users and possibly create a building block for other
knowledgeable users. If you, the reader, have any additional ideas, corrections, or questions about this
document, please feel free to contact us. "

This document was originally written by Ambrose Au back in August, 1996, based on the 1.x kernel
IPMASQ FAQ written by Ken Eves and numerous helpful messages from the original |P Masguerade
mailing list. In particular, amailing list message from Matthew Driver inspired Ambrose to set up IP
Masquerade and eventually write version 0.80 of this HOWTO. In April 1997, Ambrose created the
Linux |P Masguerade Resource Web site at http://ipmasg.webhop.net which has provided up-to-date
information on Linux IP Masquerading ever since. In February 1999, David Ranch took over

mai ntenance of the HOWTO. David then re-wrote the HOWTO and added a substantial number of
sections to the document. Today, the HOWTO is still maintained by David where he constantly updates
it and fixes any reported bugs, etc.

Please fedl free to send any feedback or comments regarding this HOWTO to dranch@trinnet.net if you

have any corrections or if any information/URLgetc. is missing. Y our invaluable feedback will certainly
influence the future of thisHOWTO!

ThisHOWTO is meant to be a fairly comprehensive guide to getting your Linux IP Masguerading
systemworking in the shortest time possible. David only plays a technical writer on T.V. so you might
find the information in this document not as general and/or objective asit could be. If you think a
section could be clearer, etc.. please let David know. The latest version of the MASQ HOWTO can be
found at Dranch's Linux Page. Additional news, mirrors of the HOWTO, and information regarding

IPMASQ can be found at the | P Masquerade Resour ce web page. If you have any technical questions on
|P Masquerade, please join the |P Masguerade Mailing List instead of sending email to David or

Ambrose. Most MASQ problems are -common- for ALL MASQ users and can be easily solved by users
onthelist. In addition to this, the response time of the IP MASQ email list will be much faster than a
reply from either David or Ambrose.

The latest version of this document can be found at the following sites which also contains HTML,
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Postscript, PDF, etc. versions

. Dranch's Linux page

. http://ipmasg.webhop.net/: The |P Masquerade Resources

. http://ipmasg2.webhop.net/: The |P Masquerade Resources MIRROR

. TheLinux Documentation Project

. Also refer to |P Masquerade Resource Mirror Sites Listing for other local mirrored sites.
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1.3. Copyright & Disclaimer

Thisdocumentiscopyri ght ed(c) 2003, 2002, 2001, 2000 for David A Ranch andit
IsaFREE document. Y ou may redistribute it under the terms of the GNU General Public License
(GPL).

The information herein this document is, to the best of David's knowledge, correct. However, the Linux
| P Masquerade feature is written by humans and thus, the chance of mistakes, bugs, etc. might occur
from time to time.

No person, group, or other body is responsible for any damage on your computer(s) and any other losses
by using the information on this document. i.e.

"THE AUTHORS AND ALL MAINTAINERS ARE NOT RESPONS BLE FOR ANY DAMAGES
INCURRED DUE TO ACTIONS TAKEN BASED ON THE INFORMATION IN THISDOCUMENT. "

Ok, with all this behind us... On with the show..
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2.1. What is IP Masquerade?

|P Masguerade is a networking function in Linux similar to the one-to-many (1:Many) NAT (Network
Address Trandation) servers found in many commercial firewalls and network routers. For example, if a
Linux host is connected to the Internet via PPP, Ethernet, etc., the IP Masquerade feature allows other
"internal” computers connected to this Linux box (via PPP, Ethernet, etc.) to also reach the Internet as
well. Linux IP Masguerading allows for this functionality even though these internal machines don't
have an officially assigned | P address.

MASQ allows a set of machinesto invisibly access the Internet viathe MASQ gateway. To other
machines on the Internet, the outgoing traffic will appear to be from the IP MASQ Linux server itself. In
addition to the added functionality, IP Masquerade provides the foundation to create aHEAVILY
secured networking environment. With awell built firewall, breaking the security of awell configured
masquerading system and internal LAN should be considerably difficult to accomplish.

If you would like to know more on how MASQ (1:Many) differsfrom 1:1 (true) NAT and Proxy
solutions, please see the Section 7.6 FAQ entry.
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2.2. Current Status

| P Masguerade has been in the Linux kernels for several years now and is quite mature as the kernel
entersthe 2.4.x stage. Kernels since Linux 1.3.x have had MASQ support built-in. Today, many
individuals and commercial businesses are using it with excellent results.

2.4.x kernel users:

. The 2.4.x kernel hosts an entirely re-written set of NAT code which is both far superior, faster,
and more secure than any previous versions written for Linux. Unfortunately, severa kernel
modules that were written for the 2.2.x kernel to support things like UDP-based Real Audio, etc.
have not been ported to 2.4.x yet. Because of this, some people should consider NOT upgrading
If these network applications are critical to them. But, at the same time, some of these programs
have been updated and now use different, NAT-friendly protocols. Thus special NAT treatment
Isno longer required. As aways, please see the http://ipmasg.webhop.net/: The IP Masquerade

Resources site for updated news, €tc.

Common network functionalities like Web browsing, telnet, ssh, ping, traceroute, etc. work well over
stock |P Masguerade setups. Other network applications such as ftp, irc, and Real Audio work well with
the appropriate additional 1P MASQ modules loaded into the kernel as modules. Other network-specific
programs like streaming audio (MP3s, True Speech, etc) should work too without any special module.
Some users on the mailing list also had good results with video conferencing software.

It should be noted that running IP Masquerade with only ONE network card (NIC) to MASQ between
internal and external Ethernet networksis NOT recommended. For more details, please see Section 7.28

FAQ section.

Anyways, please refer to Section 6.3 for a more complete listing of software supported by |P Maguerade
all kernel versions.

| P Masquerade works well as a server to other 'client machines running various operating systems and
hardware platforms. Here is a sampling of successful reports with internal MA SQed systems running :

« UNIX: Sun Solaris, [Net,Free,Open,*i]-BSD, Hp-UX, Linux, IBM AlX, Digital UNIX, Ultrix,
etc.

« Microsoft Windows 2000, NT (3.x and 4.x), 95/98/ME, Windows for Workgroups (with the TCP/
| P package)
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. IBM 0S/2

« Apple Macintosh MacOS machines running either MacTCP or Open Transport
. DOS-based systems with packet drivers and the NCSA Telnet package

. VAXen

. Compag/Digital Alpharunning Linux and NT

. Amigacomputers with AmiTCP or AS225-stack.

The list goes on and on but the point is, if your OS platform talks TCP/IP, it should work with Linux's IP
Masquerade!
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2.3. Who Can Benefit From IP Masquerade?

. If you have aLinux host connected to the Internet and..

. if you have internal computers running TCP/IP connected that are connected to this Linux box
viaon a network, and/or

. if your Linux host has more than one modem and acts as a PPP or SLIP server connected to other
computers, and these machines do not have official or public assigned IP addresses (i.e.
addressed with private TCP/IP numbers).

. If you want those OTHER machines to communicate to the Internet without spending extra
money to acquire additional Public / Official TCP/IP addresses from your ISP, then you should
either configure Linux to be arouter or purchase an external router.

Prev Home Next
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2.4. Who Doesn't Need IP Masquerade?

. If your machine is a stand-alone Linux host connected to the Internet (setting up afirewall isa
good idea though), or
. if you already have multiple assigned public addresses for your OTHER machines, and

. if youdon't like theideaof a'freeride’ using Linux and feel more comfortable using expensive
commercial tools to perform the exact same functionalities.
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2.5. How does IP Masquerade Work?

Based from the origina |P Masquerade FAQ by Ken Eves: Hereisa drawing of the most simplistic setup:

PPP/ ETH et c. LR Ry + R T +
to | SP provider | Linux #1 | PPP/ ETH et c. | Anybox |
I | | |

S nodent | | moden2 ----------- nodens]| |

| | | |

111.222.121. 212 | | 192. 168. 0. 100 | |

S NSRRI + S PSR eeg +

In the above drawing, a Linux box with IP_ MASQUERADING isinstalled as Linux #1 and is connected to the
Internet via PPP, Ethernet, etc. It has an assigned public IP address of 111.222.121.212. It also has another network
interface (e.g. modem?2) connected to alow incoming network traffic be it from a PPP connection, Ethernet
connection, etc.

The second system (which does not need to be Linux) connects into the Linux #1 box and starts its network traffic
to the Internet. This second machine does NOT have a publicly assigned | P address from the Internet, so it uses an
RFC1918 private address, say 192.168.0.100. (see below for more info)

With IP Masquerade and the routing configured properly, this second machine "Anybox™ can interact with the
Internet asif it was directly connected to the Internet with afew small exceptions [noted |ater].

Quoting Pauline Middelink (the founder of Linux's IPMASQ):

"Do not forget to mention that the "ANY BOX" machine should have the Linux #1 box configured as its default
gateway (whether it be the default route or just a subnet is no matter). If the"ANYBOX" machine is connected via
aPPP or SLIP connection, the Linux #1 machine should be configured to support proxy arp for all routed
addresses. But, the setup and configuration of proxy arp is beyond the scope of this document. Please see the PPP-

HOWTO for more details."

The following is an excerpt on how IPMASQ briefly works though thiswill be explained in more detail later. This
short text is based from a previous post on comp.os.linux.networking which has been edited to match the names
used in the above example:
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ol tell machi ne ANYBOX that my PPP or Ethernet connected Linux box is

its
gat eway.

o When a packet cones into the Linux box from ANYBOX, it will assign the
packet to a new TCP/IP source port nunber and insert its own |P address
i nsi de the packet header, saving the originals. The MASQ server w ||

then send the nodified packet over the PPP/ETH interface onto the
| nt er net.

o When a packet returns fromthe Internet into the Linux box, Linux

examnes if the port nunber is one of those ports that was assi gned
above. If so, the MASQ server will then take the original port and

| P address, put them back in the returned packet header, and send
t he packet to ANYBOX.

o The host that sent the packet will never know the difference.

Another |P Masguerading Example:

A typical exampleisgiven in the diagram below:

Et her net
192. 168. 0. x
Pococcococooc +
| |
| A-box | 2o
| | . 2
occococooooc +
: S + PPP/ ETH
tommmmmee - + ; .1 | Linux | i nk
| | ciiiii| Masqg-Gate|iiiiiiiiiiiiiiiiii>> Internet
| B-box | i | | 111.222.121.212
| | .3 o e +
Pocccocooooc +
Pococcocosooc +
| |
| C box | i
| | . 4
Pococcococooc +
| | | >
| <-Internal Network--> | | <- External Network ----> >
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| connected via an | | Connected fromthe >
| Et her net hub or | | Li nux server to your >
| switch | | I nt ernet connecti on >

In this example, there are (4) computer systems that we are concerned about. There is also presumably something
on the far right that your PPP/ETH connection to the Internet comes through (modem server, DSL DSLAM,
Cablemodem router, etc.). Out on the Internet, there exists some remote host (very far off to the right of the page)
that you are interested in communicating with). The Linux system named Masq- Gat e isthe IP Masquerading
gateway for ALL interna networked machines. In this example, the machines A- box, B- box, and C- box would
have to go through the Masg-Gate to reach the Internet. The internal network uses one of several RFC-1918
assigned private network addresses, where in this case, would be the Class-C network 192.168.0.0. If you aren't
familiar with RFC1918, it is encouraged to read the first few chapters of the RFC but the jist of it isthat the TCP/IP
addresses 10.0.0.0/8, 172.16-31.0.0/12, and 192.168.0.0/16 are reserved. When we say "reserved”, we mean that
anyone can use these addresses as long as they aren't routed over the Internet. |SPs are even allowed to use this
private addressing space as long as they keep these addresses within their own networks and NOT advertise them
to other |SPs. Unfortunately, thisisn't aways the case but thats beyond the scope of this HOWTO.

Anyway, the Linux box in the diagram above has the TCP/IP address 192.168.0.1 while the other systems has the
addresses:

. A-Box: 192.168.0.2
. B-Box: 192.168.0.3
. C-Box: 192.168.0.4

The three machines, A- box, B- box and C- box, can have any one of severa operating systems, just aslong as
they can speak TCP/IP. Some such as Windows 95, Macintosh MacTCP or OpenTransport , or even another Linux
box have the ability to connect to other machines on the Internet. When running the IP Masquerade, the
masquerading system or MASQ- gat e converts all of these internal connections so that they appear to originate
from the masq- gat e itself. MASQ then arranges so that the data coming back to a masqueraded connection is
relayed to the proper originating system. Therefore, the systems on the internal network are only able to see adirect
route to the internet and are unaware that their datais being masqueraded. Thisis called a"Transparent” connection.

NOTE: Please see Chapter 7 for more details on topics such as:

. Thedifferences between NAT, MASQ, and Proxy servers.
. How packet firewalls work

Prev Home Next
Who Doesn't Need |P Up Requirements for |P Masguerade
Masguerade? on Linux 2.4.x
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2.6. Requirements for IP Masquerade on Linux 2.4.x

" ** Please refer to |P Masguer ade Resour ce for the latest information. ** "

. Thenewest 2.4.x kernels are now using both a completely new TCP/IP network stack as well asanew NAT sub-
system called NetFilter. Within this NetFilter suite of tools, we now have atool called IPTABLES for the 2.4.x
kernels much like there was IPCHAINS for the 2.2.x kernels and IPFWADM for the 2.0.x kernels. The new
IPTABLES system is far more powerful (combines several functionsinto one place like true NAT
functionality), offers better security (stateful inspection), and better performance with the new 2.4.x TCP/IP
stack. But this new suite of tools can be a bit complicated in comparison to older generation kernels. Hopefully,
if you follow along with this HOWTO carefully, setting up IPMASQ won't be too bad. If you find anything
unclear, downright wrong, etc. please email David about it.

Unlike the migration to IPCHAINS from IPFWADM, the new NetFilter tool has kernel modules that can
actually support older IPCHAINS and IPFWADM rulesets with minimal changes. So re-writing your old
MASQ or firewall ruleset scriptsis not longer required. BUT .. with the 2.4.x kernels, you cannot use the old 2.2.
X MASQ moduleslikeip_masg_ftp, ip_masq_irc, etc. AND IPCHAINS is incompatible with the new
IPTABLES moduleslikeip_conntrack_ftp, etc. So, what does this mean? It basically meansthat if you want to
use IPMASQ or PORTFW functionality under a2.4.x kernel, you shouldn't use IPCHAINS rules but
IPTABLES ones instead. Please also keep in mind that there might be several benefitsin performing afull
ruleset re-write to take advantage of the newer IPTABLES features like stateful tracking, etc. but that is
dependant upon how much time you have to migrate your old rulesets. Please see Section 7.39 for additional

details.
Some new 2.4.x functionalities include the following:
PROs:

. Lots of new protocols modules like: amanda, eggdrop, ipsec, ipv6, portscan, pptp, quota, rsh, talk, and tftp

. TRUE 1:1 NAT functionality for those who have TCP/IP addresses and subnets to use (no more iproute?
commands)

. Stateful application level (FTP, IRC, etc.) and stateful protocol level (TCP/UDP/ICMP) network traffic
Inspection

. Built-in PORT Forwarding (no more ipmasgadm or ipportfw commands)

. Thebuilt-in PORTFW'ing support works for both external and internal traffic. This means that users that have
PORTFW for external traffic and REDIR for internal port redirection do not need to use two tools any more!

. PORT Forwarding of FTP traffic to internal hosts is now completely supported and is handled in the
conn_trak_ftp module

. Full Policy-Based routing features (source-based TCP/IP address routing)

. Compatibility with Linux's FastRoute feature for significantly faster packet forwarding (a.k.a Linux network
switching).

Note that this feature is still not compatible with packet filtering for strong firewall rulesets.
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. Fully supports TCP/IP v4, v6, and even DECnet (ack!)

. Supports wildcard interface names like "ppp*" for seria interfaces like pppO, pppl, etc
. Supports filtering on both input and output INTERFACES (not just | P addresses)

. Source Ethernet MAC filtering

. Denid of Service (DoS) packet rate limiting

. Packet REJECTs now have user-selectable return ICMP messages

. Variablelevels of logging (different packets can go to different SY SLOG levels)

. Other features like traffic mirroring, securing traffic per login, etc.

CONs:

. Netfilter isan entirely new architechure thus most of the older 2.2.x MASQ kernel modules written to make non-
NAT friendly network applications work through IPMASQ need to be re-written for the 2.4.x kernels. Because
of this, if you specifically need functionality from some of these modules (see below), you should stay with a
2.2.x kernel until these modules have been either ported or the application has been updated to use NAT-
friendly protocols. If you are curious on the porting status of a given module, please email the author of the
module and NOT David or Ambrose. We don't code.. we just document. :-)

Hereisthe status of the known IP Masg kernel modules or patches as found on the IPMASQ WWW site's
Application Support Matrix. In addition, you should aso setup out the Netfilter Patch-o-Matic URL aswell. If
you have the time and knowledge to help in the porting of code, your efforts would be highly appreciated:

St at us = Modul e nane = Descri ption and notes

‘Ported  CuSeeme  Used for Video conferencing
Not Por t ed Di rect Pl ay Used for online Mcrosoft-based ganes
Port ed FTP Used for file transfers

- NOTEs: Built into the kernel and
fully supports PORTFWed FTP

ReWitten H. 323 Used for Video conferencing
Not Por t ed I CQ Used for Instant nessaging
* No longer required for nodern ICQ clients
Port ed Irc Used for Online chat roons
Port ed Quake Used for online Quake ganes
Port ed PPTP Allow for multiple clients to the sane server

Not Por t ed Real Audio Used for Stream ng video / audio
* No |l onger required for nodern Real Video clients

Not Por t ed VDO Li ve Used for Stream ng audi 0?

http://www.ecst.csuchico.edu/~dranch/LINUX/ipmasg/c-html/kernel-2.4.x-requirements.html (2 of 4)5/16/2005 3:09:45 PM


http://ipmasq.webhop.net/
http://ipmasq.webhop.net/
http://www.netfilter.org/documentation/pomlist/pom-summary.html

Requirements for |P Masquerade on Linux 2.4.x

Documentation on how to perform MASQ module porting is available at http://www.netfilter.org/
documentation/HOWT O/netfilter-hacking-HOWTO.html. If you have the time and knowledge, your talent
would highly be appreciated in porting these modules.

If you'd like to read up more on NetFilter and | PTables, please see: http://www.netfilter.org/documentati on/index.
html#HOWTO and more specifically http://www.netfilter.org/documentation/HOWTO//NAT-HOWTO.html

Linux 2.4.x |P Masquerade requirementsinclude:

. Any decent computer hardware. See Section 7.2 for more details.
. The2.4.x kernel sourceis available from http://www.kernel.org/.

NOTE: Most modern Linux distributions, Section 7.1, that natively come with 2.4.x kernels are typically
modular kernels and have al the IP Masguerade functionality already included. In such cases, there is no need to
compile anew Linux kernel. If you are UPGRADING your kernel, you should be aware of other programs that
might be required and/or need to be upgraded as well (mentioned later in this HOWTO).

. The program "iptables' version 1.2.4 or newer ( 1.2.7a or newer is highly recommended ) archive available from
http://www.netfilter.org/

o NOTE #1: All versions of IPTABLES less than 1.2.3 have a FTP module issue that can bypass any
existing firewall rulesets. ALL IPTABLES users are highly recommended to upgrade to the newest
version. The URL is above.

NOTE #2: All versions of IPTABLES lessthan 1.2.2 have aFTP "port" security vulnerability in the
ip_conntrack_ftp module. All IPTABLES users are highly recommended to upgrade to the newest
version. The URL is above.

o Thistool, much like the older IPCHAINS and IPFWADM tools enables the various Masguerding code,
more advanced forms of NAT, packet filtering, etc. It also makes use of additional MASQ modules like
the FTP and IRC modules. Additional information on version requirements for the newest IPTABLES
howto, etc. islocated at the Unreliable IPTABLES HOWTOs page.

. Loadable kernel modules, preferably 2.1.121 or higher, are available from http://home.pi.se/bl ox/modutils/index.
html or ftp:/ftp.kernel.org/pub/linux/utils’kernel/modutils

. A properly configured and running TCP/IP network running on the Linux machine as covered in Linux NET
HOWTO and the Network Administrator's Guide . Also check out the TrinityOS document which is also
authored by David Ranch. TrinityOS is avery comprehensive guide for Linux networking. Some topics include
IPMASQ, security, DNS, DHCP, Sendmail, PPP, Diald, NFS, IPSEC-based VPNs, and performance sections,
to name afew. There are over Fifty sectionsin all!

. Connectivity to the Internet for your Linux host covered in Linux ISP Hookup HOWTO, Linux PPP HOWTO,
and TrinityOS. Other helpful HOWTOs could include: Linux DHCP mini-HOWTO, Linux Cable Modem mini-
HOWTO and http://www.tldp.org/HOWTO/DSL -HOWTO/index.html

. Know how to configure, compile, and install anew Linux kernel as described in the Linux Kernel HOWTO.
ThisHOWTO does cover kernel compiling but only for IP Masquerade related options.
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2.7. Requirements for IP Masquerade on Linux
2.2.X

" ** Please refer to |P Masguer ade Resource for the latest information. ** "

Any decent computer hardware. See Section 7.2 for more details.
The 2.2.x kerndl source is available from http://www.kernel.org/.

NOTE: Most modern Linux distributions, Section 7.1, that natively come with 2.2.x kernels are

typically modular kernels and have all the IP Masquerade functionality already included. In such
cases, there isno need to compile anew Linux kernel. If you are UPGRADING your kernel, you
should be aware of other programs that might be required and/or need to be upgraded as well
(mentioned later in this HOWTO).

o NOTE #1: --- UPDATE YOUR KERNEL --- Linux 2.2.x kernels less than version 2.2.20
contain several different security vulnerabilities (some were MASQ specific). Kernels less
than 2.2.20 have afew local vulnerabilities. Kernel versions less than 2.2.16 have a TCP
root exploit vulnerability and versions less than 2.2.11 have a IPCHAINS fragmentation
bug. Because of these issues, users running afirewall with strong IPCHAINS rulesets are
open to possible instrusion. Please upgrade your kernel to afixed version.

NOTE #2: Some newer Section 7.1 such as Redhat 5.2 might not be Linux 2.2.x ready
(upgradable). Tools like DHCP, NetUtils, etc. will need to be upgraded. More details can be
found later in the HOWTO.

L oadable kernel modules, preferably 2.1.121 or higher, are available from http://home.pi.se/blox/
modutils/index.html or ftp://ftp.kernel .org/pub/linux/utils/kernel/modultils

A properly configured and running TCP/IP network running on the Linux machine as covered in
Linux NET HOWTO and the Network Administrator's Guide . Also check out the TrinityOS
document which is also authored by David Ranch. TrinityOS is avery comprehensive guide for
Linux networking. Some topics include IP MASQ, security, DNS, DHCP, Sendmail, PPP, Diad,
NFS, IPSEC-based VPNs, and performance sections, to name afew. There are over Fifty sections
inall!

Connectivity to the Internet for your Linux host covered in Linux | SP Hookup HOWTO, Linux
PPP HOWTO, and TrinityOS. Other helpful HOWTOSs could include: Linux DHCP mini-
HOWTO, Linux Cable Modem mini-HOWTO and http://www.tldp.org/HOWTO/DSL-HOWTO/
Index.html
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. IPChains 1.3.10 or newer are available from http://www.netfilter.org/ipchaing. Additional

information on version requirements for the newest IPCHAINS HOWTO, etc is located at the
Linux IP Chains page (mirror at Samba.org)

. Know how to configure, compile, and install a new Linux kernel as described in the Linux Kernel

HOWTO. ThisHOWTO does cover kernel compiling but only for |P Masguerade related options.
Other optional patchesand toolsfor 2.2.x kernels
. TCP/IP port-forwarding or re-directing:

o |P PortForwarding (IPMASQADM) - RECOMMENDED - mirror

. PORTFW FTP Solutions;

o Thereare 2.2.x and 2.0.x kernel MASQ Module solutions for PORTFWed FTPto a
MASQed machine (put an FTP server behind a MASQ server). Please see the Application
Page on the IPMASQ WWW site for full details. Please note that thisis not required for
2.4.x kernels.

Thereisafull FTP proxy application from SuSe that will also allow PORTFWed-like
functionality to reach an internal FTP server. For more details, please refer to the SuSe

Proxy URL.
. IPROUTE2 for True 1:1 NAT, Policy-based (source) routing, and Traffic Shaping:

o ftp://ftp.inr.ac.ru/ip-routing

o Documentation can be found at http://www.compendium.com.ar/policy-routing.txt
o The Advanced Routing HOWTO

o Some source code mirrors are at:

ftp://ftp.funet.fi/pub/mirrors/ftp.inr.ac.ru/ip-routing/ (STM1 to USA) --- ftp://sunsite.icm.
edu.pl/pub/Linux/iproute/

ftp://ftp.sunet.se/pub/Linux/ip-routing/ --- ftp://ftp.nvg.ntnu.no/pub/linux/ip-routing/

ftp://ftp.crc.ca/pub/systemd/linux/ip-routing/ --- ftp://ftp.paname.orq (France)

Please see the | P Masguerade Resource page for more information available on these patches and
possibly others as well.
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2.8. Requirements for IP Masquerade on Linux
2.0.X

" ** Please refer to |P Masguer ade Resource for the latest information. ** "

. Any decent computer hardware. See Section 7.2 for more details.
. The 2.0.x kernel sourceis available from http://www.kernel.org/.

NOTE: Most modern Linux Section 7.1 that natively come with 2.0.x kernels are typically

modular kernels and have all the IP Masguerade functionality already included. In such cases,
there is no need to compile anew Linux kernel. If you are UPGRADING your kernel, you should
be aware of other programs that might be required and/or need to be upgraded as well (mentioned
later in thisHOWTO).

. Loadable kernel modules, preferably 2.1.85 or newer is available from http://home.pi.se/blox/
modutils/index.html or ftp://ftp.kernel.org/pub/linux/utils/kernel/modutils (modules-1.3.57 is the
minimal requirement)

. A properly configured and running TCP/IP network running on the Linux machine as covered in
Linux NET HOWTO and the Network Administrator's GuideAlso check out the TrinityOS

document which is aso authored by David Ranch. TrinityOS is avery comprehensive guide to
Linux networking. Topicsinclude IP MASQ, security, DNS, DHCP, Sendmail, PPP, Diald, NFS,
| PSEC-based VPNSs, performance issues, and many more. There exists over fifty sectionsin all!

. Connectivity to the Internet for your Linux host is covered in Linux ISP Hookup HOWTO, Linux

PPP HOWTO, and TrinityOS. Other helpful HOWTOs could include: Linux DHCP mini-
HOWTO, Linux Cable Modem mini-HOWTO and Linux DSL HOWTO

. Ipfwadm 2.3.0 or newer is available from http://www.xos.nl/linux/i pfwadm/downl oad.html

. Moreinformation on version requirements are on the Linux IPFWADM page

. If you areinterested in running IPCHAINS on a 2.0.x+ kernel, see Willy Tarreau's IPCHAINS
enabler for 2.0.36+ or Rusty's IPCHAINS for 2.0.x kernels. Please note that these patches are

NOT compatible with the IPPORTFW patches for the 2.0.x kernels. Unfortunately, its an either/
or deal.
. Know how to configure, compile, and install a new Linux kernel as described in the Linux Kernel

HOWTO. ThisHOWTO does cover kernel compiling but only for |P Masguerade related options.

Hereisalist of IP Masquerading patchesfor 2.0.x kernels:
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. Steven Clarke's | P PortForwarding (IPPORTFW) - RECOMMENDED

. |P AutoForward - NOT Recommended

. REDIR for TCP (REDIR) - NOT Recommended unless required for internal PORTFW
. UDP redirector (UDPRED) - NOT Recommended

. PORTFWed FTP:

o If you are going to port forward FTP traffic to an internal FTP server, you might need to
download Fred Viless FTP server patch The reason for "might" is that some users have
had success without the use of these pathches, while others need it. Explicit details on this
topic can be found in Section 6.7 of thisHOWTO.

« X-Windows display forwarders:

o X-windows forwarding (DX CP)

. PPTP(GRE) and SWAN (IPSEC) VPNs tunneling forwarders:

o If you plan connecting an internal MASQed PC to aremote PPTP server, you MUST
INSTALL the PPTP-Masguerade kernel patch available from the URL sbelow. If you plan
on having external PPTP users connect to an internal masqueraded PPTP server, not only
do you need the kernel patch installed but you also need PORTFW support enabled in the
kernel. Please see the following URLSs for the patches and more information:

John Hardin's VPN Masguerade forwarders or the old patch for just PPTP Support.

. Game specific patches:

o Glenn Lamb's LooseUDP for 2.0.36+ patch.

Prev Home Next

Requirements for |P Masquerade Up Setting Up |P Masquerade
on Linux 2.2.X

http://www.ecst.csuchico.edu/~dranch/LINUX/ipmasg/c-html/kernel-2.0.x-requirements.html (2 of 2)5/16/2005 3:09:47 PM


http://www.ox.compsoc.org.uk/~steve/portforwarding.html
http://ipmasq.webhop.net/ipautofw.tar.gz
http://ipmasq.webhop.net/tcpdeath.html
http://ipmasq.webhop.net/redir_0.7.orig.tar.gz
http://ipmasq.webhop.net/udpred.c.gz
http://ipmasq.webhop.net/files22/ip_masq-v0.27-for_2.2.18pre9.patch.gz
ftp://sunsite.unc.edu/pub/Linux/X11/compress/dxpc-3.7.0.tar.gz
http://www.impsec.org/linux/masquerade/ip_masq_vpn.html
http://ipmasq.webhop.net/ip_masq_pptp.patch.gz
http://ipmasq.webhop.net/files20/loose-udp-2.0.36.patch.gz

Setting Up IP Masquerade

Linux IP Masquerade HOWTO
Prev Next

Chapter 3. Setting Up IP Masquerade

Table of Contents
3.1. Compiling a new kernel if needed

3.2. Checking your existing kernel for MASQ functionality
3.2.1. Compiling Linux 2.4.Xx Kernels
3.2.2. Compiling Linux 2.2.x Kernels
3.2.3. Compiling Linux 2.0.x Kernels
3.3. Assigning Private Network |P Addresses to the Internal LAN
3.4. Configuring | P Forwarding Policies
3.4.1. Configuring |P Masguerade on Linux 2.6.x and 2.4.x Kernels
3.4.2. Configuring |P Masguerade on Linux 2.2.x Kernels
3.4.3. Configuring IP Masquerade on Linux 2.0.x Kernels

Prev Home Next

Requirements for |P Masquerade Compiling a new kernel if needed
on Linux 2.0.x

http://www.ecst.csuchico.edu/~dranch/LINUX/ipmasg/c-html/c472.html5/16/2005 3:09:49 PM



Compiling anew kernel if needed

Linux IP Masquerade HOWTO
Prev Chapter 3. Setting Up IP Masquerade Next

3.1. Compiling a new kernel if needed

If your private network contains any vital information, think carefully in terms of SECURITY before
implementing |P Masguerade. By default, IP MASQ becomesa GATEWAY for you to get onto the
Internet, but it also can allow someone from the Internet to possibly get into your internal network.

Onceyou have IP MASQ functioning, it isSHIGHLY recommended for the user to implement a
STRONG IPFWADM/IPCHAINS firewall ruleset. Please see Section 6.4.1, Section 6.4.2 and

Section 6.4.3 located below for mor e details.
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3.2. Checking your existing kernel for MASQ functionality

Almost ALL modern Linux distributions come M ASQ-Ready these days but its always good to check your system
beforeyou try to set things up. Follow these few stepsfor your kernel to seeif your kernel isMASQ ready.

To see which kernel your system is running, run the following command:

unane -a

. Just for clarity: 2.4.x kernelsrun IPTABLES :: 2.2.x kernelsrun IPCHAINS :: 2.0.x kernels run IPFWADM
. Ingeneral, you must have kernel support for:

(] (m] a [m]

IP forwarding

| P masquerading
IP Firewalling
etc.

Y ou will also need to have most MA SQ-related modules compiled (most modular kernels will already have all you need
already done. Then you will NOT need to re-compile the kernel. If you AREN'T SURE if your Linux distributionis MASQ
ready, do the following:

. 2.4.xkernels (look for most of the following entries out of the much longer list):

o Runthecommand”l s / proc/sys/ net/i pv4" whilelogged into the Linux box. Theseitems are required

and should be present regardlessif your kernel built IPMASQ as modules or statically.
« | p_dynaddr
i p_forward
To check if IPMASQ was compiled statically into the kernel, run the command "/ sbi n/ | snod" and seeif and
modules like the ones shown below for the MODULE section are loaded. No? Ok, now run the command "l s /
proc/ net /" and seeif you see additional /proc files such as:
« | p_masquer ade

i p_conntrack

i p_tabl es_nanes
If you see these /proc entries and there WEREN'T any kernel modules loaded (shown viathe "Ismod" command
mentioned above), then your kernel has the IPTABLES subsystem statically compiled into it and is ready to go
to use IPMASQ on this system.

o If your kernel uses IPTABLES via modules, most of the stuff listed above should have been missing (because the
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modules probably aren't loaded). Run thecommand "l s /| i b/ nmodul es/ " unanme -r /kernel / net/
i pv4/ netfilter/" whereyou should seefileslike:

« i p_conntrack.o, ip_conntrack ftp.o, ip_conntrack_irc.o, ip_nat_ftp.o,
ip_nat_irc.o

i p_tables.o, ipt_MASQUERADE. o, iptable_nat.o, iptable_mangle.o,
iptable_filter.o

And some optional oneslike: i pchai ns. o, i pt_REJECT.o, and ipt_tcpnss.o
If you see those kernel files, IPTABLES was compiled using modules and things look ready to go to use
IPMASQ on this system.

. 2.2xkernes (look for most of the following entries out of the much longer list): list):

o Runthecommand”l s / proc/ sys/ net/i pv4" whilelogged into the Linux box. Theseitems are required
and should be present regardlessif your kernel built IPMASQ as modules or statically.

« i p_al ways_defrag
i p_dynaddr
ip_forward
i p_masqg_debug
i p_masqg_udp_dl oose (somedistros don't support this-- ignore it for now
Other 2.2.x options can be checked by running "Is /proc/net/"
« i p_fwchains
i p_fwnanes
i p_masquer ade
Even more 2.2.x options can be checked by running "Is /proc/net/"
= app
icnp
icq
nf w
portfw

tcp
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udp/
. 2.0x kernels (look for most of the following entries out of the much longer list):

o Runthecommand”l s / proc/sys/ net/i pv4" whilelogged into the Linux box. Theseitems are required
and should be present regardlessif your kernel built IPMASQ as modules or statically.

« | p_dynaddr
i p_forward
running "ls/proc/net”

« i p_forward
| p_masq_app
i p_masquer ade
i p_portfw

Ultimately, it comes down to the fact if you see/proc filessuch as"ii p_f orwar d","i p_masqg_debug",
"I p_masq_udp_dl oose"(optiona), and"i p_al ways_def rag" (optional) exist.

So. Do most of the above /proc entries or kernel modules show up for your respective kernel? If so, thats good! If you cannot
find any of the above entries or if you aren't sureif your distribution supports IP Masquerading by default, ASSUME IT
DOESN'T SUPPORT MASQ. You can do one last check by looking at the Section 7.1 section and see if your Linux

Distribution is listed. Still not there? Sounds like you'll need to compile akernel but don't worry.. it isn't hard.

Regardlessif your current kernel has MASQ support or not, reading the remainder of this section is still highly
recommended as it contains other useful information.

3.2.1. Compiling Linux 2.4.x Kernels

. First, you'll need to get some 2.4.x kernel sources (preferably the latest kernel version - NEWER *I1S* BETTER IN
LINUX LAND)

o NOTE #1: Asboth the 2.4.x kernel train and the iptables program development progresses, the compile
configurion options will change over time. As of this version of the IPMASQ howto, this section reflects the
settings for IPTABLES 1.2.7a and the 2.4.20 kernel. If you are compiling against a newer or previous kernel or
IPTABLES version, the dialogs and even commands might look different. It is recommended that you update to
the newest versions of both the kernel and IPTABLES for added capability, performance, and stability of the
kernel.

. Next, depending on the version of the Linux kernel and IPTABLES archive you downloaded, you might want to apply
some IPTABLES "patch-o-matic" patches against the kernel. These OPTIONAL patches might fix some known
problems, add additional functionality you might need (H.323 protocol, specific issues with network games), etc. It
should be noted that the Patch-O-Matic patches used to come with the IPTABLES archive. Thisis no longer the case
and you have to download them (if any) seperately. Y ou can find the the various URL s for downloading IPTABLES,
the Patch-o-matic system, etc. Section 2.6.

. If thisisyour first time compiling the kernel, don't be scared. In fact, it's rather easy and it's covered in several URLs
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found in Section 2.6. Please note that the instructions included here is just one way to do build a kernel. Please see the
Kernel HOWTO for full details.

NOTE: Please notice that it ISNOT recommended to put the new kernel sources into the /usr/src/linux directory. Y ou
should leave the original kernel sources that came with your Linux distribution in /usr/src/linux. For more details on this
topic, please read the "README" file in the top level directory of the kernel sources.

. For thisHOWTO example, create adirectory called/ usr/ sr c/ ker nel . Next, "cd" into this directory and download
the newest 2.4.x kernel sourcesinto it. Once downloaded, issue the following command (if the file endsin a .tar.gz):
tar xvzf linux-2.4.x.tar.gzor(ifthefileendsina.tar.bzip2):tar xyvf |inux-2.4.x.tar.bz2.
Please substitute the "x" in the 2.4.x filename with the Linux 2.4 kernel version you downloaded.

BZ2 Note: Some Linux distributions use the "I" option instead of the "y" option to decompress bzip2 archives.

Once uncompressed, | recommend that you rename the directory from the stock "linux" nameto "linux-2.4.x" (replace
the "Xx" with the specific version of your newly installed kernel) for clarity. To do this, run the command "nmv | i nux

I i nux- 2. 4. x". Next, make sure there isadirectory or symbolic link pointingto "/ usr/ src/ kernel /1 i nux"ie.
run the command:

In -s /usr/src/kernel/linux-2.4.x /usr/src/kernel/linux

again subsituting the "x" for your proper kernel version.

. Asmentioned above, you might consider applying any appropriate or optional patches to the kernel's MASQ code
BEFORE you compile the final kernel. The IP MASQ code found in the stock kernelsis already very useful and does
not require any specific patching in order for the system to work for NAT-friendly network applications. Many of these
patches are only to fix possible known bugs, add new features (some are /very/ cool), etc. Please refer to Section 2.6 for
URLs and the |P Masquerade Resources for up-to-date information and patch URLS.

. Applying IPTABLES and Patch-o-Matic kernel patches

Download the iptables package and optional Patch-O-matics from the Section 2.6 and put it into adirectory, say "/ usr/

src/archivel/netfilter". Next, gointo thisnew netfilter directory and uncompress the i ptables archive with the
command:

tar xyvf iptables-x.y.z.tar.bz2
tar xyvf patch-o-matic-x.tar.bz2
Now, go into the new iptables-x.y.x directory (/usr/src/archive/netfilter/iptables-x.y.z) and run the command

#For iptables vl1.2. 7a:
make KERNEL DI R=/usr/src/ kernel/linux

#For iptables vl1.2.4 (when Patch-o-matic was built-in):
make pendi ng- pat ches KERNEL_DI R=/ usr/src/ kernel /| i nux

NOTE: this assumes that your 2.4.x kernel sourcesareinthe/ usr/ src/ kernel /| i nux directory.
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NOTE #2: If you append a"/" to the end of the above command line, you will get an error stating:
"make: *** [/usr/src/kernel/linux/include/asm socket.h] Error 1"
Removethetrailing "/" and try again.

Hereis an example of compiling IPTABLES v1.2.7a. Y our output might look different depending on what version you
aretrying to use.

# make KERNEL_ DI R=/usr/src/ kernel /linux
Ext ensi ons f ound:

cc -2 -wall -Winused -1/usr/src/kernel/linux/include -1include/

- DI PTABLES VERSION=\"1.2.7a\" -fPIC -0 extensions/libipt_ah sh.o -c
extensions/libipt_ah.c

| d -shared -0 extensions/|ibipt_ah.so extensions/Ilibipt_ah_sh.o

cc -2 -wall -Winused -1/usr/src/kernel/linux/include -1include/

-DI PTABLES VERSION=\"1.2.7a\" -fPIC -0 extensions/libipt_conntrack_sh.o -c
ext ensi ons/ | i bi pt _conntrack.c

| d -shared -0 extensions/libipt_conntrack.so extensions/I|ibipt_conntrack_sh.o
cc -2 -wall -Winused -1/usr/src/kernel/linux/include -1include/

- DI PTABLES VERSION=\"1.2.7a\" -fPIC -0 extensions/libipt_dscp_sh.o -c
extensions/|ibi pt_dscp.c

ext ensi ons/ | i bi pt_dscp_hel per.c:69: warning: “dscp_to_nane' defined but not
used

| d -shared -0 extensions/|ibipt_dscp.so extensions/libipt_dscp_sh.o

cc -2 -Wall -Winused -1/usr/src/kernel/linux/include -1linclude/

- DI PTABLES VERSI ON=\"1. 2. 7a\ " -c -0 |ibipulog/libipul og.o

l'i bi pul og/!1i bi pul og.c

ar rv libipulog/libipulog.a |ibipulog/libipulog.o

a - libipulog/libipulog.o

rmlibiptc/libip6tc.o libiptc/libipd4tc.o |ibipulog/libipulog.o |ibipg/libipg.o

. Ok, hopefully the IPTABLES program compiled up for you. Now, you need to install it. To do this, directory and run
the command

make install KERNEL DI R=/usr/src/kernel/linux

. Hereisan example of installing IPTABLES v1.2.7a. Y our output might look different depending on what version you
aretrying to use.
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# make install KERNEL_DI R=/usr/src/kernel/linux

cp iptables /usr/local/sbin/iptables

cp i ptabl es-save /usr/local/sbin/iptabl es-save

cp i ptables-restore /usr/local/sbin/iptables-restore

cp i p6tables /usr/local/sbin/ip6tables

cp extensions/libipt_ah.so /usr/local/lib/iptables/libipt_ah.so

cp extensions/libipt_conntrack.so /usr/local/lib/iptables/libipt_conntrack.so
cp extensions/|ibipt _dscp.so /usr/local/lib/iptables/libipt_dscp.so

cp extensions/libipt_ecn.so /usr/local/lib/iptables/libipt_ecn.so

cp extensions/|ibipt_esp.so /usr/local/lib/iptables/libipt_esp.so

cp extensions/|ibipt_hel per.so /usr/local/lib/iptables/libipt_helper.so

cp extensions/|ibip6t _udp.so /usr/local/lib/iptables/libip6t udp.so
cp extensions/|ibip6t LOG so /usr/local/lib/iptables/libip6t LOG so
cp extensions/|ibip6t MARK so /usr/local/lib/iptables/Iibip6t MARK so

Next, if you areinterested in applying a Patch-O-Matic patch set, go into the pat ch- o- mat i c- X directory (/usr/src/archivel
netfilter/patch-o-matic-X) and run the command

#For Patch-O- Matic later than the rel ease of iptables vl. 2. 7a:
KERNEL_DI R=/ usr/ src/ kernel /i nux
./ runnme pendi ng

NOTE #1: The use of the "pending" batch is the most common for IPMASQ functionality but there are several others.
See below.

NOTE #2: this assumes that your 2.4.x kernel sourcesareinthe/ usr/ src/ kernel /| i nux directory.

NOTE #3: If you append a"/" to the end of the command line, you will get an error stating:

"make: *** [/usr/src/kernel/linux/include/asnm socket.h] Error 1".
Remove the trailing "/" and try again.

Hereis an example of the Patch-O-Matic prompts you might receive for a 2.4.20 kernel with the "20030107" Patch-O-
Matic set. Y ou can aso run the "runme" program in a batch mode to speed things up, add experimental patches, etc. if
you'd like. To better understand your options, simply runthe”. / r unme" command by itself. Please note that these
prompts WILL CHANGE over time.
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Wel conme to Rusty's Patch-o-matic!

Each patch is a new feature: nmany have m ni mal inpact, some do not.
Al nost every one has bugs, so | don't recomend applying themall!
Al ready applied: submtted/ 01 _2.4.19

subm tted/ 02_2. 4. 20

subm tted/ipt_ULOG nmac_I| en-fix

subm tted/ipt_multiport-invfix

pendi ng/ 01_i p_conntrack_proto_tcp-|ockfix

pendi ng/ 02_newnat - udp- hel per

pendi ng/ 03_REJECT- f wspot ti ng- phrack60-fi x

pendi ng/ 04 _ftp-conntrack-nsg-fix

Testing... 05 _ECN-tcpchecksumlittleendi an-fix.patch NOT APPLIED (1 rejects out
of 1 hunks)
The pendi ng/ 05_ECN-t cpchecksum littl eendi an-fi x patch:

Aut hor: Patrick MHardy

Status: Pending for kernel inclusion

The 2.4.20 kernel included the new iptables 'ECN target, enabling a

sel ective

ECN di sabl e mechani sm Unfortunately there was a bug in the increnental
TCP

checksum update, resulting in broken TCP checksuns on little endi an
machi nes.

This patch fixes the Bug.
Testing patch pendi ng/ 05_ECN-t cpchecksum |l ittl eendi an-fi x. patch. .

Pat ch pendi ng/ 05_ECN-t cpchecksum littl eendi an-fi x. patch applied cleanly.
Appl yi ng patch pendi ng/ 05 _ECN-t cpchecksum |l ittl eendi an-fi x. patch..

Pat ch pendi ng/ 05_ECN-t cpchecksum littl eendi an-fi x. patch applied cleanly.

Excel l ent! Kernel is now ready for conpil ation.

. If everything patches fine, you should see something like the text

Excel l ent! Kernel is now ready for conpilation.
towards the bottom of the screen. Beyond that, you don't have to install anything at this point. The next step isto
compile the new PATCHED kernel.

. Ok, now the new kernel is ready to be compiled but you should make sure that you also have the proper matching
I pt abl es program on your machine too (just to make sure). Run the command:
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wherei s i ptabl es

and make sureitsinstalled on the machine (the default placeisin/ usr/ | ocal / sbi n/ i pt abl es. If you cannot
find it or patched up your kernel sources as shown above, | recommend you just re-compile it up as shown above.

Now that the kernel sources are patched up, you need to configure it to know what kinds of features you need (HD support,
Networking support, MASQ support, etc.). Here are the MINIMUM kernel configuration options required to enable IP
Masquerade functionality. Please understand that this HOWTO illustrates just ONE way to configure and compile akernel
(modules vs static). The main difference from this example vs. an example given by a different MASQ guide is that some
people might wish to compile kernel components either as modules OR monolithically into the kernel. Basically, compiling
things as modules gives you added flexibility to what is or isn't installed into the kernel (reduces unneeded memory use for
things you aren't / won't use and modules also alow for drop-in software upgrades [usually no need to reboot the machine]).
On the flip side, kernel modules add more complexity to your configuration and sometimes the kernel auto-loader might make
mistakes (not that 1've ever seen this happen). Compiling things directly into the kernel makes things ssmpler BUT you loose a
huge level of flexibility. The following kernel configuration example is a mixture of both a selection of kernel modules and
building them in monolithically (you probably will ALWAY S need MASQ functionality ready to go).

. Side Note: It isassumed that you will also configure the kernel to use your other installed hardware such as USB
printers, Ethernet network interfaces, SCSI and IDE HD controllers, etc. aswell. Please refer to the Linux Kernel

HOWTO and the kernel source's"READVE" file and "Docunent at i on/ " directory for detailed help on compiling a
kernel.

Y ou will need to answer either YES, NO, or MODULE to the following program. Not all options will be available without the
proper kernel patches described later in this HOWTO. This shouldn't be an issue as most 3rd party patches are only needed for
avery select group of users.

Run the following commands to configure your kernel:

. ¢cd /usr/src/kernel/linux
. make nmenuconfig

Please note the following kernel prompts reflect a 2.4.14 kernel (with some of the optional Patch-O-Matic additions. Please
read the following carefully for recommendations:

[ Code maturity |evel options ]

* Pronpt for devel opnment and/or inconplete code/drivers (CONFI G EXPERI MENTAL) [Y/
n/ ?]
- YES: though not required for IP MASQ this option allows the kernel to create
t he MASQ nodul es and enabl e the option for port forwarding

* Enabl e | oadabl e nodul e support (CONFI G MODULES) [Y/n/?]
- YES: allows you to | oad kernel 1P MASQ nodul es

* Set version information on all nodul e synbols (CONFI G_MODVERSI ONS) [ Y/ n/?]
- YES: allows newer kernels to | oad ol der nodules if possible

* Kernel nodul e | oader (CONFI G KMOD) [Y/n/?]
- OPTI ONAL: Reconmmended : allows the kernel to | oad vari ous kernel nodules as it
needs them
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== Non- MASQ opti ons ski pped
== (CPU type, nenory, SMP, FPU, specific stuff)

General setup ]

* Networ ki ng support (CONFI G NET) [Y/n/?]
- YES: Enabl es the network subsystem

== Non- MASQ opti ons ski pped
== (specific hardware, PCl, kernel binaries, PCMCIA etc.)

* Sysct| support (CONFI G _SYSCTL) [Y/n/?]
- YES: Enables the ability to enabl e disable options such as forwarding,
dynamc IPs, etc. via the /proc interface

Bl ock devices ]

== Non- MASQ opti ons ski pped
== (kernel binaries, power managenent, PnP, RAID, etc.)

== Don't forget to conpile in support for hardware that you m ght need:
== | DE controllers, HDs, CDROMs, etc.

Net wor ki ng options |

* Packet socket (CONFI G_PACKET) [Y/ m n/?]
- YES: Though this is OPTIONAL, this reconmended feature will allow you
to use TCPDUMP to debug any problenms with | P MASQ

* Packet socket: mmapped |1 O (CONFI G PACKET _MVAP) [Ny/?] vy
- YES: Speed up the packet protoco

* Kernel/User netlink socket (CONFI G _NETLINK) [Y/n/?]
- OPTIONAL: Recommrended : this feature will allow the | ogging of
advanced firewal |l issues such as routing nmessages, etc

* Routing nessages (CONFI G RTNETLINK) [Ny/?] (NEW vy
- OPTIONAL: Allows for support of advanced kernel routing nessages
if you enabl ed the CONFI G NETLI NK option

* Netlink device emulation (CONFI G NETLINK DEV) [Ny/m?] (NEW
- NO This option does not have anything to do with packet firewall

| oggi ng

* Network packet filtering (replaces ipchains) (CONFIG NETFILTER) [Ny/?] vy
- YES: Enable this option to |l et |IPTABLES configure the TCP/IP subsection
of the kernel. By enabling this, then you can turn on advanced
routing mechanisns |ike I P Masq, packet filtering, etc.
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* Network packet filtering debuggi ng (CONFI G NETFILTER DEBUG [N y/?] (NEW n

- NO Not required for Masquerading functionality though it may help
for troubl eshooting. There m ght be a performance penalty when
enabling this.

* Socket Filtering (CONFI G FILTER) [Y/ n/?]

- OPTIONAL: Recomended : Though this doesn't have anything do with | PMASQ
if you plan on inplinmenting a DHCP server on the internal network, you WLL

need to enable this option.

* Uni x domai n sockets (CONFIG UNI X) [Y/ m n/?]
- YES: This enables the UNI X TCP/| P sockets nechani sns

* TCP/ I P networking (CONFI G_I NET) [Y/n/?]
- YES: Enables the TCP/IP protoco

* |P: multicasting (CONFI G | P_MITI CAST) [N y/?]
- OPTIONAL: You can enable this if you want to be able to receive
Mul ticast traffic. Please note that your |SP rnust
support Multicast as well for this all to work at all

* | P: advanced router (CONFI G | P_ADVANCED ROUTER) [Y/n/?]
- OPTIONAL: Though there is nothing in this section mandatory for
Masquer ade, sone specific options m ght be useful

== Non- MASQ opti ons ski pped
— ( autoconf, tunneling )

* |P: multicast routing (CONFIG IP_MROUTE) [Ny/?] n
- OPTIONAL: Though not needed for | PMASQ, enabling this feature wll
et you route nulticast traffic through your Linux box.
Pl ease note that this requires that your |SP be nulticast
enabl ed as wel I.

== Non- MASQ opti ons ski pped
== (ARPd)

* |P. TCP Explicit Congestion Notification support (CONFIG INET_ECN) [Ny/?] n

- NO Though enabling this option would be great, there are many Internet
sites out there that will block this. Ht the "?" when configuring

the kernel to learn nore about it but it is recommended to say NO for

Nnow.

* | P. TCP syncooki e support (disabled per default) (CONFI G SYN COCKIES) [Y/n/?]

- YES: Recommended : for basic TCP/IP network security

[ Networking options --> IP. Netfilter Configuration ]

* Connection tracking (required for masqg/ NAT) (CONFI G | P_NF_CONNTRACK) [N y/ m ?]

(NEW m
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- YES: (Modul e) This enables the kernel to track various network connections.
This option is required for Masqueradi ng support as well as to enable
Stateful tracking for various filewall nechanisns. Please note that
if you conpile this directly into the kernel, you cannot enable
the | egacy | PCHAINS or | PFWADM conpati bility nodul es.

* FTP protocol support (CONFIG IP_NF_FTP) [Mn/?] (NEW m
- YES: (Modul e) This enables the proper Masqueradi ng of FTP connections if
CONFI G_| P_NF_CONNTRACK was enabl ed above

* I RC protocol support (CONFIGIP_NF_IRC) [Mn/?] (NEW m
- YES: (Modul e) This enables the proper Masqueradi ng of I RRC connections if
CONFI G | P_NF_CONNTRACK was enabl ed above

* Userspace queuei ng via NETLI NK ( EXPERI MENTAL) (CONFI G | P_NF_ QUEUE) [N y/ m ?]
(NEW m
- OPTIONAL: Though this is OPTIONAL, this feature will allow | PTABLES to
copy specific packets to User Space tools for additional checks

* | P tables support (required for filtering/ masqg/ NAT) (CONFI G I P_NF I PTABLES) [N y/

m?] (NEW m
- YES: (Modul e) Enabl es | PTABLES support

* limt match support (CONFIG IP_NF_MATCH LIMT) [Ny/m?] (NEW vy
- OPTIONAL: (Modul e) Recommended : Though not required, this option can used to
enable rate limting of both traffic and | oggi n nessages hel p sl ow
down deni al
of service (DoS) attacks.

* MAC address match support (CONFIG IP_NF_MATCH MAC) [Ny/m?] (NEW m
- OPTIONAL: Though not required, the option can allow you to
filter traffic based upon the SOURCE Et hernet MAC address.

* netfilter MARK match support (CONFI G IP_NF_MATCH MARK) [Ny/m?] (NEW vy
- YES: (Modul e) Recomrended : This enables | PTABLES to take action upon marked
packets.
Thi s mechani sm can all ow for PORTFW functionality, TOS marking, etc.

* Multiple port match support (CONFI G | P_NF_MATCH MULTIPORT) [Ny/m?] (NEW vy
- YES: (Mbdul e) Recommended : This enabl es | PTABLES to accept nutliple SRC DST
port
ranges (non-contiguous) instead of one port range per |PTABLES
st at enent .

* TOS match support (CONFIG IP_NF_ MATCH TOS) [Y/mn/?] n
- OPTIONAL: This allows | PTABLES to match packets based upon their
DI FFSERV setti ngs.

* LENGTH mat ch support (CONFI G | P_NF_MATCH LENGTH) [NNm ?] (NEW n

- OPTIONAL: This allows | PTABLES to match packets based upon their
packet | engt h.
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* TTL match support (CONFIG |P_NF_MATCH TTL) [Nm ?] (NEW ? n
- OPTIONAL: This allows | PTABLES to match packets based upon their
TTL settings.

* tcpnmss match support (CONFI G I P_NF_MATCH TCPVSS) [Ny/m ?] m
- OPTIONAL: (Modul e) Recommended : This option allows users to exam ne the MSS
val ue in
TCP SYN packets. This is an advanced knob but can be very val uabl e
in
t roubl eshooti ng MIU probl ens.

* Connection state match support (CONFI G |IP_NF_MATCH STATE) [Mn/?] m
- YES: (Mbdul e) Recommended : This option allows for Stateful tracking of network
connecti ons.

* Uncl ean match support (EXPERI MENTAL) (CONFI G | P_NF_MATCH UNCLEAN) [Ny/m?] vy
- YES: (Modul e) Recomended : This option allows for connection tracking on odd
packets.
It cal also help in the detection of possibly malicious packets.
This can be a valuable tool in tracking hostile people on the network.

* Omer match support (EXPERI MENTAL) (CONFI G IP_NF_MATCH OMNER) [NNy/m ?] n
- OPTIONAL: This option allows | PTABLES to match traffic based upon the
user login, group, etc. who created the traffic.

* Packet filtering (CONFIG IP_NF_FILTER) [Ny/ m?] ? vy
- YES: (Module) This option allows for the kernel to be able filter traffic at
t he | NPUT, FORWARDI NG and OUTPUT traffic points.

* REJECT target support (CONFI G IP_NF_TARGET REJECT) [Ny/m?] (NEW vy
- YES: (Module) Wth this option, a packet firewall can send an | CVP Rej ect
packet
back to the originator when a packet is bl ocked.

* M RROR target support (EXPERI MENTAL) (CONFI G |P_NF_TARGET M RROR) [N y/ni?]
(NEW n
- OPTIONAL: This option allows the packet firewall to mrror the exact sane
net wor k packet back to the originator when it is supposed to be
bl ocked. This is simlar to the REJECT option above but it actually
sends the original packet back to the originator. i.e. a
hostil e user could actually portscan thensel ves.

* Full NAT (CONFI G_I P_NF_NAT) [Mn/?] m
- YES: (Modul e) This option enables the future nmenus to enabl e Masquer adi ng,
PORTFW ng, Full (1:1) NAT, etc.

* MASQUERADE t arget support (CONFI G |IP_NF _TARGET _MASQUERADE) [Mn/?] (NEW m
- YES: (Modul e) This option specifically enables Masquerade into the
ker nel

* REDI RECT target support (CONFIG | P_NF_TARGET_REDI RECT) [Ny/m?] n
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- OPTI ONAL: Not needed for normal MASQ functionality though peopl e who
want to do transparent proxy via Squid will want this.

* Basi ¢ SNVMP- ALG support (EXPERI MENTAL) (CONFI G IP_NF_NAT_SNWP_BASIC) [NmM?] n
- OPTIONAL: This enables I PTABLES to properly NAT internal SNMP packets so
that machines with duplicate addressing ranges can be properly
managed.

* Packet mangling (CONFI G IP_NF_MANGLE) [Ny/ m?] y
- YES: (Module) This option allows for advanced | PTABLES packet mani pul ati on
opti ons.

* TOS target support (CONFI G IP_NF_TARCET_TOS) [Ny/m?] (NEW n
- OPTIONAL: Enables the kernel to nodify the TOS field in a packet
before routing it on

* MARK target support (CONFIG_|IP_NF _TARGET _MARK) [Ny/m?] (NEW m
- OPTIONAL: (Modul e) Reconmended : This enables the kernel to manipul ate
packets based upon the MARK field. This can be used for PORTFW
as well as many ot her things.

* LOG target support (CONFIG IP_NF _TARCGET_LOG [Ny/m?] m
- YES: (Module) This allows for the | ogging of packets before they are accepted,
deni ed, rejected, etc.

* TCPMSS target support (CONFIG IP_NF_TARGET _TCPMSS) [Ny/m?] ? m
- YES: (Module) This option help some people with MU probl ens. Typically,
nost users have to set their Internet connection's MU to
1500 as well as ALL internal nachines to 1500. Wth this
option, this whole MIU i ssue m ght be finally sol ved.

*

i pchains (2.2-style) support (CONFIG_|P_NF_COVWAT IPCHAINS) [N y/m?] m

- OPTI ONAL: (Modul e) Recommended : |If you have an existing | PCHAI NS rul eset
(2.2.x kernels) and enable this option, you can continue to use the
| PCHAI NS program and the majority of your old rul eset except for the
use of any 2.2.x kernel-specific nodules. Please note that if this
| PCHAI NS nodul e is | oaded, ALL | PTABLES nodules will be non-
operational. This is an either/or deal only intended for |egacy
rul esets.

*

i pfwadm (2. 0-styl e) support (CONFI G IP_NF _COMPAT | PFWADM) [Ny/m ?] n

- OPTIONAL: If you have an existing | PFWADM rul eset (2.0.x kernels) and
enabl e this option, you can continue to use the | PFWADM program and
the majority of your old rul eset except for the use of any 2.0.x
kernel -speci fi c nodul es. Pl ease note that if this | PFWADM nodul e
is | oaded, ALL |PTABLES nodules will be non operational. This is
an either/or deal only intended to support |egacy

rul esets.
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== Non- MASQ opti ons ski pped
== (I Pv6, khttpd, ATM |PX, AppleTalk, etc.) --

Fast switching (read hel p!) (CONFI G NET_FASTROUTE) [N'y/?] n
- NO This performance optim zation is NOT conpatible with I P MASQ and/ or
packet filtering

== Non- MASQ opti ons ski pped
== (QoS, Tel ephony, IDE, SCSI, 1394FW 120 etc)

== Don't forget to conpile in support for hardware that you m ght need:
== | DE: HDs, CDROVB, etc.
== SCSI : HDs, CDROVB, etc.

[ Network device support ]

*

Net wor k devi ce support (CONFI G NETDEVI CES) [Y/n/?]
- YES: Enabl es the Linux Network device subl ayer

== Non- MASQ opti ons ski pped
==  (Arcnet)

Dummy net driver support (CONFI G DUMWY) [M n/y/?]
- YES: Though OPTIONAL, this option can hel p when debuggi ng probl ens

== Non- MASQ opti ons ski pped
== (EQL, etc..)

== Don't forget to conpile in support for hardware that you m ght need:
== NI Cs: eth, tr, etc.

== MODEMs: ppp (ppp async) and/or slip

== \WANs: T1, T3, ISDN, etc.

== | SDN: for internal |SDN nodens

== Non- MASQ opti ons ski pped
== (Amateur Radio, IrDA, |ISDN, USB, etc.)

[ Character devices |

== Don't forget to conpile in serial port support if you are a nodem user
== Don't forget to conpile in nouse support

== Non- MASQ opti ons ski pped
== (12C, Watchdog cards, Ftape, Video for Linux, etc. )

[ File systens |
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== Non- MASQ opti ons ski pped
== (Quota, |S09660, NTFS, etc )

* [proc filesystem support (CONFI G PROC FS) [Y/n/?]
- YES: Required to dynam cally configure the Linux forwarding
and NATi ng systens

== Non- MASQ opti ons ski pped
== (Consol e drivers, Sound, USB, Kernel Hacking)

S0 go ahead and select "exit" and you should be prompted to save your config.

NOTE: These are just the kernel components you need for |P Masquerade networking support. Y ou will need to select
whatever other options needed for your specific setup. If you want more information on what each one of these kernel modules
does, please see the FAQ section of thisHOWTO for details.

. Now compile the kernel (make dep; make clean; make bzl mage; make modules; make modules_install) , etc. Again, itis
beyond the scope of thisHOWTO if you have problems compiling your kernel. Please see Section 2.6 for URLs to the
KERNEL howto, etc.

. You will then have move over the kernel binary, update your bootloader (LILO, Grub, etc.), and reboot. If you have
guestions about kernel compiling, | highly recommend to consult some of the URL s mentioned above in this section.

3.2.2. Compiling Linux 2.2.x Kernels
Please see Section 2.7 for any required softwar e, patches, etc.

. First of all, you need the kernel source for 2.2.x (preferably the latest kernel version)

o NOTE #1: --- UPDATE YOUR KERNEL --- Linux 2.2.x kernels less than version 2.2.20 contain several
different security vulnerabilities (some were MASQ specific). Kernels less than 2.2.20 have afew local
vulnerabilities. Kernel versions less than 2.2.16 have a TCP root exploit vulnerability and versions less than
2.2.11 have aIPCHAINS fragmentation bug. Because of these issues, users running afirewall with strong
IPCHAINS rulesets are open to possible instrusion. Please upgrade your kernel to afixed version.

o NOTE #2: Asthe 2.2.x train progressed, the compile-time options keep on changing. As of thisversion, this
section reflects the settings for a2.2.20 kernel.

If you are running either a newer or older kernel version, the dialogs will look different. It is recommended that
you update to the newest kernel for added capability and stability of the system.
. If thisisyour first time compiling the kernel, don't be scared. In fact, it's rather easy and it's covered in several URLS
found in Section 2.7. Please note that the instructions included hereis just one way to do build akernel. Please see the

Kernel HOWTO for full details.

NOTE: Please notice that it isn't recommended to put the new kernel sources into /usr/src/linux. Y ou should leave the
origina kernel sources that came with your Linux distribution in /usr/src/linux. For more details on this topic, please
read the "README" filein the top level directory of your kernel sources.

. For thisHOWTO example, create adirectory called/ usr/ sr c/ ker nel . Next, "cd" into this directory and download
the newest 2.2.x kernel sources into it. Once downloaded, issue the following command (if the file endsin a .tar.gz):
tar xvzf linux-2.2.x.tar.gzor(if thefileendsina .tar.bzip2):tar xyvf |inux-2.2.x.tar.bz2.
Please substitute the "x" in the 2.2.x filename with the Linux 2.2 kernel version you downloaded.
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NOTE: Some Linux distributions use the "I" option instead of the "y" option to decompress bzip2 archives.

Once uncompressed, | recommend that you rename the directory from "linux" to "linux-2.2.x" for clarity. To do this, run
thecommand mv | i nux |inux-2. 2. x. Next, make sure there isadirectory or symbolic link pointingto/ usr/
src/ kernel /i nuxie runthecommand: | n -s /usr/src/kernel/linux-2.2.x /usr/src/

ker nel /| i nuxo again subsituting the "x" for your proper kernel version.

. Apply any appropriate or optional patches to the kernel source code. By default, stock Linux kernels do not require any
specific patching in order for the system to work. Features like PPTP/IPSEC masqurading are already built-in in the
newest kernels but other tools like Xwindows forwarders are optional. Please refer to Section 2.7 for URLs and the [P
Masquerade Resources for up-to-date information and patch URLSs.

. Now that the kernel is patched up (if required), here are the MINIMUM kernel configuration options required to enable
| P Masquerade functionality. Please understand that this HOWTO illustrates just ONE way to compile akernel. The
main difference from this method vs. a different one is some people wish to compile things either as modules OR
monolithically right into the kernel. Basically, compiling things as modules gives you added flexibility to what isor isn't
installed into the kernel (reduces unneeded memory use and allow for drop-in upgrades [no need to reboot]) BUT they
add more complexity to your configuration. On the flip side, compiling things directly into the kernel makes things
simpler BUT you loose alevel of flexibility. The following example is a mixture of both built-in AND modules.

Side Note: It is assumed that you will also configure the kernel to use your other installed hardware such as network
interfaces, optional SCSI controllers, etc. as well. Please refer to the Linux Kernel HOWTO and the kernel source's

README file and Documentation/ directory for detailed help on compiling akernel.

Please notethe YES or NO ANSWERS to the following. Not all options will be available without the proper kernel patches
described later in this HOWTO.

Run the following commands to configure your kernel:

. ¢d /usr/src/kernel/linux
. make nmenuconfig

The following kernel prompts reflect a2.2.20 kernel:

[ Code maturity |evel options ]
* Pronpt for devel opnent and/or inconplete code/drivers (CONFI G EXPERI MENTAL) [Y/
n/ ?]

- YES: though not entirely required for IP MASQ this option allows the kernel
to create possible additional MASQ nodul es such as PORTFW etc.

== Non- MASQ opti ons ski pped
== (CPU, nenory, MIRR, SMP, etc.)
[ Loadabl e nodul e support ]

* Enabl e | oadabl e nodul e support (CONFI G MODULES) [Y/n/?] vy
- YES: allows you to | oad kernel |P MASQ nodul es

* Set version information on all synbols for nodul es (CONFI G MODVERSIONS) [Ny/?] vy
- YES: allows newer kernels to | oad ol der nodules if possible
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* Kernel nodul e | oader (CONFIG KMOD) [Y/n/?] vy

- OPTI ONAL: Recommended : allows the kernel to | oad vari ous kernel nodul es as

it needs them

General setup ]

* Networ ki ng support (CONFI G NET) [Y/n/?]
- YES: This enables the network subsystem

== Non- MASQ opti ons ski pped
== (PCl, kernel binaries, specific hardware options, etc.)

* Sysctl support (CONFI G _SYSCTL) [VY/n/?]
- YES: Enables the ability to enabl e disable options such as forwarding,
dynamc IPs, etc. via the /proc interface

Bl ock devices ]

== Non- MASQ opti ons ski pped
== (kernel binaries, power managenent, PnP, IDE, SCSI, etc.)

== Don't forget to conpile in support for hardware that you m ght need:
== | DE control l ers, HDs, CDROVs, etc.

Net wor ki ng options |

* Packet socket (CONFI G PACKET) [Y/mMn/?] vy
- YES: Though this is OPTIONAL, this reconmended feature will allow you
to use TCPDUMP to debug any problenms with | P MASQ

* Kernel /User netlink socket (CONFI G NETLINK) [Y/n/?] vy
- OPTIONAL: Recommended : This feature will allow the | ogging of
advanced firewall issues such as routing nessages, etc

* Routing nessages (CONFI G RTNETLINK) [Y/n/?] y
- OPTIONAL: If you enabled the CONFI G NETLI NK option above, this option
wi |l send routing nessages and other information to SYSLOG

* Netlink device emulation (CONFI G NETLINK DEV) [Ny/m?] (NEW n
- NO This option does not have anything to do with packet firewall

| oggi ng

* Network firewalls (CONFI G FIREWALL) [Y/n/?] vy
- YES: Enabl es the kernel to be configured by the IPCHAINS firewall tool

* Socket Filtering (CONFIG FILTER) [Y/n/?] vy
- OPTIONAL: Though this doesn't have anything do with | PMASQ if you
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plan on inplinmenting a DHCP server on the internal network, you
W LL need this option.

*

Uni x domai n sockets (CONFIG UNIX) [Y/mn/?] y
- YES: This enables the UNI X TCP/| P sockets nechani sns

* TCP/1P networking (CONFIG INET) [Y/n/?] y
- YES: Enabl es the TCP/IP protoco

* IP: multicasting (CONFIG I P_MITICAST) [Ny/?] vy
- OPTIONAL: You can enable this if you want to be able to receive
Mul ticast traffic. Please note that your |SP nust
support Multicast as well for this all to work

* | P: advanced router (CONFI G | P_ADVANCED ROUTER) [Y/n/?] n
- OPTIONAL: Though there is nothing in this section nmandatory for
Masquer ade, sone specific options m ght be useful

* | P. kernel level autoconfiguration (CONFIGIP_PNP) [Ny/?] ?
- NO Not needed for normal MASQ functionality

* I[P firewalling (CONFIGIP_FIREWALL) [Y/n/?] vy
- YES: This enables the kernel to support packet filtering, NAT, etc.

* |P: firewall packet netlink device (CONFIG |IP_FIREWALL NETLINK) [Y/n/?] n
- OPTIONAL: Though this is OPTIONAL, this feature will allow I PCHAINS to
copy sone packets to UserSpace tools for additional checks

* | P: transparent proxy support (CONFI G | P_TRANSPARENT PROXY) [Ny/?] n
- OPTIONAL: Not needed for normal MASQ functionality though people who
want to do transparent proxy via Squid will want this. Please note
that there is a PERFORMANCE PENALTY enabling this feature.

* | P: masqueradi ng (CONFI G | P_MASQUERADE) [Y/n/?] vy
- YES: Enable I P Masquerade to re-address specific internal to externa
TCP/ | P packets

* | P: I CVWP masqueradi ng (CONFI G | P_MASQUERADE I CWP) [Y/n/?] vy
- YES: Enabl e support for masqueradi ng | CVP pi ng packets (1 CMP error
codes will be MASQed regardless). This is an inportant feature
for troubl eshooting connections.

* | P: masquer adi ng speci al nodul es support (CONFI G | P_MASQUERADE MOD) [Y/n/?] vy
- YES: Though OPTIONAL, this enables the option to | ater enabl e other
nodul es |i ke the PORTFWto give external conputers a directly
connection to specified internal MASQed machi nes.

* | P: ipautofw masq support (EXPERI MENTAL) (CONFI G | P_MASQUERADE | PAUTOFW [ N y/
nm?] n
- NO NOT recomrended : | Pautofwis a | egacy nethod of port forwarding. It
is minly old code and has been found to have sone issues.
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* P
n/?] vy

I pportfw masq support (EXPERI MENTAL) (CONFI G_| P_MASQUERADE | PPORTFW [ Y/ nl

- OPTI ONAL: Recommended : This enabl es PORTFWwhi ch al |l ows external conputers

on the Internet to directly conmunicate to specified internal MASQed
machi nes. This feature is typically used to all ow access to interna
SMIP, TELNET, and WMNVservers. Please note that FTP port forwarding
needs an additional patch, as described in the FAQ section of the MASQ
HOWMO. Pl ease see the this FAQ section in the HOMO for additiona
i nformati on.

* 1P ip fwrark masq-forwardi ng support (EXPERI MENTAL) ( CONFI G_| P_MASQUERADE MFW
[Ymn/?] y
- OPTIONAL: This is a NEWnethod of perform ng PORTFWIi ke functionality which
IS
simlar to how the new 2.4.x kernels do things. Wth this option,
| PCHAI NS

can mark packets that should have additional work done upon it. Using a

User Space tool, nuch |ike | PMASQADM or | PPORFW | PCHAI NS woul d t hen
do things |ike re-address the packets, change their TOS val ue, etc.
Currently, this code is less tested than PORTFWbut it | ooks prom sing.
For now, this HOMO recommends to use | PMASQADM and | PPORTFW If you
have specific thoughts or corments on MFW pl ease enmil| dranch.

* |P: optimze as a router not host (CONFIG IP_ROUTER) [Y/n/?] vy

- YE

S: This optimzes the kernel for the network subsystem though it
isn't well known if this nakes a siginificant performance difference
or not.

== Non- MASQ opti ons ski pped

== (

* P

aut oconf, tunneling, GRE)

mul ti cast routing (CONFIG I P_MROUTE) [Ny/?] n

- OPTIONAL: Though not needed for |PMASQ enabling this feature wl|

et you route nulticast traffic through your Linux box.
Pl ease note that this requires that your |SP be multicast
enabl ed as wel | .

== Non- MASQ opti ons ski pped

(Al'i asing, ARPd)

* | P: TCP syncooki e support (disabled per default) (CONFI G SYN COXKIES) [Y/n/?]

- YE

S: Recommended : for basic TCP/IP network security

* |P: GRE tunnels over |P (CONFI G NET I PGRE) [Ny/m ?]
- NO This OPTIONAL selection is to enable PPTP and GRE tunnel s through

the I P MASQ box

== Non- MASQ opti ons ski pped

http://www.ecst.

(aliasing, ARPd)
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* | P: TCP syncooki e support (not enabled per default) (CONFI G SYN COXIES) [Y/n/?]
- YES: H GHLY recommended for basic TCP/IP network security

== Non- MASQ opti ons ski pped
== (RARP)

* IP. Allow | arge wi ndows (not recommended if <16My of nenory) *
( CONFI G_SKB_LARGE) [Y/n/?]
- YES: This is recormended to optim ze Linux's TCP wi ndow

== Non- MASQ opti ons ski pped
== (IPv6, IPX, WAN router, etc.)

* Fast switching (read hel p!) (CONFI G NET_FASTROUTE) [Ny/?] n
- NO This performance optim zation is NOT conpatible with | P MASQ and/ or
packet filtering

== Non- MASQ opti ons ski pped
== (Sl ow CPU, Tel ephony, SCSI, 120, etc. )
== Don't forget to conpile in support for hardware that you m ght need:
==  SCSl: HDs, CDROMVs, etc.
[ Network device support ]

* Networ k device support (CONFI G NETDEVI CES) [Y/n/?]
- YES: Enabl es the Linux Network device subl ayer

== Non- MASQ opti ons ski pped
==  (Arcnet)

* Dumry net driver support (CONFI G DUMWY) [Mn/y/?]
- YES: Though OPTIONAL, this option can hel p when debuggi ng probl ens

== Non- MASQ opti ons ski pped
== (EQL, NICs, Wreless, IrDA, |ISDN, etc..)

== Don't forget to conpile in support for hardware that you m ght need:
== NI Cs: eth, tr, etc.

== MODEMs: ppp and/or slip

== WANS : T1, T3, | SDN, etc.

== | SDN: for internal |SDN nodens

[ Character devices |
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== Don't forget to conpile in serial port support for nodem users
== Don't forget to conpile in nouse support

== Non- MASQ opti ons ski pped
== (12C, Watchdog cards, Ftape, Video for Linux, USB, etc. )

[ File systens ]

== Non- MASQ opti ons ski pped
== (Quota, |S09660, NTFS, etc )

* [proc filesystem support (CONFI G PROC FS) [Y/n/?]
- YES: Required to dynam cally configure the Linux forwarding
and NATi ng systens

== Non- MASQ opti ons ski pped
== (network fs, NLS, video section, sound, kernel hacking)

So go ahead and "exit" and you should be prompted to save your config.

NOTE: These are just the components you need for IP Masquerade. Y ou will need to select whatever other options needed for
your specific setup.

. Now compile the kernel (make dep; make clean; make bzl mage; make modules; make modules _install) , etc. Again, itis
beyond the scope of thisHOWTO if you have problems compiling your kernel. Please see Section 2.7 for URLs to the

KERNEL howto, etc.
. You will then have move over the kernel binary, update your bootloader (LILO, Grub, etc.), and reboot. If you have
guestions about kernel compiling, | highly recommend to consult some of the URL s above in this section.

3.2.3. Compiling Linux 2.0.x Kernels
Please see Section 2.8 for any required softwar e, patches, etc.
. First of all, you need the kernel source for 2.0.x (preferably the latest kernel version)

o Asthe 2.0.x train progress, the compile-time options keep on changing. As of this version, this section reflects
the settings for a2.0.39 kernel.

. If thisisyour first time compiling the kernel, don't be scared. In fact, it's rather easy and it's covered in several URLs
found in Section 2.8. Please note that the instructions included here is just one way to do build a kernel. Please see the

Kernel HOWTO for full details.

NOTE: Please notice that it isn't recommended to put the new kernel sources into /usr/src/linux. Y ou should leave the
origina kernel sources that came with your Linux distribution in /usr/src/linux. For more details on this topic, please
read the "README" file in the top level directory of your kernel sources.

. For thisHOWTO example, create adirectory called/ usr/ sr c/ ker nel . Next, "cd" into this directory and download
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the newest 2.0.x kernel sourcesinto it. Once downloaded, issue the following command: t ar xvzf | i nux-2. 0. x.
t ar. gz . Please substitute the "x" in the 2.0.x filename with the Linux 2.0 kernel version you downloaded.

Once uncompressed, | recommend that you rename the directory from "linux" to "linux-2.0.x" for clarity. To do this, run
thecommand mv | i nux |inux-2. 0. x. Next, make surethereisadirectory or symbolic link pointingto/ usr/
src/ kernel /i nuxie runthecommand: | n -s /usr/src/kernel/linux-2.0.x /usr/src/

ker nel /| i nuxo again subsituting the "x" for your proper kernel version.

. Apply any appropriate or optional patches to the kernel source code. By default, stock Linux kernels do not require any
specific patching in order for the system to work. Features like IPPORTFW, PPTP, and Xwindows forwarders are
optional but very useful. Please refer to Section 2.8 for URLs and the P M asguerade Resources for up-to-date
information and patch URLSs.

. Now that the kernel is patched up (if required), here are the MINIMUM kernel configuration options required to enable
I P Masquerade functionality. Please understand that this HOWTO illustrates just ONE way to compile akernel. The
main difference from this method vs. a different one is some people wish to compile things either as modules OR
monolithically right into the kernel. Basically, compiling things as modules gives you added flexibility to what isor isn't
installed into the kernel (reduces unneeded memory use and allow for drop-in upgrades [no need to reboot]) BUT they
add more complexity to your configuration. On the flip side, compiling things directly into the kernel makes things
simpler BUT you loose alevel of flexibility. The following example is a mixture of both built-in AND modules.

Side Note: It isassumed that you will also configure the kernel to use your other installed hardware such as network
interfaces, optional SCSI controllers, etc. as well. Please refer to the Linux Kernel HOWTO and the kernel source's

"README" fileand "Docunent at i on/ " directory for detailed help on compiling akernel.

Please note the YES or NO ANSWERS to the following options. Not all options will be available without the proper kernel
patches described later in this HOWTO:

Run the following commands to configure your kernel:

. ¢cd /usr/src/kernel/linux
. make nmenuconfig

The following kernel prompts reflect a2.0.39 kernel:

[ Code maturity |evel options ]

* Pronpt for devel opnent and/or inconplete code/drivers (CONFI G EXPERI MENTAL) [Y/
n/ ?]
- YES: this will allow you to later select the I P Masquerade feature code

[ Loadabl e nodul e support ]

* Enabl e | oadabl e nodul e support (CONFI G MODULES) [Y/n/?] vy
- YES: allows you to | oad kernel |P MASQ nodul es

* Set version information on all nodul e synmbols (CONFI G MODVERSIONS) [Ny/?] vy
- YES: allows newer kernels to | oad ol der nodul es if possible

* Kernel daenon support (e.g. autol oad of nodul es) (CONFI G KERNELD) [Ny/?] y

- OPTI ONAL: Recommended : allows the kernel to | oad vari ous kernel nodul es as
it needs them
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[ General setup ]

== Non- MASQ opti ons ski pped
== (FPU, ITEITDrY)

* Networ ki ng support (CONFIG NET) [Y/n/?] vy
- YES: Enabl es the network subsystem

== Non- MASQ opti ons ski pped
== (menory, PCl, binary format, APM etc.)

== Don't forget to conpile in support for hardware that you m ght need:
== | DE controllers, HDs, CDROWs, etc.

[ Networking options ]

* Network firewalls (CONFI G FIREWALL) [Y/n/?] vy
- YES: Enables the | PFWADM firewal | t ool

== Non- MASQ opti ons ski pped
== (Al'i asi ng)

* TCP/ 1P networking (CONFIG INET) [Y/n/?] vy
- YES: Enables the TCP/IP protocol

* | P. forwarding/ gatewaying (CONFIG I P _FORWARD) [Ny/?] vy
- YES: Enabl es Linux network packet forwarding and routing
- Controlled by | PFWADM

* IP: multicasting (CONFIG I P_MITICAST) [Ny/?] vy
- OPTIONAL: You can enable this if you want to be able to receive
Multicast traffic. Please note that your ISP nust
support Multicast as well for this all to work

* | P: syn cookies (CONFI G SYN COXIES) [Y/n/?] vy
- YES: H GHLY recommended for basic network security

* |P: firewalling (CONFIG IP_FIREWALL) [Y/n/?] vy
- YES: Enabl e the packet firewall features

* |P. firewal |l packet |ogging (CONFI G IP_FIREWALL VERBOSE) [Y/n/?] vy
- YES: Allows the kernel to report back on various packets traversing
the firewall.

* | P: masqueradi ng (CONFI G | P_MASQUERADE [Y/n/?] vy
- YES: Enable the kernel to performIP MASQ NAT functionality

* | P: ipaut ofw masquer ade support (EXPERI MENTAL) (CONFI G | P_MASQUERADE | PAUTOFW
[Y/n/?] n
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- NO NOT Recommended : | Pautofwis a | egacy nethod of TCP/IP port forwarding
Though | Paut of w wor ks, |1 PPORTFWis a better choice.

* | P: ipportfw masq support (EXPERI MENTAL) (CONFI G | P_MASQUERADE | PPORTFW [Y/ n/?]

- YES: This option is ONLY AVAI LABLE VI A A PATCH for the 2.0.x kernels.
Wth this option, external conputers on the Internet can directly
comuni cate to specified internal MASQed nachines. This feature is
typically used to access internal SMIP, TELNET, and WNV servers.
FTP port forwardi ng sometimes m ght require an additional patch as
described in the FAQ section. Additional information on port
forwarding is available in the Forwards section of this HOMO

* | P. M5 PPTP masq support (EXPERI MENTAL) (CONFI G | P_MASQUERADE PPTP) [N y/?]
(NEW n
- OPTIONAL: Enabling this feature will allow internal MASQ clients to
properly connect to PPTP servers on the Internet.

* |P. M5 PPTP Call |ID nasq support (CONFI G | P_MASQUERADE PPTP_MULTI CLI ENT) [N y/?]
(NEW n
- OPTIONAL: |If you enabl ed the CONFI G | P_MASQUERADE PPTP above, this
option will allow for nmultiple internal PPTP clients behind the MASQ
server to comuni cate to the same PPTP server

* | P: M5 PPTP masq debuggi ng (DEBUG | P_MASQUERADE PPTP) [Ny/?] n
- OPTIONAL: NOT reconmended : This is not required for 1P MASQ or MASQ ng PPTP
connections unless you need additional troubleshooting help. |[If enabled,
this can fill up your |ogs quickly.

* | P: M5 PPTP masq ver bose debuggi ng ( DEBUG | P_MASQUERADE PPTP_VERBOCSE) [N y/ ?]
(NEW n
- OPTIONAL: NOT Recommended : If you enabl ed t he DEBUG | P_MASQUERADE PPTP
option above, this will make the |oggi ng even nore verbose.

* | P: | PSEC ESP & | SAKMP masq support (EXPERI MENTAL) *
( CONFI G_| P_MASQUERADE_| PSEC) [N'y/?] m
- OPTIONAL: This option allows for sonme fornms of |IPSEC tunnels to be
masqur aded

* | P: IPSEC masq table lifetinme (mnutes) (CONFIG | P_MASQUERADE | PSEC EXPI RE) *
[30] (NEW
- OPTIONAL: This feature allows to change the MASQ table tineouts so that
idle  PSEC tunnel s won't be prematurely di sconnect ed.

* | P. Disable inbound ESP destinati on guessing *
( CONFI G_| P_MASQUERADE_| PSEC NOGUESS) [Ny/?] n
- OPTIONAL: This feature allows the kernel to guess where the fully encrypted
| PSEC VPN
m ght be going and add it to the MASQ t abl e.
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* | P: 1 PSEC masq debuggi ng (DEBUG | P_MASQUERADE | PSEC) [Ny/?] ? n
- OPTIONAL: NOT reconmended : This is not required for 1P MASQ or MASQ ng | PSEC
connections unl ess you need additional troubleshooting help. |[If enabled,
this can fill up your |ogs quickly.

* | P: I PSEC masq ver bose debuggi ng ( DEBUG | P_MASQUERADE | PSEC VERBOSE) [N y/ ?]

(NEW n
- OPTI ONAL: NOT Recommrended : If you enabl ed the DEBUG | P_MASQUERADE | PSEC
option above, this will nake the | oggi ng even nore verbose.

* | P: I QWP masquer adi ng (CONFI G | P_MASQUERADE | CVP) [Y/ n/?]
- YES: Enabl e support for masqueradi ng | CVP packets. Though thought of as
optional, many prograns will NOT function properly with out |CW
support.

* | P. transparent proxy support (EXPERI MENTAL) (CONFI G | P_TRANSPARENT PROXY) [N
y/?] n
- OPTIONAL: Not needed for normal MASQ functionality though people who
want to do transparent proxy via Squid will want this. Please note
that there is a PERFORMANCE PENALTY enabling this feature.

* | P: 1oose UDP port managi ng ( EXPERI MENTAL) (CONFI G I P_MASQ LOOSE _UDP) [Y/n/?]
- YES: This option is ONLY AVAI LABLE VIA A PATCH for the 2.0.x kernels.
Wth this option, internally masqueraded conputers can pl ay
NAT-friendly ganmes over the Internet. Explicit details are given
in the FAQ section of this HOMO.

* | P. always defragment (CONFI G | P_ALWAYS DEFRAG [Y/n/?]
- YES: This feature optim zes | P MASQ connecti ons

== Non- MASQ opti ons ski pped
== (Account i ng)
* |P. optimze as router not host (CONFI G |P_ROUTER) [Y/n/?]
- YES: This optimzes the kernel for the network subsystem
== Non- MASQ opti ons ski pped
== (Tunnel i ng, Mast routing, RARP, PMIU, etc.)

* | P: Drop source routed franmes (CONFI G | P_NOSR) [Y/n/?]
- YES: H GHLY recommended for basic network security

== Non- MASQ opti ons ski pped
== (IPX Bridging, SCSI, etc.)

== Don't forget to conpile in support for hardware that you m ght need:
== SCSI controllers, HDs, CDROVs, etc.

[ Network device support ]
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* Network device support (CONFI G NETDEVI CES) [Y/n/?]
- YES: Enabl es the Linux Network device subl ayer

== Non- MASQ opti ons ski pped
== (Dumy, EQ., PPP, SLIP, NICs, Wreless, etc.)

== Don't forget to conpile in support for hardware that you m ght need:
== NI Cs: eth, tr, etc.

== MODEMs: ppp and/or slip

== WANS : T1, T3, |SDN, etc.

== | SDN: for internal | SDN nodens

[ File systens ]

== Non- MASQ opti ons ski pped
== (Quota, |SM660, Codepages, NTFS, etc )

* [proc filesystem support (CONFI G PROC FS) [Y/n/?]
- YES: Required to dynam cally configure the Linux forwarding
and NATiI ng systens

[ Character devices ]

== Non- MASQ opti ons ski pped
== (mul ti-port serial, parallel, mce, Ftape, Sound, etc. )

== Don't forget to conpile in serial port support for nodem users
== Don't forget to conpile in nouse support

So go ahead and "exit" and you should be prompted to save your config.

NOTE: These are only components for |P Masquerade functionality. Y ou may need to also select additional options to match
your specific network and hardware setup.

. Now compile the kernel (make dep; make clean; make bzl mage; make modules; make modules _install) , etc. Again, itis
beyond the scope of thisHOWTO if you have problems compiling your kernel. Please see Section 2.8 for URLs to the
KERNEL howto, etc.

. You will then have move over the kernel binary, update your bootloader (LILO, Grub, etc.), and reboot. If you have
guestions about kernel compiling, | highly recommend to consult some of the URL s above in this section.

Prev Home Next

a\piling anew kernel if needed Up Assigning Private Network 1P
Addressesto the Internal LAN
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Linux IP Masquerade HOWTO
Prev Chapter 3. Setting Up |P Masquerade Next

3.3. Assigning Private Network IP Addresses to the
Internal LAN

Sinceal INTERNAL MASQed machines should NOT have official Internet assigned addressees, there must be a
specific and accepted way to allocate addresses to those machines without conflicting with anyone else's Internet
address.

From the original |P Masquerade FAQ:

RFC 1918 isthe official document on which IP addresses are to be used in a non-connected or "private" network.
There are 3 blocks of numbers set aside specifically for this purpose.

Section 3: Private Address Space

The Internet Assigned Nunbers Authority (1 ANA) has reserved the
follow ng three blocks of the | P address space for private networks:

10.0.0.0 - 10. 255. 255. 255
172.16.0.0 - 172. 31. 255. 255
192. 168.0. 0 - 192. 168. 255. 255

W will refer to the first block as "24-bit bl ock", the second as "20-bit

bl ock", and the third as "16-bit" block". Note that the first block is
not hi ng but a single class A network nunber, while the second block is a set
of 16 continuous class B network nunbers, and the third block is a set of
255

conti nuous class C network nunbers.

For the record, my preference isto use the 192.168.0.0 network with a 255.255.255.0 Class-C subnet mask and
thus thisHOWTO reflects this. Any of the above private networks are valid, but just be SURE to use the correct
subnet-mask.

So, if you're using a Class-C network, you should number your TCP/IP enabled machines as 192.168.0.1,
192.168.0.2, 192.168.0.3, .., 192.168.0.x

192.168.0.1 isusually set asthe internal gateway or Linux MASQ machine which reaches the external network.
Please note that 192.168.0.0 and 192.168.0.255 are the Network and Broadcast address respectively (these
addresses are RESERVED). Avoid using these addresses on your machines or your network will not function

properly.
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Linux IP Masquerade HOWTO
Prev Chapter 3. Setting Up IP Masquerade Next

3.4. Configuring IP Forwarding Policies

At this point, you should have your kernel and other required packages installed. All network I P addresses, gateway, and
DNS addresses should be configured on your Linux MASQ server. If you don't know how to configure your Linux network
cards, please consult the HOWTOs listed in either the 2.4.x Section 2.6, the 2.2.x Section 2.7, or the 2.0.x Section 2.8.

Now, the only thing left to do is to configure the I P firewalling tools to both FORWARD and MASQUERADE the
appropriate packets to the correct machine.

** Thissection ONLY providesthe user with the bare minimum firewall ruleset to get |P Masguerading working.

Once IP MASQ has been successfully tested (as described later in this HOWTO), please refer to the Stronger IPTABLES
ruleset for 2.4.x kernelsin Section 6.4.1, the Stronger IPCHAINS ruleset for 2.2.x kernelsin Section 6.4.2, and the Stronger

IPFWADM ruleset for 2.0.x kernelsin Section 6.4.3. Please note that these stronger firewall rulesets are more of atemplate
than anythingelse. For truly secure firewall rulesets, check out the the requirements section of the HOWTO ( 2.4.x - Section
2.6, 2.2.x - Section 2.7, 2.0.x - Section 2.8.

Instead of manually typing one of these files by hand, | recommend to simply browse the Example directory or download an

archive of all of these rc.firewall files.

3.4.1. Configuring IP Masquerade on Linux 2.6.x and 2.4.x Kernels

Please note that IPCHAINS isno longer the primary firewall configuration tool for the 2.6.x and 2.4.x kernels. The new
kernels now use the IPTABLES toolkit though the new 2.4.x kernels CAN still run most old IPCHAINS or IPFWADM
rulesets viaa compatiblity module. It should be noted that when in this mode, NO IPTABLES modules can be loaded. 1t
should also be noted that none of the 2.2.x IPMASQ modules are compatible with 2.4.x kernels. For a more detailed reason
for these changes, please see the Section 7.39 section.

Ok, as mentioned before, the/ et c/ rc. d/ rc. | ocal scriptwill load the script called/ etc/rc.d/rc. firewal |
once after every reboot. The script will load all required IPMASQ modules as well as enable the IPMASQ function. In
advanced setups, this same file would contain very secure firewall rulesets as well.

Anyway, create the file /etc/rc.d/rc.firewall-iptables with the following initial SIMPLE ruleset:

<rc.firewall-iptables START>
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#!/ bi n/ sh

#

# rc.firewall-iptables

FW/ER=0. 76

#

# Initial SIMPLE I P Masquerade test for 2.6 / 2.4 kernels
# usi ng | PTABLES.

#

# Once | P Masqueradi ng has been tested, with this sinple
# ruleset, it is highly recommended to use a stronger

# | PTABLES rul eset either given later in this HOMO or

# from anot her reputabl e resource.

#

#

#

# Log:

# 0.76 Added comments on why the default policy is ACCEPT

# 0.75 Added nore kernel nodules to the comments section

# 0.74 - the rul eset now uses nodprobe vs. insnod

# 0.73 REJECT is not a legal policy yet; back to DRCP

# 0.72 Changed t he default bl ock behavior to REJECT not DROP

# 0.71 Added cl arification that PPPoOE users need to use

# "ppp0" instead of "ethO0" for their external interface

# 0.70 - Added comented option for I RC nat nodul e

# Added addi tional use of environnment variables

# Added additional formatting

# 0. 63 Added support for the I RC | PTABLES nodul e

# 0. 62 Fi xed a typo on the MASQ enable Iine that used ethO

# i nstead of $EXTIF

# 0.61 Changed the firewall to use variables for the interna

# and external interfaces.

# 0. 60 0.50 had a m stake where the ruleset had a rule to DROP
# all forwarded packets but it didn't have a rule to ACCEPT
# any packets to be forwarded either

# Load the ip_nat ftp and ip_conntrack ftp nodul es by default
# 0. 50 Initial draft

#

echo -e "\n\nLoading sinple rc.firewall version $FWER .\n"

# The location of the iptables and kernel nodul e prograns

HoHHHHH

If your Linux distribution cane with a copy of iptables,
nost likely all the prograns will be located in /sbin. |If
you manual ly conpiled iptables, the default |ocation wll
be in /usr/local/shin

# ** Please use the "whereis iptables”" command to figure out
# ** where your copy is and change the path below to reflect

# ** your setup
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#

#| PTABLES=/ sbi n/ i pt abl es

| PTABLES=/ usr/ | ocal / sbi n/i pt abl es
DEPMOD=/ sbi n/ depnod
MODPROBE=/ sbi n/ nodpr obe

#Setting the EXTERNAL and | NTERNAL interfaces for the network

#

# Each | P Masquerade network needs to have at | east one

# external and one internal network. The external network

# 1s where the natting will occur and the internal network

# should preferably be addressed with a RFC1918 private address

# schene.

#

# For this exanple, "ethO" is external and "ethl"” is internal”

#

#

# NOTE: If this doesnt EXACTLY fit your configuration, you nust

# change the EXTIF or INTIF variabl es above. For exanpl e:

#

# | f you are a PPPoE or anal og nodem user:

#

# EXTI F=" ppp0"

#

#

EXTI F=" et h0"

| NTI F="et h1"

echo " External Interface: $EXTIF"

echo " Internal Interface: $INTIF"

#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
== No editing beyond this line is required for initial MASQ testing ==
echo -en " | oadi ng nodul es: "

# Need to verify that all nodul es have all required dependencies
#

echo " - Verifying that all kernel nobdul es are ok"

$DEPMOD - a

# Wth the new | PTABLES code, the core MASQ functionality is now either
# nodul ar or conpiled into the kernel. This HOMO shows ALL | PTABLES
# options as MODULES. |[|f your kernel is conmpiled correctly, there is
# NO need to | oad the kernel nodul es manually.

#

# NOTE: The following itens are listed ONLY for informational reasons.
# There is no reason to manual | oad these nodul es unl ess your

# kernel is either m s-configured or you intentionally disabled
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# t he kernel nodul e aut ol oader.
#

# Upon the conmands of starting up |IP Masg on the server, the

# follow ng kernel nodules will be automatically | oaded:

#

# NOTE: Only load the | P MASQ nodul es you need. All current |IP MASQ
# nodul es are shown bel ow but are commented out from | oadi ng.
# e e e e e e e e e e e e e e e e e e e e e e e e e

= Tod g [o B e R R
#Load the main body of the | PTABLES nodule - "iptable"

# - Loaded automatically when the "iptables" conmmand is invoked

#

# - Loaded nanually to clean up kernel auto-loading timng issues

#

echo -en "ip_tables, "
$MODPROBE i p_t abl es

#Load the | PTABLES filtering nodule - "iptable filter"

# - Loaded automatically when filter policies are activated
#Load the stateful connection tracking framework - "ip_conntrack"
#

# The conntrack nodule in itself does nothing w thout other specific
# conntrack nodul es being | oaded afterwards such as the "ip_conntrack ftp"
# nodul e

#

# - This nodule is | oaded automatically when MASQ functionality is
# enabl ed
#
#

- Loaded manually to clean up kernel auto-loading timng issues
#
echo -en "ip_conntrack,
$MODPROBE i p_connt r ack

#Load the FTP tracking nechanismfor full FTP tracking

#

# Enabl ed by default -- insert a "#" on the next line to deactivate
#

echo -en "ip_conntrack ftp,

$MODPROBE i p_conntrack ftp

#Load the I RC tracking nechanismfor full IRC tracking
#
# Enabl ed by default -- insert a "#" on the next line to deactivate
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#
echo -en "ip_conntrack_irc,
$MODPROBE i p_conntrack_irc

#Load the general | PTABLES NAT code - "iptable nat”

# - Loaded automatically when MASQ functionality is turned on

#

# - Loaded manually to clean up kernel auto-loading timng issues
#

echo -en "iptable_nat, "
$MODPROBE i pt abl e_nat

#Loads the FTP NAT functionality into the core | PTABLES code

# Required to support non- PASV FTP.

#

# Enabl ed by default -- insert a "#" on the next line to deactivate
#

echo -en "ip_nat_ftp,

$MODPROBE i p_nat _ftp

#Loads the I RC NAT functionality into the core | PTABLES code

# Required to support NAT of | RC DCC requests

#

# Disabled by default -- renpove the "#" on the next line to activate
#

#echo -e "ip_nat _irc"

#$MODPROBE i p_nat _irc

# Just to be conplete, here is a partial list of some of the other
# | PTABLES kernel nodules and their function. Please note that nost
# of these nodules (the ipt ones) are autonatically | oaded by the

# master kernel nodule for proper operation and don't need to be

# manual |y | oaded.

I p_nat_snnp_basic - this nodule allows for proper NATi ng of sone
SNWP traffic
i pt abl e_mangl e - this target allows for packets to be

mani pul ated for things |ike the TCPMSS
option, etc.

I pt _mark - this target marks a given packet for future action.
This autonmatically | oads the ipt_ MARK nodul e

HoHHHFHFEHHHHHFHFHTEHR®
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i pt_tcpnss - this target allows to mani pul ate the TCP MSS
option for braindead renpte firewalls.
This automatically | oads the ipt_TCPMSS nodul e

ipt_limt - this target allows for packets to be limted to
to many hits per sec/mn/hr

i pt_mul tiport

this match allows for targets within a range
of port nunbers vs. listing each port individually

I pt_state - this match allows to catch packets with various
| P and TCP fl ags set/unset

i pt _uncl ean - this match allows to catch packets that have invalid
| P/ TCP fl ags set

i ptable filter this nodule allows for packets to be DROPped,
REJECTed, or LOGged. This nodule automatically

| oads the foll ow ng nodul es:

Ipt_LOG - this target allows for packets to be
| ogged

I pt _REJECT - this target DROPs the packet and returns
a configurable | CMWP packet back to the
sender .

HHHIAHFHFHFHFHHFHFHFHFEHFHHHHFHFFHHHHFHFHFHFHHR

D
()
>
o
1
D

Done | oadi ng nodul es.\n"

#CRI TI CAL: Enable IP forwarding since it is disabled by default since

#

# Redhat Users: you may try changing the options in
# [ etc/sysconfig/ network from

#

# FORWARD | PVA=f al se

# to

# FORWARD | PV4=t rue

#

echo " Enabl i ng forwarding.."

echo "1" > /proc/sys/net/ipvdl/ip_ forward
Dynam c | P users:

enable this followi ng option. This enables dynam c-address hacki ng

#

#

# If you get your |P address dynam cally from SLIP, PPP, or DHCP

#

# which nmakes the |life with Diald and simlar prograns nuch easier.
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#
echo " Enabl i ng Dynam cAddr.."
echo "1" > /proc/sys/net/ipv4/ip_dynaddr

Enabl e sinple I P forwardi ng and Masquer adi ng

NOTE: In | PTABLES speak, |IP Masquerading is a form of SourceNAT or SNAT.

NOTE #2: The followng is an exanple for an internal LAN address in the
192.168.0.x network with a 255.255.255.0 or a "24" bit subnet mask
connecting to the Internet on external interface "eth0". This
exanple will MASQ internal traffic out to the Internet but not

allow non-initiated traffic into your internal network.

** P| ease change the above network nunbers, subnet mask, and your
*** | nternet connection interface nane to match your setup

HoH HHHHHHHHHEHHH

#C earing any previous configuration

#

# Unless specified, the defaults for I NPUT and OUTPUT is ACCEPT

# The default for FORWARD is DROP (REJECT is not a valid policy)

#

# Isn't ACCEPT insecure? To sone degree, YES, but this is our testing
# phase. Once we know that | PMASQ is working well, | recomrend you run
# the rc.firewall-*-stronger rulesets which set the defaults to DROP but
# al so include the critical additional rulesets to still let you connect to
# the | PMASQ server, etc.

#

echo " Clearing any existing rules and setting default policy.."

$I PTABLES - P | NPUT ACCEPT
$!| PTABLES - F | NPUT

$| PTABLES - P QUTPUT ACCEPT
$!| PTABLES - F OQUTPUT

$| PTABLES - P FORWARD DROP
$I PTABLES - F FORWARD

$I PTABLES -t nat -F

echo " FWD: Allow all connections OUT and only existing and rel ated ones | N’
$I PTABLES -A FORMWARD -i $EXTIF -0 $INTIF -mstate --state ESTABLI SHED, RELATED - |

ACCEPT
$I PTABLES -A FORWARD -i $INTIF -0 $EXTIF -j ACCEPT
$| PTABLES - A FORWARD -j LOG

echo " Enabl i ng SNAT ( MASQUERADE) functionality on $EXTIF"
$I PTABLES -t nat -A POSTROUTING -0 $EXTIF -j MASQUERADE

echo -e "\nrc.firewall -i ptables vSFWER done. \ n"
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<rc.firewall-iptables STOP>

Once you are finished with editing the /etc/rc.d/rc.firewall ruleset, make it executable by typinginchnod 700 /etc/
rc.d/rc.firewall-iptables

Now that the firewall ruleset is ready, you need to let it run after every reboot. Y ou could either do this by running it by
hand everytime (such apain) or add it to the boot scripts. We have covered two methods below:

1. Redhat and Redhat-derived distros:

. There are two waysto automatically load thingsin Redhat: /etc/rc.d/rc.local or ainit script in /etc/rc.d/init.d/. The
first method isthe easiest. All you have to do is add the line:

echo "Loading the rc.firewall ruleset.. "
/etc/rc.d/rc.firewall-iptables

to the end of the /etc/rc.d/rc.local file and thats it (as described earlier in the HOWTO).

The problem with this approach is that the firewall isn't executed until the last stages of booting. The preferred
approach isto have the firewall loaded just after the networking subsystem isloaded. To do this, copy the following
fileinto the /etc/rc.d/init.d directory:

<firewall-iptables START>

#! / bi n/ sh

#

# chkconfig: 2345 11 89

#

# description: Loads the rc.firewall-iptables ruleset.
#

# processnane: firewall-iptables

# pidfile: /var/run/firewall.pid

# config: /etc/rc.d/rc.firewall-iptables

# probe: true

ST S T T g gt T S
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# I nproper SGWML anper sand conver si ons.

# Source function library.
/etc/rc.d/init.d/functions

# Check that networking is up.

[ " XXXXS{NETVWORKI NG * = " XXXXno" ] && exit O

[ -x /sbin/ifconfig ] || exit O

The | ocation of various iptables and other shell prograns
I f your Linux distribution cane with a copy of iptables, nost
likely it is located in /sbin. |f you manually conpil ed
i ptables, the default location is in /usr/local/sbin

** P| ease use the "whereis iptables" conmand to figure out

** where your copy is and change the path below to refl ect
** your setup

T HHFHFHFHHEHHHFHF

PTABLES=/ usr/ | ocal / sbi n/i pt abl es

# See how we were call ed.
case "$1" in
start)
[etc/rc.d/rc.firewall-iptables

st op)
echo -e "\nFlushing firewall and setting default policies to DROP\n"
$1 PTABLES - P | NPUT DROP
$I PTABLES - F | NPUT
$| PTABLES - P OUTPUT DROP
$1 PTABLES - F QUTPUT
$1 PTABLES - P FORWARD DRCP
$1 PTABLES - F FORWARD
$I PTABLES -F -t nat

# Delete all User-specified chains
$1 PTABLES - X

#

# Reset all |PTABLES counters

$| PTABLES -Z

restart)
$0 stop
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$0 start

st at us)
$I PTABLES - L

mist)
cat /proc/net/ip_conntrack

*)
echo "Usage: firewall-iptables {start|stop|status|mist}"
exit 1
esac
exit O

<firewall-iptables STOP>

With this script in place, all you need to do now is make it executable and then make it load upon reboot. First, make
it executable by running:

#Redhat - styl e
#

chnmod 700 /etc/rc.d/init.d/firewall-iptables

Now, make the ruleset load upon reboot:

#Redhat style
#

chkconfig --level =345 firewal | -i ptabl es on

That'sit! Now upon boot, the firewall will be loaded automatically. Just to make sure, run the command to see that
the firewall should start upon reboot by running the command:

#Redhat style
#

chkconfig --list firewall-iptables

#The out put should | ook |ike:
#

firewall -iptables O:off 1:off 2:0ff 3:0n 4:0on 5:0n 6:off

2. Slackware:

. Therearetwo waysto load things in Slackware: /etc/rc.d/rc.local or editing the /etc/rc.d/rc.inet2 file. The first
method is the easiest. All you have to do is add the line:
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echo "Loading the rc.firewall ruleset..”

/etc/rc.d/rc.firewall-iptables

Notes on how users might want to change the above firewall ruleset:

Y ou could also have IP Masquerading enabled on a PER MACHINE basis instead of the above method, which is enabling
an ENTIRE TCP/IP network. For example, say if | wanted only the 192.168.0.2 and 192.168.0.8 hosts to have access to the
Internet and NOT any of the other internal machines. | would change the in the "Enable simple | P forwarding and
Masquerading” section (shown above) of the /etc/rc.d/rc.firewall ruleset.

#!/ bi n/ sh

#

# Partial | PTABLES config to enable sinple IP forwardi ng and Masquer adi ng

# v0. 61

#

# NOTE: The following is an exanple to allow only I P Masquerading for the
# 192.168.0.2 and 192.168. 0.8 machines with a 255.255.255.0 or a

# "/ 24" subnet mask connecting to the Internet on interface ethO.

#

# ** P| ease change the network nunber, subnet nmask, and the I nternet
# ** connection interface nane to match your internal LAN setup

#

echo " - Setting the default FORWARD policy to DROP"
$I PTABLES - P FORWARD DROP

echo " - Enabling SNAT (I PMASQ functionality on $EXTIF"

$I PTABLES -t nat -A POSTROUTING -0 $EXTIF -s 192.168.0.2/32 -j MASQUERADE

$I PTABLES -t nat -A POSTROUTING -0 $EXTIF -s 192.168.0.8/32 -j MASQUERADE

echo " - Setting the FORWARD policy to '"DROP' all incomng / unrelated traffic"

$I PTABLES -A INPUT -i $EXTIF -mstate --state NEWINVALID -j DROP
$I PTABLES - A FORWARD -i $EXTIF -m state --state NEWINVALID -j DROP

Common mistakes;

It appears that a common mistake with new |P Masq users is to make the first command simply the following:

| PTABLES:

i ptables -t nat -A POSTROUTI NG -] MASQUERADE

Do NOT make your default policy MASQUERADING. Otherwise, someone can manipulate their routing tables to tunnel
straight back through your gateway, using it to masquerade their OWN identity!

Again, you can add theselinestothe/ etc/rc. d/ rc. firewal | file oneof the other rc filesyou prefer, or do it
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manually every time you need |P Masguerade.

Please see Section 6.4.1 for adetailed guide on astrong IPTABLES ruleset example. For additional detailson IPTABLES
usage, please refer to http://www.netfilter.org/ for the primary IPTABLES site.

3.4.2. Configuring IP Masquerade on Linux 2.2.x Kernels

Please note that IPFWADM isno longer the firewall tool for manipulating |P Masguerading rules for both the 2.1.x and
2.2.x kernels. These new kernels now use the IPCHAINS toolkit. For a more detailed reason for this change, please see
Chapter 7.

Create thefile /etc/rc.d/rc.firewall-ipchains with the following initial SIMPLE ruleset:

<rc.firewall-ipchains START>

#!/ bi n/ sh

#

# rc.firewal |l -i pchains

#

# - Initial SIMPLE | P Masquerade test for 2.1.x and 2.2.x kernels
# usi ng | PCHAI NS.

#

# Once | P Masqueradi ng has been tested, with this sinple
# ruleset, it is highly recomrended to use a stronger

# | PTABLES rul eset either given later in this HOMO or

# from anot her reputabl e resource.

FWER="1. 23"

#

# 1.23 - Added conments on why the default policy is ACCEPT

# 1.22 - rul eset now uses nodprobe instead of insnod

# 1.21 - Added clarification that PPPOE users need to use

# "ppp0" instead of "ethO" for their external interface
# 1.20 - Updated the script to use environnent vars

# 1.01 - Oiginal version

echo -e "\n\nLoading sinple rc.firewall-ipchains : version $FWER. .\ n"

# The |l ocation of the ipchains and kernel nodul e prograns

I f your Linux distribution cane with a copy of ipchains,
nost likely all the prograns will be located in /sbin. |If
you manual Iy conpiled ipchains, the default |ocation wll
be in /usr/local/sbin

HoHHHHHEH

** Pl ease use the "whereis ipchains" command to figure out
# ** where your copy is and change the path below to reflect
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# ** your setup

#

| PCHAI NS=/ sbi n/i pchai ns

#1 PTABLES=/ usr/ | ocal / sbi n/i pchai ns
DEPMOD=/ sbi n/ depnod
MODPROBE=/ sbi n/ nodpr obe

#Setting the EXTERNAL and | NTERNAL interfaces for the network

#

# Each | P Masquerade network needs to have at | east one

# external and one internal network. The external network

# 1s where the NATing will occur and the internal network

# should preferably be addressed with a RFC1918 private addressing
# schene.

#

# For this exanple, "ethO" is external and "ethl" is internal"”
#

# NOTE: If this doesnt EXACTLY fit your configuration, you nust
# change the EXTIF or INTIF variabl es above. For exanpl e:
#

# | f you are a PPPoE or anal og nodem user:

#

# EXTI F=" ppp0"

#

# ** Please change this to reflect your specific configuration **
#

EXTI F=" et h0"

| NTI F="et h1"

echo " External Interface: $EXTIF"

echo " Internal Interface: $INTIF"

# Networ k Address of the Internal Network

#

# This exanple rc.firewall file uses the 192.168. 0.0 network

# with a /24 or 255.255.255. 0 net nask.

#

# ** Change this variable to reflect your specific setup **

#

| NTLAN="192. 168. 0. 0/ 24"
echo -e " Internal Interface: $I NTLAN\ n"

# Load all required I P MASQ nodul es

#

# NOTE: Only load the I P MASQ nodul es you need. All current | P MASQ nodul es
# are shown bel ow but are commented out from | oading.

echo " | oadi ng required | PMASQ kernel nodul es..”
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# Needed to initially | oad nodul es

#
$DEPMOD - a
echo -en " Loadi ng nodul es:

# Supports the proper masquerading of FTP file transfers using the PORT net hod
#

echo -en "FTP, "

$MODPROBE i p_masq_ftp

# Supports the masqueradi ng of Real Audi o over UDP. W thout this nodul e,

# Real Audi o WLL function but in TCP node. This can cause a reduction
# in sound quality
#

#echo -en "Real Audi o, "
$MODPROBE i p_nasq_r audi o

# Supports the masquerading of IRC DCC file transfers
#

#echo -en "Irc, "

#$MODPROBE i p_masq_irc

# Supports the masqueradi ng of Quake and QuakeWsrld by default. This nodules is
# for for multiple users behind the Linux MASQ server. |If you are going to

# play Quake |, 11, and Ill, use the second exanpl e.
#
#
#

NOTE: |If you get ERRORs | oadi ng the QUAKE nodul e, you are running an old
----- kernel that has bugs in it. Please upgrade to the newest Kkernel.

#

#echo -en " Quake, "

#Quake | / QuakeWwsrld (ports 26000 and 27000)

#$MODPROBE i p_masq_quake

#

#Quake 1/11/111 [/ Quakewrld (ports 26000, 27000, 27910, 27960)

#$MODPROBE i p_masq_quake 26000, 27000, 27910, 27960

# Supports the masqueradi ng of the CuSeene video conferencing software
#

#echo -en "CuSeene,
#$MODPROBE i p_nmasq_cuseene

#Supports the masqueradi ng of the VDO |ive video conferencing software
#

#echo -en "VdoLive "

#$MODPROBE i p_nasq_vdol i ve

echo ". Done | oadi ng nodul es. "
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#CRI TI CAL: Enable IP forwarding since it is disabled by default since

#

# Redhat Users: you may try changing the options in
# [ etc/sysconfig/ network from

#

# FORWARD | PV4=f al se

# to

# FORWARD | PV4A=t r ue

#

echo " enabl i ng forwarding.."

echo "1" > /proc/sys/net/ipva/ip_forward

#CRI TI CAL: Enable automatic |IP defragnenting since it is disabled by default

# in 2.2.x kernels. This used to be a conpile-tine option but the
# behavi or was changed in 2.2.12

#

echo " enabl i ng Al waysDefrag. ."

echo "1" > /proc/sys/net/ipvé4/ip_always_defrag
Dynam c | P users:

#
#
# If you get your |P address dynamcally from SLIP, PPP, or DHCP, enable this
# followng option. This enables dynam c-ip address hacking in I P MASQ

# making the life with Diald and simlar prograns nuch easier

#

#echo enabl i ng Dynam cAddr. ."

#echo "1" > /[proc/sys/net/ipv4/ip_dynaddr

Enabl e t he LooseUDP patch which sonme Internet-based ganmes require

#
#
# |If you are trying to get an Internet gane to work through your | P MASQ box,
# and you have set it up to the best of your ability without it working, try
# enabling this option (delete the "#" character). This option is disabled
# by default due to possible internal machine UDP port scanni ng
# wvulnerabilities.

#

#echo " enabl i ng LooseUDP. . "

#echo "1" > /[proc/sys/net/ipv4/ip_masq_udp_dl oose

#C earing any previous configuration

Unl ess specified, the defaults for INPUT and OQUTPUT is ACCEPT
The default for FORWARD i s REJECT

Isn't ACCEPT insecure? To sone degree, YES, but this is our testing
phase. Once we know that IPMASQ is working well, | recomrend you run

HoHHHH R
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# the rc.firewall-*-stronger rulesets which set the defaults to DROP but
# al so include the critical additional rulesets to still let you connect to
# t he | PMASQ server, etc

#

echo " clearing any existing rules and setting default policy.."

$I PCHAINS - P i nput ACCEPT

$I PCHAI NS - P out put ACCEPT

$I PCHAINS -P forward REJECT

$I PCHAI NS - F i nput

$I PCHAI NS - F out put

$I PCHAINS -F forward

MASQ ti meout s

#

#

# 2 hrs tinmeout for TCP session tineouts

# 10 sec tineout for traffic after the TCP/IP "FIN' packet is received
# 160 sec tinmeout for UDP traffic (lnportant for MASQ ed | CQ users)

#

echo " setting default timers.."

$I PCHAINS -M -S 7200 10 160

DHCP: For people who receive their external |P address fromeither DHCP or
BOOTP such as ADSL or Cabl enbdem users, it is necessary to use the
foll owi ng before the deny conmmand.

This exanple is currently commented out.

HoHHHHFHEHR

#$| PCHAI NS -A input -j ACCEPT -i $EXTIF -s 0/0 67 -d 0/0 68 -p udp

# Enable sinple I P forwardi ng and Masquer adi ng

#

# NOTE: The following is an exanple for an internal LAN address in the

# 192.168.0.x network with a 255.255.255.0 or a "24" bit subnet mask
# connecting to the Internet on interface ethO.

#

# ** Pl ease change this network nunber, subnet mask, and your I|nternet
# ** connection interface nanme to match your internal LAN setup

#

echo " enabl ing | PMASQ functionality on $EXTIF"

$I PCHAINS -P forward DENY
$IPCHAINS -A forward -i $EXTIF -s $I NTLAN -j MASQ

echo -e "\nrc.firewall -i pchai ns vV3FWER done. \ n"
<rc.firewall-ipchains STOP>

Once you are finished with editing the /etc/rc.d/rc.firewall ruleset, make it executable by typinginchnod 700 /etc/
rc.d/rc.firewall -ipchains
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Now that the firewall ruleset isready, you need to let it run after every reboot. Y ou could either do this by running it by
hand everytime (such apain) or add it to the boot scripts. We have covered two methods below:

1. Redhat and Redhat-derived distros:

. There aretwo waysto automatically load things in Redhat: /etc/rc.d/rc.local or ainit script in /etc/rc.d/init.d/. The
first method isthe easiest. All you have to do is add the line:

echo "Loading the rc.firewall ruleset..”
[etc/rc.d/rc.firewall-ipchains

to the end of the /etc/rc.d/rc.local file and thats it (as described earlier in the HOWTO).

The problem with this approach is that the firewall isn't executed until the last stages of booting. The preferred
approach isto have the firewall loaded just after the networking subsystem isloaded. To do this, copy the following
fileinto the /etc/rc.d/init.d directory:

<firewall-ipchains START>

#!'/ bi n/ sh

ST T T T g g et

ST T S T T g g T T S

chkconfig: 2345 11 89
description: Loads the rc.firewall-ipchains rul eset.

processnane: firewall-ipchains
pidfile: /var/run/firewall.pid

config: /etc/rc.d/rc.firewall-ipchains
probe: true

v08/ 29/ 02

Part of the copyrighted and trademarked TrinityOS docunent.
http://ww. ecst. csuchi co. edu/ ~dranch

Witten and Mintained by David A Ranch
dranch@ri nnet . net

Updat es

Source function |ibrary.
[etc/rc.d/init.d/functions
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#

#
#
#

[
[

—HHHFHFHHHEHHFHF

#

Check that networking is up.

This Iine no | onger work with bash2

[ ${NETWORKING} = "no" ] &% exit O

This should be K

"XXXX${ NETWORKI NG " = " XXXXno" ] && exit O

-x /sbin/ifconfig ] || exit O

The | ocation of various iptables and other shell prograns
I f your Linux distribution cane with a copy of iptables, nost
likely it is located in /sbin. |If you manually conpil ed
i ptables, the default location is in /usr/local/sbin

** Pl ease use the "whereis iptables" conmand to figure out

** where your copy is and change the path below to refl ect

** your setup

PCHAI NS=/ shi n/ i pchai ns

See how we were call ed.

case "$1" in

start)
[etc/rc.d/rc.firewall-ipchains

st op)
echo -e "\nFlushing firewall and setting default policies to REJECT\n"

$I PCHAINS -P input REJECT
$I PCHAI NS - P out put REJECT
$I PCHAINS -P forward REJECT

$I PCHAI NS - F i nput
$I PCHAI NS - F out put
$I PCHAINS -F forward

restart)
$0 stop
$0 start

st at us)
$I PCHAI NS -L

mist)
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$I PCHAINS -M -L

*)
echo "Usage: firewall-ipchains {start|stop|status|mist}"
exit 1

esac

exit O
<firewall-ipchains STOP>

With this script in place, all you need to do now is make it executable and then make it load upon reboot. First, make
it executable by running:

#Redhat - styl e
#

chnod 700 /etc/rc.d/init.d/firewall-ipchains

Now, make the ruleset |oad upon reboot:

#Redhat style
#

chkconfig --1evel =345 firewal | -i pchai ns on

That'sit! Now upon boot, the firewall will be loaded automatically. Just to make sure, run the command to see that
the firewall should start upon reboot by running the command:

#Redhat style

#

chkconfig --list firewall-ipchains
#The out put should | ook |ike:

i
firewal | -i pchains 0:off 1:off 2:0off 3:0on 4:o0n 5:o0n 6:off

2. Slackware:

. There aretwo waysto load things in Slackware: /etc/rc.d/rc.local or editing the /etc/rc.d/rc.inet2 file. The first
method is the easiest. All you have to do is add the line:

echo "Loading the rc.firewall ruleset..”

/etc/rc.d/rc.firewall-ipchains

to the end of the /etc/rc.d/rc.local file and thats it. The problem with this approach is that if you are running a
STRONG firewall ruleset, the firewall isn't executed until the last stages of booting. The preferred approach isto
have the firewall loaded just after the networking subsystem is loaded. For now, the HOWTO only covers how to do
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so using /etc/re.d/rc.local. If you want a stronger system, | recommend you check out Section 10 of TrinityOS found
in the links section at the bottom of this HOWTO.

Notes on how users might want to change the above firewall ruleset:

Y ou could also have |P Masguerading enabled on a PER MACHINE basis instead of the above method, which is enabling
an ENTIRE TCP/IP network. For example, say if | wanted only the 192.168.0.2 and 192.168.0.8 hosts to have access to the
Internet and NOT any of the other internal machines. | would change the in the "Enable simple I P forwarding and
Masquerading” section (shown above) of the /etc/rc.d/rc.firewall ruleset.

#!/ bi n/ sh

#

# Enable sinple I P forwardi ng and Masquer adi ng

# vl1.01

#

# NOTE: The following is an exanple used in addition to the sinple

# | PCHAI NS rul eset anove to allow only I P Masquerading for the

# 192.168.0.2 and 192.168. 0.8 machines with a 255.255.255.0 or a

# "24" bit subnet mask connecting to the Internet on interface $EXTIF.
#

# ** Pl ease change the network nunber, subnet mask, and the Internet
# ** connection interface nane to match your internal LAN setup

#

$I PCHAI NS -P forward DENY
$IPCHAINS -A forward -i $EXTIF -s 192.168.0.2/32 -j MASQ
$IPCHAINS -A forward -i $EXTIF -s 192.168.0.8/32 -j MASQ

Common mistakes:

What appears to be acommon mistake with new IP MASQ usersisto make the first command:

$I PCHAINS -P forward nmasquer ade

Do NOT make your default policy MASQUERADING. Otherwise, someone can manipulate their routing tables to tunnel
straight back through your gateway, using it to masquerade their OWN identity!

Again, you can add theselinestothe/ etc/rc. d/rc. firewal | file oneof the other rc filesyou prefer, or do it
manually every time you need |P Masguerade.

Please see Section 6.4.2 for adetailed guide on IPCHAINS and a strong IPCHAINS ruleset example. For additional details
on IPCHAINS usage, please refer to http://www.netfilter.org/ipchaing for the primary IPCHAINS site or the Linux IP
CHAINS HOWTO Backup site

3.4.3. Configuring IP Masquerade on Linux 2.0.x Kernels

Create thefile /etc/rc.d/rc.firewall with the following initial SIMPLE ruleset: <rc.firewall-ipfwadm START>
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#!/ bi n/ sh

#

# rc.firewall-ipfwadm

#

# A lnitial SIMPLE | P Masquerade setup for 2.0.x kernels using | PF\WADM
#

FW/ER="2. 03"

#

# 2.03 - Added conments on why the default policy is ACCEPT

# 2.02 - Added clarification that PPPoOE users need to use

# "ppp0" instead of "ethO" for their external interface
#

#

# Once | P Masqueradi ng has been tested, with this sinple
# ruleset, it is highly recomended to use a stronger

# | PTABLES rul eset either given later in this HOMO or
# from anot her reputabl e resource.

#

echo -e "\n\nLoading sinple rc.firewall version $FWER .\n"

#Setting the EXTERNAL and | NTERNAL interfaces for the network

Each | P Masquer ade network needs to have at | east one

external and one internal network. The external network

is where the NATing will occur and the internal network

shoul d preferably be addressed with a RFC1918 private addressing
schene.

For this exanple, "eth0" is external and "ethl" is internal™

NOTE: If this doesnt EXACTLY fit your configuration, you nust
change the EXTIF or INTIF variabl es above. For exanpl e:

I f you are a PPPoE or anal og nodem user:
EXTI F=" ppp0"

** Pl ease change this to reflect your specific configuration **

HFHHIFHRFHFHFHFHHHFHFHFHFHHHHF

EXTI F=" et hO"
| NTI F="et h1"
echo " External Interface: $EXTIF"
echo " Internal Interface: $INTIF"

Net wor k Address of the Internal Network

This exanple rc.firewall file uses the 192.168. 0.0 network

#
#
#
# wth a /24 or 255.255.255. 0 net mask.
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#

# ** Change this variable to reflect your specific setup **
#

| NTLAN="192. 168. 0. 0/ 24"

echo -e " Internal Interface: $I NTLAN\n"

# Load all required I P MASQ nodul es

#
# NOTE: Only load the | P MASQ nodul es you need. All current available IP
# MASQ nodul es are shown bel ow but are commented out from | oadi ng.

echo -en "Loadi ng nodul es:

# Needed to initially | oad nodul es
#
/ sbi n/ depnod -a

# Supports the proper masquerading of FTP file transfers using the PORT net hod
#

echo -en "FTP, "

/ sbi n/ modprobe ip_masqg_ftp

# Supports the masqueradi ng of Real Audio over UDP. W thout this nodul e,

# Real Audi o WLL function but in TCP node. This can cause a reduction
# in sound quality
#

#echo -en "Real Audi o, "
#/ sbi n/ nodpr obe i p_nmasqg_raudi o

# Supports the masquerading of |RC DCC file transfers
#

#echo -en "lrc, "

#/ sbi n/ nrodprobe ip_masqg_irc

# Supports the masqueradi ng of Quake and QuakeWdrld by default. These nodul es
# are for multiple users behind the Linux MASQ server. |If you are going to
# play Quake I, 11, and Ill, use the second exanpl e.
#
#
#

NOTE: |If you get ERRORs | oadi ng the QUAKE nodul e, you are running an old
----- kernel that has bugs in it. Please upgrade to the newest Kkernel.

#

#echo -en "Quake, "

#Quake | / QuakeWdrld (ports 26000 and 27000)

#/ sbi n/ nodpr obe i p_masq_quake

#

#Quake 1/11/111 / Quakewrld (ports 26000, 27000, 27910, 27960)

#/ sbi n/ nodpr obe i p_nmasq_quake 26000, 27000, 27910, 27960

# Supports the nmasqueradi ng of the CuSeene video conferencing software
#
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#echo -en "CuSeene, "
#/ sbi n/ nodpr obe i p_nmasqg_cuseene

#Supports the masqueradi ng of the VDO |live video conferencing software
#

#echo -en "VdoLive, "

#/ sbi n/ nmodpr obe i p_masq_vdol i ve

echo Done | oadi ng nodul es. "

#CRI TI CAL: Enable IP forwarding since it is disabled by default

#

# Redhat Users: you may try changing the options in
# [ etc/sysconfig/ network from

#

# FORWARD | PV4=f al se

# to

# FORWARD | PV4=t rue

#

echo " enabl i ng forwarding.."

echo "1" > /proc/sys/net/ipva/ip_forward

#CRI TI CAL: Enable automatic |IP defragnenting since it is disabled by default
#

# This used to be a conpile-tinme option but the behavi or was changed
# in 2.2.12. This option is required for both 2.0 and 2.2 kernels.
#

echo " enabl i ng Al waysDefrag. ."

echo "1" > /proc/sys/net/ipvd/ip_always defrag
Dynam c | P users:

#

#

# If you get your Internet |IP address dynanmically from SLIP, PPP, or DHCP
# enable the follow ng option. This enables dynam c-ip address hacking in
# IP MASQ mneking the life with DialD, PPPd, and simlar prograns much easier
#

#echo " enabl i ng Dynam cAddr.."

#echo "1" > /[proc/sys/net/ipv4/ip_dynaddr

#Cl earing any previous configuration

Unl ess specified, the defaults for INPUT and OUTPUT is ACCEPT
The default for FORWARD i s REJECT

Isn't ACCEPT insecure? To some degree, YES, but this is our testing
phase. Once we know that | PMASQ is working well, | recomrend you run
the rc.firewal |l -*-stronger rul esets which set the defaults to DROP but

HoHHHHEH R
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# al so include the critical additional rulesets to still let you connect to
# t he | PMASQ server, etc.

#

echo " clearing any existing rules and setting default policy.."

[ sbin/ipfwadm -1 -p accept

/ sbin/ipfwadm -O -p accept
[ sbin/ipfwadm -F -p reject
[ sbin/ipfwadm -1 -f
/ sbin/ipfwadm -0 -f
[ sbin/ipfwadm -F -f

# MASQ ti meouts

#

# 2 hrs timeout for TCP session tinmeouts

# 10 sec tineout for traffic after the TCP/IP "FIN' packet is received
# 160 sec tineout for UDP traffic (lnportant for MASQ ed | CQ users)

#

echo " setting default tiners.."

[ sbin/ipfwadm-M -s 7200 10 160

# DHCP: For people who receive their external |IP address from either DHCP or
# BOOTP such as ADSL or Cabl enbdem users, it is necessary to use the
# foll owi ng before the deny comrand.

#

# This exanple is currently commented out.

#

#

#/ sbin/ipfwadm -1 -a accept -S 0/0 67 -D 0/0 68 -WSEXTIF -P udp

# Enable sinple I P forwardi ng and Masquer adi ng

#

# NOTE: The following is an exanple for an internal LAN address in the

# 192.168.0.x network with a 255.255.255.0 or a "24" bit subnet mask
# connecting to the Internet on interface ethO.

#

# ** Pl ease change this network nunber, subnet mask, and your | nternet
# ** connection interface nanme to match your internal LAN setup.

#

echo " enabl ing | PMASQ functionality on $EXTIF"

[ sbin/ipfwadm -F -p deny
/sbin/ipfwadm-F -a m-WS$EXTIF -S $INTLAN -D 0.0.0.0/0

echo -e "\nrc.firewall -i pfwadm v$FWER done. \ n"
<rc.firewall-ipfwadm STOP>

Once you are finished with editing the /etc/rc.d/rc.firewall ruleset, make it executable by typing in "chnmod 700 /et c/
rc.d/rc.firewal | "
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Now that the firewall ruleset isready to go, you need to let it run after every reboot. Y ou could either do this by running it
by hand everytime (such a pain) or add it to the boot scripts. We have covered two methods below:

Redhat and Redhat-derived distros:

. There aretwo ways to automatically load things in Redhat: /etc/rc.d/rc.local or ainit script in /etc/rc.d/init.d/. The
first method is the easiest. All you have to do is add the line:

echo "Loading the rc.firewall ruleset.."

[etc/rc.d/rc.firewall

The problem with this approach is that the firewall isn't executed until the last stages of booting. The preferred
approach isto have the firewall loaded just after the networking subsystem isloaded. To do this, copy the following
fileinto the /etc/rc.d/init.d directory:

<firewall-ipfwadm START>

#!/ bi n/ sh

#

# chkconfig: 2345 11 89

#

# description: Loads the rc.firewall-ipfwadm rul eset.
#

# processnane: firewall-ipfwadm

# pidfile: /var/run/firewall.pid

# config: /etc/rc.d/rc.firewall-ipfwadm

# probe: true

v02/ 09/ 02

Part of the copyrighted and trademarked TrinityOS docunent.
http://ww. ecst. csuchi co. edu/ ~dranch

Witten and Mintained by David A Ranch
dranch@ri nnet . net

Updat es

ST S T T g g T S

# Source function library.
/etc/rc.d/init.d/functions

# Check that networking is up.
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#

This line no | onger work with bash2

#[ ${NETWORKING} = "no" ] && exit O

#
[

[

#
#
#
#
#
#
#
#
#
#
I

#

This shoul d be K
" XXXX${ NETWORKI NG " = "XXXXno" ] && exit 0

-x /sbin/ifconfig ] || exit O

The | ocation of various iptables and other shell programns
I f your Linux distribution cane with a copy of iptables, nost
likely it is located in /shbin. |f you manually conpil ed
i ptables, the default location is in /usr/local/sbin

** P| ease use the "whereis iptables" conmand to figure out

** where your copy is and change the path below to refl ect
** your setup

PFWADME/ sbi n/ i pf wadm

See how we were call ed.

case "$1" in

start)
[etc/rc.d/rc.firewall-ipfwadm

st op)
echo -e "\nFlushing firewall and setting default policies to REJECT\n"

$| PFWADM -1 -p REJECT
$| PFWADM - O - p REJECT
$| PFWADM - F -p REJECT

$| PFWADM - | - f
$| PFWADM - O -f
$| PFWADM - F - f

restart)
$0 stop
$0 start

st at us)
$| PFWADM - |

mist)
$!| PFWADM - M - |

1
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*)
echo "Usage: firewall-ipfwadm {start|stop|status|mist}"”
exit 1
esac

exit O
<firewall-ipfwadm STOP>

With this script in place, all you need to do now is make it executable and then make it load upon reboot. First, make
it executable by running:

#Redhat - styl e
#

chnmod 700 /etc/rc.d/init.d/firewall-ipfwadm

Now, make the ruleset load upon reboot:

#Redhat style
#

chkconfig --1level =345 firewal | -i pfwadm on

That'sit! Now upon boot, the firewall will be loaded automatically. Just to make sure, run the command to see that
the firewall should start upon reboot by running the command:

#Redhat style
#

chkconfig --list firewall-ipfwadm
#The out put should | ook |ike:

#
firewal |l -i pfwadm O0: of f 1:0ff 2:0ff 3:0n 4:0on 5:0on 6:off

Slackware:

. There are two ways to automatically load thingsin Slackware: /etc/rc.d/rc.loca or editing the /etc/rc.d/rc.inet2 file.
The first method isthe easiest. All you have to do is add the line:

echo "Loading the rc.firewall ruleset.."

/etc/rc.d/rc.firewall-ipfwadm

to the end of the /etc/rc.d/rc.local file and thats it. The problem with this approach is that if you are running a
STRONG firewall ruleset, the firewall isn' t executed until the last stages of booting. The preferred approach isto
have the firewall loaded just after the networking subsystem is loaded. For now, the HOWTO only covers how to do

so using /etc/re.d/rc.local. If you want the strong er system, | recommend you check out Section 10 of TrinityOS
found in the links section at the bottom of thisHOWTO.
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Notes on how users might want to change the above firewall ruleset:

Y ou could have aso enabled IP Masquerading on a PER MACHINE basis instead of the above method enabling an
ENTIRE TCP/IP network. For example, say if | wanted only the 192.168.0.2 and 192.168.0.8 hosts to have access to the
Internet and NOT any of the other internal machines. | would change the in the "Enable simple IP forwarding and
Masqguerading” section (shown above) of the /etc/rc.d/rc.firewall ruleset.

# Enable sinple I P forwardi ng and Masquer adi ng

# v2.01

#

# NOTE: The following is an exanple to only allow I P Masqueradi ng for the
# 192.168.0.2 and 192.168.0.8 nmachines with a 255.255.255.0 or a "24"
# bit subnet mask connected to the Internet on interface ethO.

#

# ** Pl ease change this network nunber, subnet mask, and your | nternet
# ** connection interface nane to match your internal LAN setup

#

# Pl ease use the following in ADDITION to the sinple rul esets above
for

# speci fic MASQ net works.

#

/ sbin/ipfwadm -F -p deny
/sbin/ipfwadm -F -a m-WS$EXTIF -S 192.168.0.2/32 -D

0.0.0.0/
/sbin/ipfwadm-F -a m-WS$EXTIF -S 192. 168.0.8/32 -D 0.0.0. 0/

0
0
Common mistakes:

What appears to be a common mistake with new IP Masq usersis to make the first command:

i pfwadm -F -p masquer ade

Do NOT make your default policy MASQUERADING. Otherwise, someone who has the ability to manipulate their routing
tables will be ableto tunnel straight back through your gateway, using it to masquerade their OWN identity!

Again, you can add theselinestothe/ etc/rc. d/ rc. firewal | file oneof theother rcfiles (if you prefer), or
manually add those lines every time you need |P Masguerade.

Please see Section 6.4.2 and Section 6.4.3for a detailed guide and stronger examples of IPCHAINS and IPFWADM rul eset
examples.

Prev Home Next
Assigning Private Network |P Up Configuring the other internal to-
Addressesto the Internal LAN be MASQed machines
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Linux IP Masquerade HOWTO
Prev Next

Chapter 4. Configuring the other internal to-be
MASQed machines

Table of Contents
4.1. Configuring Microsoft Windows 95 and OSR2

4.2. Configuring Windows NT

4.3. Configuring Windows for Workgroup 3.11

4.4, Configuring UNIX Based Systems

4.5, Configuring DOS using NCSA Telnet package

4.6. Configuring MacOS Based System Running MacTCP

4.7. Configuring MacOS Based System Running Open Transport
4.8. Configuring Novell network using DNS

4.9. Configuring OS/2 Warp

4.10. Configuring OS/400 on alBM AS/400

4.11. Configuring Other Systems

Besides setting the appropriate | P address for each internal MASQed machine (either statically or

though DHCP), you should also set each internal machine with the appropriate gateway |P address of the
Linux MASQ server and required DNS servers. In general, thisis rather straight forward. Y ou simply
enter the address of your Linux host (192.168.0.1 is used throughout this HOWTO) as the machine's
gateway address.

For the Domain Name Service (DNS), you add in any DNS servers that are available to you to use. The
most apparent one(s) should be the DNS servers that your Linux server uses. Y ou can optionally add any
"domain search” suffix aswell for quicker connections, etc.

After you have properly reconfigured the internal MASQed machines, remember to restart their
appropriate network services or reboot them if need be.

The following configuration instructions assume that you are using a Class C network with 192.168.0.1
asyour Linux MASQ server's address. Please note that 192.168.0.0 and 192.168.0.255 are reserved TCP/
| P address per RFC1918 for uses just like enabling IP Masquerade services.

As it stands, the following Platforms have been tested as internal MA SQed machines. Thisis only an
EXAMPLE of all compatible OSes out there:
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« Apple Macintosh OS and OS-X (with MacTCP or Open Transport or the BSD TCPF/IP stack)

« AT&T Unix (Caldera)

. *BSD systems including Free/Net/Open/BSDi/386/etc.

. Commodore Amiga (with AmiTCP or AS225-stack)

. Digital VAX Stations 3520 and 3100 with UCX (TCP/IP stack for VMS)

. Digita Ultrix, Digital Unix (Compaq Tru/64)

. HPHP/UX

« IBM AIX running on RS/6000, PowerPC, etc.

. IBM OS2 (including Warp v3)

« IBM O$400 running on a AS/400

. Linux distributions from vendors like Caldera, Corel, Debian, Mandrake, Redhat, Slackware,
SuSe, etc. running various kernelslike 1.2.x, 1.3.x, 2.0.x, 2.1.x, 2.2.X, 2.3.X, 2.4.X, €tcC.

« Microsoft DOS (with NCSA Telnet package, DOS Trumpet works partially)

« Microsoft Windows 3.1 (with the Netmanage or FTP packages)

« Microsoft Windows For Workgroup 3.11 (with a TCP/IP package)

. Microsoft Windows 95, OSR2, 98, 98se, Me

« Microsoft Windows NT 3.51, 4.0, 2000, XP - (both workstation (professional) and server
versions)

. Novell Netware 4.01, 5.x, etc. with the TCP/IP service

. SCO Openserver (v3.2.4.2 and 5) and UnixWare (AT& T Unix)

. Sun Solaris2.51, 2.6, 7, 8

« heheh.. what else am | missing?

Prev Home Next
Configuring IP Forwarding Configuring Microsoft Windows
Policies 95 and OSR2
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Linux IP Masquerade HOWTO
Prev Chapter 4. Configuring the other internal to-be MASQed machines Next

4.1. Configuring Microsoft Windows 95 and OSR2

1. ** Please note that some prompts might be different based upon the build version of Windows95
you are running **

If you haven't installed your network card and adapter driver, do so now. Descriptions to perform
this step is beyond the scope of this document and though it isfairly smple, if you haven't done
this before, please seek assitance.

2. Gotothe'Control Pandl' -->'Network'.

3. Click on Add --> Protocol --> Manufacture: Microsoft --> Protocol: 'TCP/I P protocol’ if you
don't already have it installed.

4. Highlight the TCP/IP item bound to your correct Windows95 network card e.g. (TCP/IP --> Intel
EtherExpress Pro/100+) and select 'Properties. Here, you have two options. configure a static
address or use DHCP. Static addresses are simple but require that you NEVER configure
duplication IPs on different machines. The alternative is DHCP which automatically configures
all DHCP-enabled workstations things like | P addresses, DNS servers, etc. from a central server
(typicaly the Linux MASQ server).

DHCP enabled:

To use DHCP, simply click on the "Use DHCP to assign addresses’ button. Please note that
configuring a DHCP server is beyond the scope of this HOWTO but it isfully covered in
TrinityOS and other Linux HOWTOs.

Static Addresses:

Now goto the'I P Address tab and set IP Addressto 192.168.0.x, (1 < x < 255), and set the
Subnet Mask to 255.255.255.0

5. Now select the" Gateway" tab and add 192.168.0.1 as your gateway under 'Gateway' and hit
"Add".

6. Under the ' DNS Configuration' tab, make sure to put enter in a name for this machine and
specify your official domain name. If you don't have your own domain, enter in the domain of
your |SP. Next, you need to specify the DNS servers you plan on using.

DHCP: No entries are required as thisis configured dynamically via DHCP.

STATIC: Add al of the DNS servers that your Linux MASQ server uses (usually found in/
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et c/ resol v. conf). Usually these DNS servers are located at your | SP though you could be
running either your own Caching or Authoritative DNS server on your Linux MASQ server as
well. Again, setting up DNS servicesis beyond the scope of this HOWTO but it is covered by
TrinityOS as well asthe LDPs DNSHOWTO.

Optionally, you can add any appropriate domain search suffixes aswell. This allows usersto
simply type in the hostname of the destination computer instead of the fully qualified domain
name (FQDN). Thisis similar to the PATH function for finding common Unix commands.

7. Leaveall of the other settings alone as they are unless (even dangerous) if you don't know what

you're doing.

Click 'OK" in all dialog boxes and restart your system.

9. Asaninitia test, Pi ng the Linux MASQ server to test the network connection: 'Start/Run’,
type: pi ng 192. 168. 0. 1(Thisisonly an INTERNAL LAN connection test, you might not
be able to pi ng the outside world yet.) If you don't see "replies’ to your PINGs, please verify
your network configuration.

10. You can optionally create a HOSTS file in the C:\Windows directory so that you can ping the
"hostname" of the machines on your LAN without the need for aDNS server. Thereisan
example called HOSTS. SAMin the C:\windows directory for an example.

oo
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4.2. Configuring Windows NT

1. If you haven't installed your network card and adapter driver, do so now. Descriptionsto perform

thistask is beyond the scope of this document.

Goto'Control Panel' -->'Network' --> Protocols

Add the TCP/IP Protocol and related Components from the 'Add Softwar e’ menu if you don't

have TCP/IP service installed already.

4. Under 'Networ k Software and Adapter Cards' section, highlight the' TCP/IP Protocol’ in the
'Installed Network Softwar €' selection box.

5. In'TCP/IP Configuration', select the appropriate adapter, e.g. [ 1] | nt el Et her Expr ess
Pr o/ 100+. Then set the IP Addressto 192.168.0.x (1 < x < 255), then set the Subnet Mask to
255.255.255.0 and Default Gateway to 192.168.0.1.

6. Do not enable any of the following options (unless you know what you are doing):

W

o "Automatic DHCP Configuration' : Unless you have a DHCP server running on your
network.

o Put anything inthe'WINS Server' input areas : Unless you have setup one or more
WINS servers.

o EnablelP Forwardings: Unlessyou are routing on your NT machine and redly -
REALLY - know EXACTLY what you're doing.

7. Click 'DNS, fill in the appropriate information that your Linux host uses (usually found in /etc/
resolv.conf) and then click 'OK" when you're done.

8. Click '"Advanced', be sureto DISABLE 'DNSfor Windows Name Resolution' and 'Enable
LMHOST Slookup' unless you known what these options do. If you want to usea LMHOSTS
file, it isstored in C:\winnt\system32\drivers\etc.

9. Click 'OK' on all dialog boxes and restart the system.

10. As an initial test, pingtheLinux MASQ server to test the network connection: 'File/
Run', type: pi ng 192. 168. 0. 1(Thisisonly an INTERNAL LAN connection test, you you
might not be able to pi ng the outside world yet.) If you don't see any "replies’ to your PINGs,
please verify your network configuration.

Prev Home Next
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4.3. Configuring Windows for Workgroup 3.11

LD

o

If you haven't installed your network card and adapter driver, do so now. Descriptions to perform
thistask is beyond the scope of this document.

Install the TCP/IP 32b package if you haven't already.

In'Main'/"Windows Setup'/'Network Setup’, click on'Drivers'.

Highlight "Microsoft TCP/IP-32 3.11b' in the 'Network Drivers section, click 'Setup'.

Set the IP Addressto 192.168.0.x (1 < x < 255), then set the Subnet Mask to 255.255.255.0 and
Default Gateway to 192.168.0.1

Do not enable any of the following options (unless you know what you are doing):

o 'Automatic DHCP Configuration' : Unless you have a DHCP server running on your
network.

o Put anything inthe 'WINS Server' input areas : Unless you have setup one or more
WINS servers.

Click 'DNS, fill in the appropriate information your Linux host uses (usually found in /etc/resolv.
conf). Then click 'OK" when you're done with it.

Click 'Advanced', check 'Enable DNS for Windows Name Resolution' and 'Enable
LMHOST Slookup' found in c:\windows.

Click 'OK" in all dialog boxes and restart the system.

Asaninitia test, pi ng the linux box to test the network connection: 'File/Run’, type: pi ng
192. 168. 0. 1 (Thisisonly an INTERNAL LAN connection test so you might not be able to

pi ng the outside world yet.) If you don't see "replies’ to your PINGs, please verify your network
configuration.
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4.4. Configuring UNIX Based Systems

1. If you haven't installed your network card and either re-configured the network subsystem or

recompiled your kernel with the appropriate adapter driver, do so now. Descriptions to perform

thistask is beyond the scope of this document but are covered in the Networking HOWTO.

Install TCP/IP networking, such as the net-tools package, if you don't have it already.

3. Set IPADDR t0192.168.0.x (1 < x < 255), then set NETMASK to 255.255.255.0, GATEWAY
t0 192.168.0.1, and BROADCAST t0 192.168.0.255.

N

o Redhat (Mandrake/ TurboLinux / etc): You can edit the/ et ¢/ sysconfi g/ net wor k-
scripts/ifcfg-ethoO file or ssmply do so through the Control Panel (Linuxconf).

o Slackware: Y ou need to edit the /etc/rc.d/rc.inetl file to configure the network subsystem.

o To Add: Debian, Suse, Caldera, etc. Please email dranch@trinnet.net if you can tell me
what distro uses what files to configure the networking subsystem.

Beyond this, most Linux distributions use significantly different network configuration
mechanisms let alone other UNIXes such as SunOS, BSDi, Solaris, Al X, TruUnix, FreeBSD,
etc.). Please refer to your specific UNIX documentation for more details.

4. Add your domain name service (DNS) and domain search suffix in/ et ¢/ r esol v. conf and
for the appropreiate UNIX versions, edit the /etc/nsswitch.conf file to enable DNS services.

5. You may also want to update your / et ¢/ net wor ks file depending on your version of UNIX
and the system's settings.

6. Restart the appropriate services, or simply restart your system.

7. Asaninitial test, run the pi ng command: pi ng 192. 168. 0. 1 to test the connection to your
gateway machine. (Thisisonly an INTERNAL LAN connection test, so you might not be able to
pi ng the outside world yet.) If you don't see "replies’ to your PINGs, please verify your network
configuration.

Prev Home Next
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4.5. Configuring DOS using NCSA Telnet package

1. If you haven't installed your network card, do so now. Descriptions to perform thistask is beyond
the scope of this document.
2. Load the appropriate packet driver. For example: an NE2000 Ethernet card set for 1/0 port 300
and IRQ 10, would need to beissued nwpd 0x60 10 0x300
3. Make anew directory, and then unpack the NCSA Telnet package: pkunzi p tel 2308b. zi p
4. Use atext editor to opentheconfi g. t el file
5. Setnyi p=192. 168. 0. x (1 < x < 255), and netmask=255.255.255.0
6. Inthisexample, you should set har dwar e=packet, i nterrupt=10, i oaddr=60
7. You should have at least one individual machine specified as the gateway, i.e. the Linux host:
nanme=def aul t
host =your | i nuxhost nane
hosti p=192. 168. 0. 1
gat eway=1
8. Have another specified as a domain name service:
nanme=dns. domai n. com ; hosti p=123. 123. 123. 123; naneserver=1
Note: substitute the appropriate information about the DNS according what your Linux host uses
9. Saveyour confi g.tel file
10. Asaninitial test, pi ng the Linux MASQ server to test the network connection: pi ng
192. 168. 0. 1 If you don't receive any replies, please verify your network configuration.
Prev Home Next
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4.6. Configuring MacOS Based System Running
MacTCP

~ow

o o

10.

If you haven't installed the appropriate driver software for your Ethernet adapter, do so now.
Descriptions to perform this task is beyond the scope of this document.

Open the MacT CP control panel. Select the appropriate network driver (Ethernet, NOT
EtherTalk) and click onthe'More..." button.

Under 'Obtain Address:’, click "‘Manually'.

Under 'I P Address:', select class C from the popup menu. Ignore the rest of the dialog box
sections.

Fill in the appropriate information under 'Domain Name Server |nformation:'.

Under 'Gateway Address:', enter 192.168.0.1

Click 'OK' to save the settings. In the main window of the MacT CP control panel, enter the IP
address of your Mac (192.168.0.x, 1 <x < 255) inthe 'l P Address:" box.

Close the MacT CP control panel. If adialog box pops up, notifying you to do so, then restart
the system.

Y ou may optionally ping the Linux box to test the network connection. If you have the freeware
program MacT CP Watcher , click on the 'Ping' button, and enter the address of your Linux box
(192.168.0.1) in the dialog window that pops up. (Thisisonly an INTERNAL LAN connection
test, you can't ping the outside world yet.) If you don't see "replies’ to your PINGs, please verify
your network configuration.

Y ou can optionally create aHost s filein your System Folder so that you can use the hosthames
of the machines on your LAN. Thefile should aready exist in your System Folder, and should
contain some (commented-out) sample entries which you can modify according to your needs.
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4.7. Configuring MacOS Based System Running
Open Transport

1.

2.
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10.

11.

12.

13.

If you haven't installed the appropriate driver software for your Ethernet adapter, do so now.
Descriptions to perform this task is beyond the scope of this document.

Open the TCP/IP Control Panel and choose 'User Mode ..." from the Edit menu. Make sure the
user modeis set to at least ' Advanced' and click the'OK" button.

Choose 'Configurations...' from the File menu. Select your 'Default’ configuration and click the
‘Duplicate..." button. Enter 'IP Masq' (or something to let you know that thisis a special
configuration) in the 'Duplicate Configuration' dialog, it will probably say something like
‘Default copy'. Then click the'OK" button, and the 'M ake Active' button

Select 'Ethernet' from the 'Connect via:' pop-up.

Select the appropriate item from the 'Configure:' pop-up. If you don't know which option to
choose, you probably should re-select your 'Default’ configuration and quit. | use'Manually'.
Enter the IP address of your Mac (192.168.0.x, 1 < x < 255) inthe'I P Address:" box.

Enter 255.255.255.0 in the 'Subnet mask:' box.

Enter 192.168.0.1 in the 'Router address:" box.

Enter the IP addresses of your domain name serversin the '"Name server addr.:" box.

Enter the name of your Internet domain (e.g. ‘microsoft.com’) in the 'Starting domain name'
box under 'I mplicit Search Path:'.

The following procedures are optional. Incorrect values may cause erratic behavior. If you're not
sure, it's probably better to leave them blank, unchecked and/or un-selected. Remove any
information from those fields, if necessary. Asfar as| know, there is no way to use the TCP/IP
dialogsto tell the system not to use a previously selected alternate "Hosts" file. If you know, |
would be interested.

Check the '802.3' if your network requires 802.3 frame types.

Click the'Options..." button to make sure that the TCP/IP is active. | use the'L oad only when
needed’ option. If you continuously run and quit TCP/IP applications without rebooting your
machine, you may find that unchecking the 'L oad only when needed’ option will prevent/reduce
the effects on your machine's memory management. With the item unchecked, the TCF/IP
protocol stacks are always |oaded and available for use. If checked, the TCP/IP stacks are
automatically loaded when needed and un-loaded when not. It's the loading and unloading
process that can cause your machine's memory to become fragmented.

Y ou may ping the Linux box to test the network connection. If you have the freeware program
MacTCP Watcher, click on the'Ping' button, and enter the address of your Linux box
(192.168.0.1) in the dialog box that pops up. (Thisisonly an INTERNAL LAN connection test,
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14.

15.

16.

you can't ping the outside world yet.) If you don't see "replies’ to your PINGs, please verify your
network configuration.

Y ou can optionally create aHost s filein your System Folder so that you can use the hosthames
of the machines on your LAN. The file may or may not already exist in your System Folder. If
S0, it should contain some (commented-out) sample entries which you can modify according to
your needs. If not, you can get a copy of the file from a system running MacTCP, or just create
your own (it follows a subset of the Unix / et ¢/ host s file format, described on RFC1035).
Once you've created the file, open the TCP/I P control panel, click on the'Select Hosts File...'
button, and open the Host s file.

Click the close box or choose 'Close' or 'Quit' from the File menu, and then click the ' Save
button to save the changes you have made.

The changes take effect immediately, but rebooting the system won't hurt.

Prev Home Next
Configuring MacOS Based Up Configuring Novell network
System Running MacTCP using DNS

http://www.ecst.csuchico.edu/~dranch/L INUX/ipmasg/c-html/configuring-opentransport.html (2 of 2)5/16/2005 3:10:08 PM



Configuring Novell network using DNS

Linux IP Masquerade HOWTO
Prev Chapter 4. Configuring the other internal to-be MASQed machines Next

4.8. Configuring Novell network using DNS

1. If you haven't installed the appropriate driver software for your Ethernet adapter, do so now. Descriptions to

perform thistask is beyond the scope of this document.
2. Downloaded tcpipl6.exe from The Novell LanWorkPlace page

3.
edit c:\nwlient\startnet.bat: (here is a copy of m ne)
SET NWLANGUAGE=ENGLI SH
LH LSL. COM
LH KTC2000. COM
LH | PXODI . COM
LH tcpip
LH VLM EXE
F:
4.

edit c:\nwlient\net.cfg: (change link driver to yours i.e. NE2000)
Li nk Driver KTC2000

Protocol | PX 0 ETHERNET 802. 3

Frame ETHERNET_802. 3

Frame Ethernet |1

FRAME Et her net 802. 2

Net War e DOS Request er
FI RST NETWORK DRI VE = F
USE DEFAULTS = OFF
VLM = CONN. VLM
VLM = | PXNCP. VLM
VLM = TRAN. VLM
VLM = SECURI TY. VLM
VLM = NDS. VLM
VLM = BI ND. VLM
VLM = NWP. VLM
VLM = FI O VLM
VLM = GENERAL. VLM
VLM = REDI R VLM
VLM = PRI NT. VLM
VLM = NETX. VLM
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Li nk Support
Buf fers 8 1500
MenPool 4096

Prot ocol TCPIP
PATH SCRI PT C. \ NET\ SCRI PT
PATH PROFI LE C. \ NET\ PROFI LE
PATH LWP_CFG C:. \ NET\ HSTACC
PATH TCP_CFG C.\ NET\ TCP
| p_address 192. 168. 0. xxx
| p_router 192.168.0. 1

Change the I P address in the above "ip_address" field (192.168.0.x, 1 <
X

< 255) and finally create c:\bin\resolv.cfg:

SEARCH DNS HOSTS SEQUENTI AL
NAMESERVER XXX. XXX. XXX. XXX

NAMESERVER yyy. yyy.yyy.yyy

5. Now edit the above "NAMESERVER" entries and replace them with the correct | P addresses for your local
DNS server.

6. Issueapi ng command: pi ng 192. 168. 0. 1 to test the connection to your gateway machine. (Thisis
only an INTERNAL LAN connection test, you can't pi ng the outside world yet.) If you don't see "replies’ to
your PINGs, please verify your network configuration.
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4.9. Configuring OS/2 Warp
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If you haven't installed the appropriate driver software for your Ethernet adapter, do so now.
Descriptions to perform this task is beyond the scope of this document.

Install the TCP/IP protocol if you don't have it already.

Go to Programs/TCP/IP (LAN) / TCP/IP Settings

In'Network', add your TCP/IP Address (192.168.0.x) and set your netmask (255.255.255.0)
Under 'Routing’, press'Add'. Set the Typeto 'default’ and type the IP Address of your Linux
Box in the Field 'Router Address. (192.168.0.1).

Set the same DNS (Nameserver) Address that your Linux host usesin 'Hosts .

Close the TCP/IP control panel. Say yes to the following question(s).

Reboot your system

Y ou may ping the Linux box to test the network configuration. Type' pi ng 192. 168. 0. 1
in a'0S/2 Command prompt Window'. When ping packets are received all is ok.
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4.10. Configuring OS/400 on a IBM AS/400

The descriptions to configure TCP/IP on OS/400 version V4R1MO running on a AS/400 is beyond the
scope of this document.

1) To perform any communications configuration tasks on your AS/400, you must have the special
authority of *IOSY SCFG (1/0 System Configuration) defined in your user profile. Y ou can check the
characteristics of your user profile with the DSPUSRPRF command.

2) Type GO CFGTCP command th reach the Configure TCF/IP menu.
3) Select Option 2 - Work with TCP/IP Routes.

4) Enter a1 on the Opt field to add aroute. * In Route Destination type *DFTROUTE * In Subnet Mask
type *NONE * In Type of Servicetype *NORMAL * In Nex Hop type the address of your gataway (the
Linux box)
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4.11. Configuring Other Systems

The same logic should apply to setting up other platforms. Consult the sections above. If you're
interested in writing about any of systems that have not been covered yet, please send a detail setup
instruction to ambrose@writeme.com and dranch@trinnet.net.
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Chapter 5. Testing IP Masquerade

Table of Contents
5.1. Loading up the rc.firewall ruleset

5.2. Testing internal MASQ client PC connectivity

5.3. Testing internal MASQ client to MASQ server connectivity
5.4. Testing internal MASQ server connectivity

5.5. Testing internal MASQ server to MASQ client connectivity
5.6. Testing External MASQ server Internet connectivity

5.7. Testing internal MASQ client to external MASQ server connectivity
5.8. Testing external MASQ ICMP forwarding

5.9. Testing MASQ functionality without DNS

5.10. Testing MASQ functionality with DNS resolution

5.11. Testing more MASQ functionality with DNS

5.12. Any remaining functional, performance, etc. iSSUes...

Finally, it'stime to give IP Masquerading an official try after all this hard work. If you haven't already
rebooted your Linux box, do so to make sure the machines boots ok, executes the /etc/rc.d/rc.firewall
ruleset, etc. Next, make sure that both the internal LAN connection and connection of your Linux hosts
to the Internet is okay.

Follow these -11- tests to make sure all aspects of your MASQ setup is running properly:
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5.1. Loading up the rc.firewall ruleset

Step One: run the command "/etc/rc.d/rc.firewall”.
Doesit load with some strange errors? Here are some exmaples and help to fix them:

. Problem #1:

i p_tables, Using /lib/nodul es/2.4.2-2/kernel/net/ipv4/netfilter/ip_tables.o
/1ib/modul es/ 2. 4.2-2/kernel/net/ipv4/netfilter/ip_tables.o: init_nodul e: Device
or resource busy

H nt: insnod errors can be caused by incorrect nodul e paraneters, including
invalid 10 or | RQ paraneters

Run the command "/sbin/lsmod" and make sure the module "ipchains.o" is NOT installed. If it isinstalled, your
machine (most likely Redhat-7.x based) is probably trying to load an IPCHAINS ruleset which isincompatible with
IPTABLES.

To disable this from happening in the future, run the command:

chkconfig --1evel =2345 i pchai ns of f

To remove the "ipchains’ module without rebooting, run the command:

/ sbi n/ rmod i pchai ns

and the re-try to load the rc.firewall ruleset.

. Problem #2:

Creating a DROP chain..
i ptables v1.2.3: log-level "info' ambiguous
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Your version of IPTABLES it too old. You need to upgrade it with a newer version via an updated RPM, DEB, or via
compiling up the source. Y ou can get an updated version from your Linux distribution manufacturer or from the
NetFilter WWW site. Thisisall covered in the Section 2.6 section.

. Problem #3:

No such fil e:

Did you copy thisrc.firewall file from a DOS machine? Load the rc.firewall filein abinary editor such as ViM (vim -
b /etc/rc.d/rc.firewall) and make sure that every lineis NOT finished with a”M.
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5.2. Testing internal MASQ client PC connectivity

. Step Two: Testing internal MASQ client PC connectivity

From an internal MA SQed computer, try pinging its local IP address (i.e. ping 192.168.0.10).
Thiswill verify that TCP/IP is correctly working on the local machine. Almost ALL modern
operating systems have built-in support for the "ping" command. If this ping doesn't work, make
sure that TCP/IP is correctly configured on the MASQed PC as described earlier in Chapter 4 of
thisHOWTO. The output should look something like the following (hit Control-C to abort the

ping):

masqg-client# ping 192.168. 0. 10
PI NG 192. 168. 0. 10 (192.168.0. 10): 56 data bytes

64 bytes from 192. 168.0. 10: icnp_seg=0 ttl =255 tine=0.8 ns
64 bytes from 192. 168.0. 10: icnp_seqg=1 ttl =255 tine=0.4 ns
64 bytes from 192. 168.0. 10: icnp_seg=2 ttl =255 tine=0.4 ns
64 bytes from 192. 168.0. 10: icnp_seg=3 ttl =255 tine=0.5 ns

NC

--- 192.168.0.10 ping statistics ---
4 packets transmtted, 4 packets received, 0% packet | oss
round-trip mn/avg/max = 0.4/0.5/0.8 ns
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5.3. Testing internal MASQ client to MASQ server
connectivity

. Step Three: Testing internal MASQ client to MASQ server connectivity

Next, from the same internal MA SQed compuiter, try pinging the the | P address of the Linux
MASQ server's INTERNAL interface (i.e. ping 192.168.0.1 ). Thiswill verify that TCP/IPis
correctly working on both the local and Linux MASQ machine. Almost ALL modern operating
systems have built-in support for the "ping" command. If this ping doesn't work, make sure that
TCP/IPis correctly configured on the MASQed Server as described by the various Network
HOWTOs (URLSs can be found in the requirements section for your 2.4.x kernel in Section 2.6,
2.2.x kerndl in Section 2.7, or 2.0.x kernel in Section 2.8). The output should look something like

the following (hit Control-C to abort the ping):

masqg-client# ping 192.168.0.1

PI NG 192.168.0.1 (192.168.0.1): 56 data bytes

64 bytes from 192.168.0.1: icnp_seq=0 ttl =255 tine=0.8 ns
64 bytes from 192.168.0.1: icnp_seq=1 ttl =255 tine=0.4 ns
64 bytes from 192.168.0.1: icnp_seq=2 ttl =255 tine=0.4 ns
64 bytes from 192.168.0.1: icnp_seq=3 ttl =255 tinme=0.5 ns

NC

--- 192.168.0.1 ping statistics ---
4 packets transmtted, 4 packets received, 0% packet | oss
round-trip mn/avg/max = 0.4/0.5/0.8 ns

If the ping failed, check the network connection between the MASQ server and the PC. If it'sa
DIRECT Ethernet connection (no hub or switch), you MUST have a"Ethernet cross-over cable".
These cables are common and can be found at any computer store. Without this cable, the NICs
(network cards) will not give you a"LINK" light. If you are using a hub or switch, make sure the
ports connected to the MASQ server and MASQed client machine have a LINK light. If they do
and the pings STILL don't work or thereisalot of packet loss, try different ports on the hub/
switch (it not all that uncommon to have hub/switch ports die). Finally, if things still don't work
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perfectly, try replacing each of the NICsin the machines. Y ou would be surprised how many
people I've helped have found that their NIC cards were going bad and caused them all kinds of

grief.
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5.4. Testing internal MASQ server connectivity

. Step Four: Testing internal MASQ server connectivity

On the MASQ server, ping the internal |P address of the MASQ server's network interface card (i.
e. ping 192.168.0.1). If this ping doesn't work, make sure that TCP/IP is correctly configured on
the MASQed Server as described by the various Network HOWTOs (URLs can be found in the
requirements section for your 2.4.x kernel in Section 2.6, 2.2.x kernel in Section 2.7, or 2.0.x
kernel in Section 2.8). The output should look something like the following (hit Control-C to

abort the ping):

masq- server# ping 192. 168.0.1
PING 192.168.0.1 (192.168.0.1): 56 data bytes

64 bytes from 192.168.0.1: icnp_seq=0 ttl =255 tinme=0.8 ns
64 bytes from 192.168.0.1: icnp_seqg=1 ttl =255 tinme=0.4 ns
64 bytes from 192.168.0.1: icnp_seq=2 ttl =255 tinme=0.4 ns
64 bytes from 192.168.0.1: icnp_seq=3 ttl =255 tine=0.5 ns

NNC

--- 192.168.0.1 ping statistics ---
4 packets transmtted, 4 packets received, 0% packet | oss
round-trip mn/avg/max = 0.4/0.5/0.8 ns
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5.5. Testing internal MASQ server to MASQ client
connectivity

. Step Five: Testing internal MASQ server to MASQ client connectivity

Next from MASQed server, try pinging the |P address of one of the internal MASQ client
computers (i.e. ping 192.168.0.10 ). Thiswill verify that TCP/IP is correctly working on both the
local server machine and on the MASQ client machine. If this ping doesn't work, make sure that
TCP/IP is correctly configured on the MASQed PC as described earlier in Chapter 4 of this
HOWTO. Also be sure that the cabling is correct (Ethernet: the NICs connecting the internal
MASQ PC and the MASQ server have the "link" light lit up). If the ping does work, the output
should look something like the following (hit Control-C to abort the ping):

masg- server# ping 192.168.0. 10
PI NG 192.168.0.10 (192.168.0.10): 56 data bytes

64 bytes from 192.168.0.10: icnp_seqg=0 ttl =255 tine=0.8 ns
64 bytes from 192. 168.0. 10: icnp_seg=1 ttl =255 tine=0.4 ns
64 bytes from 192. 168.0. 10: icnp_seg=2 ttl =255 tine=0.4 ns
64 bytes from 192.168.0.10: icnp_seg=3 ttl =255 tine=0.5 ns

NC

--- 192.168.0.10 ping statistics ---
4 packets transmtted, 4 packets received, 0% packet | oss
round-trip mn/avg/max = 0.4/0.5/0.8 ns
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5.6. Testing External MASQ server Internet connectivity

. Step Six: Testing external MASQ server to I nternet connectivity

From the MASQ server, ping the external 1P address of the MASQ server's EXTERNAL network interface that
is connected to the Internet. This address might be a Ethernet interface, a PPP interface, etc. connection to your

ISP. If you don't know what this external IP addressiis, run the Linux command " /sbin/ifconfig" on the MASQ
server itself to get the Internet address. The output should look something like the following (we are looking for
the | P address of eth0):

et hO Li nk encap: Et hernet HWaddr 00: 08: C7: A4: CC. 5B
i net addr:12.13.14.15 Bcast:12.13.14.255 Mask: 255.255.255.0
UP BROADCAST RUNNI NG MULTI CAST MrU: 1500 Metric:1
RX packets: 6108459 errors: 0 dropped: 0 overruns: 0 frane: 0
TX packets: 5422798 errors: 8 dropped: 0 overruns: 0 carrier:8
col I'i sions: 4675 txqueuel en: 100
I nterrupt: 11 Base address: OxfcfO

Asyou can see from the above, the external IP addressis"12.13.14.15" for this example. So, now that you have
your |P address after running the "ipconfig" command, ping your external IP address. Thiswill confirm that the

MASQ server has full network connectivity. The output should look something like the following (hit Control-C
to abort the ping):

masq- server# ping 12.13. 14. 15
PI NG 12.13.14.15 (12.13.14.15): 56 data bytes

64 bytes from 12.13.14.15: icnp_seq=0 ttl =255 tinme=0.8 ns
64 bytes from 12.13.14.15: icnp_seqg=1 ttl =255 tinme=0.4 ns
64 bytes from 12.13.14.15: icnp_seq=2 ttl =255 tinme=0.4 ns
64 bytes from 12.13.14.15: icnp_seg=3 ttl =255 tinme=0.5 ns

nC

--- 12.13.14.15 ping statistics ---
4 packets transmtted, 4 packets received, 0% packet | oss
round-trip mn/avg/ max = 0.4/0.5/0.8 ns

If either of these tests doesn't work, you need to go back and double check your network cabling and verify that
the two network interfaces on the MASQ server are seen in "dmesg". An example of this output would be the
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following towards the END of the "dmesg" command:

PPP: version 2.3.7 (demand dial ling)
TCP conpression code copyright 1989 Regents of the University of California
PPP |ine discipline registered.
3c59x. c:v0.99H 11/ 17/ 98 Donal d Becker
http://cesdis. gsfc. nasa.gov/linux/drivers/
vort ex. ht n
et h0: 3Com 3c905 Boonerang 100baseTx at Oxfe80, 00:60:08:a7:4e:0e, IRQ9
8K word-wi de RAM 3:5 Rx: Tx split, autoselect/M 1 interface.
M1 transceiver found at address 24, status 786f.
Enabl i ng bus-master transmts and whol e-frane receives.
et hl: 3Com 3c905 Boonerang 100baseTx at Oxfd80, 00:60:97:92:69:f8, IRQ9
8K word-wi de RAM 3:5 Rx: Tx split, autoselect/M 1 interface.
M| transceiver found at address 24, status 7849.
Enabl i ng bus-master transmts and whol e-franme receives.
Partition check:
sda: sdal sda2 < sda5 sda6 sda7 sda8 >
sdb:

Also be sure that the cabling is correct (Ethernet: the NICs connecting the external MASQ server to your ISP
has the "link" light lit up). Finally, make sure that TCP/IP is correctly configured on the MASQed Server as
described by the various Network HOWTOs (URLSs can be found in the requirements section for your 2.4.x
kernel in Section 2.6, 2.2.x kernel in Section 2.7, or 2.0.x kernel in Section 2.8).
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5.7. Testing internal MASQ client to external MASQ server
connectivity

. Step Seven: Testing internal MASQ client to external MASQ server connectivity

From an internal MA SQed computer, ping the IP address of the MASQ server's EXTERNAL TCP/IP address obtained in
Step FIVE above. This address could be from your Ethernet, PPP, etc. interface which is ultimately the address connected to
your ISP. This ping test will prove that Linux masquerading (ICMP Masquerading specifically) and IP forwarding is
working.

If everthing thing is working correctly, the output should look something like the following (hit Control-C to abort the ping):

masqg-cl i ent# ping 12. 13. 14. 15
PI NG 12. 13.14.15 (12.13.14.15): 56 data bytes

64 bytes from 12.13.14.15: icnp_seq=0 ttl =255 tine=0.8 ns
64 bytes from 12.13.14.15: icnp_seq=1 ttl =255 tine=0.4 ns
64 bytes from 12.13.14.15: icnp_seq=2 ttl =255 tinme=0.4 ns
64 bytes from 12.13.14.15: icnp_seq=3 ttl =255 tine=0.5 ns

rC

--- 12.13.14.15 ping statistics ---
4 packets transmtted, 4 packets received, 0% packet |oss
round-trip mn/avg/ max = 0.4/0.5/0.8 ns

If thistest doesn't work, first make sure that the "Default Gateway" on the MASQed PC is pointing to the | P address on the
MASQ -SERVERs- INTERNAL NIC. Also double check that the /etc/rc.d/rc.firewall script was run without any errors. Just
as atest, try re-running the /etc/rc.d/rc.firewall script now to seeif it runs OK. Also, though most kernels support it by
default, make sure that you enabled "ICMP Masquerading” in the kernel comfiguration and 1P Forwarding" in your /etc/rc.
d/rc.firewall script.

If you still can't get thingsto work, take alook at the output from the following commands run on the Linux MASQ
SERVER:

o "ifconfig" : Make sure the interface for your Internet connection (be it ppp0, eth0, etc.) is UP and you have the
correct | P address for the Internet connection. An example of this output is shown in STEP FIVE above.

o "netstat -rn" : Make sure your default gateway (the column with an IP address in the Gateway column) is set. An
example of this output might look like:
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masq- server# netstat -rn
Kernel 1P routing table

Desti nation Gat eway Genmask Fl ags MSS Wndow irtt |face
192.168.0.1 0.0.0.0 255. 255. 255. 255 UH 0 16384 0 ethl
12.13.14.15 0.0.0.0 255. 255. 255. 255 UH 0 16384 0 ethO
12.13.14.0 0.0.0.0 255. 255. 255. 0 U 00 0 ethO
192.168.0.0 0.0.0.0 255. 255. 255. 0 U 00 0 ethl
127.0.0.0 0.0.0.0 255.0.0.0 U 0 16384 Olo
0.0.0.0 12.13.14.1 0.0.0.0 UG 0 16384 0 ethO

Notice the very LAST line that starts with 0.0.0.0? Notice that it also has an IP address in the " Gateway" field? Y ou
should specify an | P address for your specific setup in that field (thisis typically done automatically when your
Internet connection is enabled).

o "cat /proc/sys/net/ipv4/ip_forward" : Make sureit says"1" so that Linux forwarding is enabled

o Run the command "/sbin/ipchains-n -L" for 2.2.x users or "/sbin/ipfwadm -F -1" for 2.0.x users. Specifically, look
for the FORWARDIng section to make sure you have MASQ enabled. An example of an IPCHAINS output might
look like for users using the Simple rc.firewall ruleset:

Chain forward (policy REJECT):

t ar get prot opt source desti nation ports
MASQ all  ------ 192.168. 0. 0/ 24 0.0.0.0/0 n/ a
ACCEPT all ----1- 0.0.0.0/0 0.0.0.0/0 n/ a
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5.8. Testing external MASQ ICMP forwarding

. Step Eight: Testing external MASQ ICMP forwarding

From an internal MA SQed computer, ping a static TCP/IP address (NOT amachine by DNS
name) out on the Internet (i.e. ping 152.2.210.80 (this technically the DNS name "metal ab.unc.
edu” which is home of Metal abs Linux Archive). If thisworks, it should look something like the
result below and this ultimately shows that ICMP Masquerading is working properly. (hit
Control-C to abort the ping):

masqg-client# ping 152.2.210. 80

PING 12.13.14. 15 (152.2.210.80): 56 data bytes

64 bytes from 152.2.210.80: icnp_seq=0 ttl =255 tine=133.4
64 bytes from 152.2.210.80: icnp_seq=1 ttl =255 tine=132.5
64 bytes from 152.2.210.80: icnp_seq=2 ttl =255 tine=128.8
64 bytes from 152.2.210.80: icnp_seg=3 ttl =255 tinme=132.2
NC

CIERE R

--- 152.2.210.80 ping statistics ---
4 packets transmtted, 4 packets received, 0% packet | oss
round-trip mn/avg/ max = 128.8/131.7/133.4 ns

If this didn't work, again check your Internet connection. Make sure that the MASQ server itself
can ping this address. If this works from the MASQ server, make sure you are using the ssimplerc.
firewall ruleset and that you have ICMP Masgurading compiled into the Linux kernel.

Finally, make sure that the ruleset which enables IP MASQ is pointing to the correct
EXTERNAL interface. PPPoE users should use the MASQ serversslogical PPP interface such as
"ppp0" and /NOT/ the physical external interface like "ethO".

Prev

Home Next

http://www.ecst.csuchico.edu/~dranch/LINUX/ipmasg/c-html/testing-masg-icmp.html (1 of 2)5/16/2005 3:10:16 PM



Testing external MASQ ICMP forwarding

Testing internal MASQ client to Testing MASQ functionality
external MASQ server without DNS
connectivity

B

http://www.ecst.csuchico.edu/~dranch/LINUX/ipmasg/c-html/testing-masg-icmp.html (2 of 2)5/16/2005 3:10:16 PM



Testing MASQ functionality without DNS

Linux IP Masquerade HOWTO
Prev Chapter 5. Testing | P Masquerade Next

5.9. Testing MASQ functionality without DNS

. Step Nine: Testing MASQ functionality without DNS

Now try TELNETIing to aremote |P address (i.e. telnet 152.2.210.81 ( thisistechnically the DNS
name "metal ab.unc.edu™). It might take a few seconds to get alogin prompt since thisisaVERY
busy server. Did you get alogin prompt like shown below? If so, it means that TCP Masquerading is
running OK. If not, try TELNETIing to some other hosts you think will support TELNET like
198.182.196.55 (www.linux.org). If this still doesn't work, make sure you are using the simple rc.
firewall ruleset for this test. An example of this output might look like (hit Control-D to exit out of
the TELNET):

masqg-client# telnet 152.2.210. 80
Tryi ng 152. 2. 210. 80. ..

Connected to 152. 2. 210. 80.
Escape character is '"]'.

SunGs 5.7

kkhkkkkhkkkhkkhkhkkhkkhhkkhkkihkkkikkx*k \MI cone to I\/btaLab uncedu kkhkkkkhkkkkhhkkhkkhhkkhkkikkkh*kx

To login to MetaLab as a user, connect to |ogin. netal ab. unc. edu.
Thi s machi ne does not allow public telnet | ogins.

| ogi n: Connection closed by foreign host.
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5.10. Testing MASQ functionality with DNS
resolution

. Step Ten: Testing MASQ functionality with DNS resolution

Now try TELNETing to aremote machine by DNS name (i.e. " telnet metalab.unc.edu”" (IP
address 152.2.210.81). If this works, the output should look like something below. With this test,
this shows that UDP-based DNS isworking fine.

masqg-client# tel net Metalab. unc. edu
Tryi ng 152. 2. 210. 80. ..

Connected to 152. 2. 210. 80.

Escape character is '7]'.

SunGs 5.7

kkhkkkkhkkhkkhhkkhkkhhkkhkkihkkkikk*k \MI cone to I\/EtaLab uncedu kkhkkkkhkkkhkkhhkkhkkhhkkhkkikkkh*k*%x

To login to MetaLab as a user, connect to |ogin. netal ab. unc. edu.
Thi s machi ne does not allow public telnet | ogins.

| ogi n: Connection closed by foreign host.

If this did not work, but Step EIGHT did work, make sure that you have one or more valid DNS
servers configured on each of the MASQ CLIENT computer(s) as shown in Chapter 4. Please note
that these DNS serverswill typically be your ISPs DNS servers and NOT your local MASQ server.
Some people might later choose to setup their OWN DNS servers but this is beyond the scope of
thisHOWTO.
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5.11. Testing more MASQ functionality with DNS

. Step Eleven: Testing more MASQ functionality with DNS

Asalast test, try browsing some'INTERNET" WWW sites on one of your MASQ Client
machines, and see if you can reach them. For example, access the Linux Documentation Project
site at http://www.tldp.org. If you are successful in bringing up that page, you can be fairly
certain that everything isworking FINE! If some WWW or FTP sites have problems, where other
sites seem to work just fine, see the next step for more ideas.

If you see The Linux Documentation Project homepage, then CONGRATULATIONS! It's
working! If the WWW site comes up correctly, then all other standard network tools such as
PING, TELNET, SSH, and with their related IP MASQ modules loaded: FTP, Real Audio, IRC
DCCs, Quake I/11/111, CuSeeme, VDOL.ive, etc. should work finetoo! If FTP, IRC, RealAudio,
Quake I/11/111, etc. aren't working or are performing poorly, verify that their associated
Masguerading modules are loaded by running "lsmod" and also be sure you are loading the
module with any non-default server ports. If you don't see your needed module, make sure your /
etc/rc.d/rc.firewall script isloading them (i.e. remove the # character for agiven IPMASQ

module).
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5.12. Any remaining functional, performance, etc.
ISsues...

. Step Twelve: Any remaining functional, performance, etc. issues...

If your system passes all of the above tests, but functionality tests like WWW browsing, FTP,
and other types of traffic aren't reliable or are slow, | recommend that you read the FAQ section
of thisHOWTO.. specifically the Section 7.15 FAQ entry. There might be other itemsin the

FAQ section that will also help you as they have helped many other usersin the past.
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6.1. Problems with IP Masquerade

Some TCP/IP application protocols will not currently work with Linux 1P Masquerading because they
either assume things about port numbers or encode TCP/IP addresses and/or port numbers in their data
stream. These latter protocols need specific proxies or IP MASQ modules built into the masguerading
code to make them work.
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6.2. Incoming services

By default, Linux IP Masquerading cannot handle incoming services at all but there are afew ways that
would allow this.

If you do not require high levels of security, then you can simply forward or redirect |P ports. There are
various ways to perform this, though the most stable method is to use IPPORTFW. For more
information, please see Section 6.7.

If you wish to have some level of authorization on incoming connections, then you will need to either
configure TCP-wrappers or Xinetd to allow only specific IP addressesto pass. The TIS Firewall Toolkit
Isagood place to look for tools and information.

More details on incoming security can be found in the TrinityOS document and at |P Masquerade
Resource.

Prev Home Next
Problems with IP Masquerade Up Supported Client Software and
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Linux IP Masquerade HOWTO
Prev Chapter 6. Other |P Masguerade | ssues and Software Support Next

6.3. Supported Client Software and Other Setup
Notes

"** The Linux Masguerade Application list hasa lot of good infor mation regarding applications

that work through Linux I P masquerading. This site wasrecently taken over by Steve
Grevemeyer, who implemented it with a full database backend. It'sa great resource! "

Generally, any application that uses standard TCP and UDP should work. If you have any suggestion,
hints, etc., please see the |P Masquerade Resource for more details.

6.3.1. Network Clients that -Work- with IP Masquerade

Generd Clients:
Archie

all supported platforms, file searching client (not all archie clients are supported)
FTP

al supported platforms, with theip_masq_ftp.o kernel module for active FTP connections.
Gopher client

all supported platforms
HTTP

all supported platforms, WWW surfing
IRC

al IRC clients on various supported platforms, DCC is supported viatheip_masg_irc.o module
NNTP (USENET)

all supported platforms, USENET news client
PING

all platforms, with ICMP Masquerading kernel option
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POP3

all supported platforms, email clients
SSH

all supported platforms, Secure TELNET/FTP clients
SMTP

al supported platforms, email serverslike Sendmail, Qmail, PostFix, etc.
TELNET

al supported platforms, remote session
TRACEROUTE

UNIX and Windows based platforms, some variations may not work
VRML

Windows(possibly all supported platforms), virtual reality surfing
WAIS client

all supported platforms
Multimedia and Communication Clients:
All H.323 programs

- MS Netmeeting, Intel Internet Phone Beta , and other H.323 applications - There are now two
solutions to accomplish this through IPM A SQed connections:

Thereisastable BETA 2.2.x kernel module available on the MASQ WWW site or at http://www.
coritel.it/projects/nat/implementation.htm to work with Microsoft Netmeeting v3.x code on 2.2.x

kernels. Thereis also another module version on the MASQ WWW site specifically for
Netmeeting 2.x with 2.0.x kernels, but this does not support Netmeeting v3.x.

Another commercial solution is the Equivalence's PhonePatch H.323 gateway.

AlphaWorlds

Windows, Client-Server 3D chat program
CU-SeeMe
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all supported platforms, with the ip_masqg_cuseeme module |oaded, please see Section 6.8 for
more details.

1ICQ

all supported clients. Requires the Linux kernel to be either compiled with PORTFW support,
have theip_masg_icg module (2.2.x and 2.0.x only), or have a SOCK'S proxy running. A full
description of this configuration isin Section 6.9.

Internet Phone 3.2

Windows, Peer-to-peer audio communications, users can reach you only if you initiate the call,
but those users cannot call you without a specific port forwarding setup. See Section 6.7for more

details.
Internet Wave Player

Windows, network streaming audio
Powwow

Windows, Peer-to-peer Text audio whiteboard communications, users can reach you only if you

initiate the call, but those users cannot call you without a specific port forwarding setup. See
Section 6.7for more details.

Real Audio Player
Windows, network streaming audio, higher quality available with theip_masg_raudio UDP
module

True Speech Player 1.1b

Windows, network streaming audio
VDOLive

Windows, with the ip_masqg_vdolive patch
Worlds Chat 0.9a

Windows, Client-Server 3D chat program

Games - See Section 6.10for more details on the LooseUDP patch

Battle.net

Works but requires TCP ports 116, 118 and UDP port 6112 IPPORTFWed to the client game
machine. See Section 6.7for more details. Please note that FSGS and Bnetd servers still require

|PPORTFW because they have not been re-written to be NAT-friendly.
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BattleZone 1.4

Works with LooseUDP patch and new NAT-friendly -- email David Ranch for the .DLLsfrom
Activision
Dark Reign 1.4

Works with LooseUDP patch or requires TCP ports 116 and 118 and UDP port 6112
|PPORTFWed to the game machine. See Section 6.7for more details.

Diablo

Works with LooseUDP patch or requires TCP ports 116 and 118 and UDP port 6112
| PPORTFWed to the game machine. Newer versions of Diablo use only TCP port 6112 and UDP
port 6112. See Section 6.7for more details.

Heavy Gear 2

Works with LooseUDP patch or requires TCP ports 116 and 118 and UDP port 6112
|PPORTFWed to the game machine. See Section 6.7for more details.

Quake I/11/111

Works right out of the box but requirestheip_masg_quake module if there are more than one
Quake I/11/111 player behind a MASQ box. Also, this module only supports Quake | and
QuakeWorld by default. If you need to support Quake 11 or non-default server ports, please see
the module install section of Section 3.4.3 and Section 3.4.2 rulesets.

StarCraft

Works with the LooseUDP patch, IPPORTFWing TCP, and UDP ports 6112 to the internal
MA SQed game machine. See Section 6.7for more details.

WorldCraft
Works with LooseUDP patch

Other Clients:

Linux net-acct package

Linux, network administration-account package
NCSA Telnet 2.3.08

DOS, a suite containing telnet, ftp, ping, etc.
PC-anywhere for Windows
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M S-Windows remotely controls a PC over TCP/IP, but only worksif it isa client, but not a host
without a specific port forwarding setup. See Section 6.7for more details.
Socket Watch

uses NTP - network time protocol

6.3.2. Clients that do not have full supportin IP MASQ:
Intel Streaming MediaViewer Beta 1

Cannot connect to server
Netscape Cool Talk

Cannot connect to opposite side
WebPhone

Cannot work at present (it makes invalid assumptions about addresses).

Prev Home Next
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Linux IP Masquerade HOWTO
Prev Chapter 6. Other IP Masquerade | ssues and Software Support Next

6.4. Stronger firewall rulesets to run after initial testing

6.4.1. Stronger IP Firewall (IPTABLES) rulesets

<rc.firewall-iptables-stronger START>

#!/ bin/sh

#

# rc.firewal | -i ptabl es-stronger
#

FW/ER=0. 86s

An exanple of a stronger |PTABLES firewall with |IP Masquerade
support for 2.4.x kernels.

Log:
0.86s - Fixed a typo that had a preceeding ; instead of a #
0.85s - renaned fromrc.firewall-2.4-stronger to rc.firewall -iptabl es-

stronger to reflect this script works for all |PTABLES enabl ed
platfornms including 2.6.x kernels

- fixed an incorrect /24 netmask for the INTIP variable

- renoved the unneeded SED vari abl e

0.84s - Changed the defaults from 192.168.1.0 to 192.168.0.x to align
with the rest of the | PMASQ howt o

.83s - Added additional comrents to nake PORTFW configs nore obvious
.82s - Added a special 1CW filter to work around a Netfilter security
i ssue

renanmed the drop-and-log-it rule to reject-and-1og-it

0.81s - Added an additional comment in the I NPUT section for NOT
allowing all traffic in, but only select traffic

0.80s - Added a DI SABLED i p_nat _irc kernel nodul e section, changed the
default of the ip_conntrack irc to NOT | oad by default, and
added addi ti onal kernel nodul e coments

[N e]

0.79s - rul eset now uses nodprobe instead of insnod

0.78s - REJECT is not a legal policy yet; back to DROP

0.77s - Changed the default block behavior to REJECT not DROP

0. 76s - Added a conment about the OPTI ONAL WAV rul eset and a conment
where to put optional PORTFW conmmands

0. 75s - Added clarification that PPPOE users need to use
"ppp0" instead of "eth0" for their external interface

0. 74s - Changed the EXTIP conmand to work on NON- English distros

0.73s - Added comments in the output section that DHCPd is optional

and changed the default settings to disabled
0.72s - Changed the filter fromthe INTNET to the INTIP to be

HoH H H H H H o H o o H H H H H H H H R HHHHHHHF
1
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# stateful; noved the command VARs to the top and nmade the
# rest of the script to use them

# 0.70s - Added a disabl ed exanples for allow ng internal DHCP
# and external WMWVaccess to the server

# 0.63s - Added support for the I RC nodul e

# 0.62s - Initial version based upon the basic 2.4.x rc.firewall
echo -e "\ nLoadi ng STRONGER rc.firewall - version $FWER. .\n"

# The location of various iptables and ot her shell prograns

#

# I f your Linux distribution cane with a copy of iptables, nost
# likely it is located in /sbin. |If you manually conpil ed

# i ptables, the default location is in /usr/local/sbin

#

# ** Pl ease use the "whereis iptables” command to figure out

# ** where your copy is and change the path below to refl ect

# ** your setup

#

#| PTABLES=/ sbi n/ i pt abl es

| PTABLES=/ usr /| ocal / sbin/i ptabl es
#

LSMOD=/ sbi n/ | snod

DEPMOD=/ sbi n/ depnod
MODPROBE=/ sbi n/ nodpr obe
GREP=/ bi n/ grep

AVK=/ bi n/ awk

| FCONFI G=/ shin/ifconfig

#Setting the EXTERNAL and | NTERNAL interfaces for the network

#

# Each | P Masquerade network needs to have at | east one

# external and one internal network. The external network

# is where the natting will occur and the internal network

# should preferably be addressed with a RFC1918 private address
# schene.

#

# For this exanple, "eth0" is external and "ethl" is internal”
#

# NOTE: If this doesnt EXACTLY fit your configuration, you nust
# change the EXTIF or |INTIF variabl es above. For exanpl e:
#

# | f you are a PPPoE or anal og nodem user

#

# EXTI F=" ppp0"

#

EXTI F="et hO"

| NTI F="et h1"
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echo " External Interface: $EXTIF"
echo " Internal Interface: $INTIF"
eChO n ___ll

# Specify your Static |IP address here or let the script take care of it
# for you.

I f you prefer to use STATIC addresses in your firewalls, un-# out the
static exanple below and # out the dynamc line. |If you don't care,
just leave this section al one.

I f you have a DYNAM C | P address, the rul eset already takes care of
this for you. Please note that the different single and doubl e quote
characters and the script MATTER

DHCP users:

I f you get your TCP/IP address via DHCP, **you will need ** to enable the
#ed out conmmand bel ow underneath the PPP section AND repl ace the word
"ethO" with the nane of your EXTERNAL Internet connection (pppO, ipppO,
etc) on the lines for "ppp-ip" and "extip". You should also note that the
DHCP server can and will change |IP addresses on you. To deal with this,
users should configure their DHCP client to re-run the rc.firewall rul eset
everytime the DHCP | ease i s renewed.

NOTE #1: Sone DHCP clients like the original "punmp" (the newer
versi ons have been fixed) did NOT have the ability to run
scripts after a | ease-renew. Because of this, you need to
replace it with sonething Iike "dhcpcd" or "dhclient".

NOTE #2: The syntax for "dhcpcd" has changed in recent versions.

A der versions used syntax |ike:
dhcpcd -c /etc/rc.d/rc.firewall ethO

Newer versions execute a file called /etc/dhcpc/ dhcpcd-et hO. exe
NOTE #3: For Punp users, put the followng line in /etc/punp.conf:
script /etc/rc.d/rc.firewall
PPP users:

If you aren't already aware, the /etc/ppp/ip-up script is always run when
a PPP connection conmes up. Because of this, we can neke the rul eset go and
get the new PPP I P address and update the strong firewall rul eset.

If the /etc/ppp/ip-up file already exists, you should edit it and add a line
containing "/etc/rc.d/rc.firewall™ near the end of the file.

HHHHHHHHHHHFHFHFFHFFHFRFHFRFHFFHFFFIFFIFFEFIFEEFEFEEEEEEEEEEEH
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all NON-English Linux distributions:

# If you don't already have a /etc/ppp/ip-up sccript, you need to create the
# following link to run the /etc/rc.d/rc.firewall script.

#

# In -s /etc/rc.d/rc.firewall /etc/ppp/ip-up

#

# * You then want to enable the #ed out shell command bel ow *

#

#

# Determne the external |IP automatically:

% S o ocoocoCcoCooOCoCoCoCoOoOCOCOCoCooCoooooooooco

#

# The following line will determ ne your external |P address. This
# line is sonmewhat conplex and confusing but it will also work for
#

#

EXTI P=""3$I FCONFI G $EXTI F | $AWK \
[ $EXTIF/ ' {next}//{split($0,a,":");split(a[2],a," ");print a[1];exit}" "

# For users who wi sh to use STATIC | P addr esses:

#

# # out the EXTIP |line above and un-# out the EXTIP |Iine bel ow
#

#EXTI P="your . st ati c. PPP. addr ess"

echo " External |P;: $EXTIP"

eChO n ___ll

# Assign the internal TCP/IP network and | P address
| NTNET="192. 168. 0. 0/ 24"
| NTI P="192. 168. 0. 1/ 32"

echo " Internal Network: $I NTNET"
echo " Internal I|P; $I NTI P"
echo " ---"

# Setting a few other |ocal variables
#
UNI VERSE="0. 0. 0. 0/ 0"

# Need to verify that all nodul es have all required dependencies
#

echo " - Verifying that all kernel nodul es are ok"
$DEPMOD - a
echo -en " Loadi ng kernel nodules: "
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# Wth the new | PTABLES code, the core MASQ functionality is now either
# modul ar or conpiled into the kernel. This HOMO shows ALL | PTABLES
# options as MODULES. |If your kernel is conpiled correctly, there is
# NO need to | oad the kernel nodul es manually.

#

# NOTE: The followng itens are |listed ONLY for informational reasons.
# There is no reason to nmanual | oad these nodul es unl ess your

# kernel is either ms-configured or you intentionally disabled
# t he kernel nodul e autol oader.

#

# Upon the commands of starting up |IP Masq on the server, the

# foll ow ng kernel nodules will be automatically | oaded:

#

# NOTE: Only load the I P MASQ nodul es you need. All current |IP MASQ
# nodul es are shown bel ow but are commented out from | oadi ng.

# e e e e e e e e e e e e e e e e e
#Load the main body of the | PTABLES nodule - "ip_tables”

# - Loaded automatically when the "iptables" comand is invoked

#

# - Loaded manually to clean up kernel auto-loading timng issues

#

echo -en "ip_tables, "

#

#Verify the nodule isn't loaded. If it is, skip it

#

if [ -z" $LSMOD | $GREP ip_tables | $AWK {'print $1'} " ]; then
$MODPROBE i p_t abl es
fi

#Load the | PTABLES filtering nodule - "iptable filter"

#

# - Loaded automatically when filter policies are activated

#Load the stateful connection tracking framework - "ip_conntrack"

#

# The conntrack nodule in itself does nothing w thout other specific
# conntrack nodul es bei ng | oaded afterwards such as the "ip_conntrack ftp"
# nodul e

#

# - This nodule is | oaded automatically when MASQ functionality is

# enabl ed

#

# - Loaded manually to clean up kernel auto-loading timng issues

#

echo -en "ip_conntrack, "

#
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#Verify the nodule isn't |oaded. If it is, skip it

#

if [ -z " $LSMOD | $GREP ip conntrack | $AWK {'print $1'} " ]; then
$MODPROBE i p_conntrack

fi

#Load the FTP tracking nmechanismfor full FTP tracking

z Enabl ed by default -- insert a "#" on the next line to deactivate

zcho -e "ip_conntrack ftp,

szrify the nodule isn't |oaded. |If it is, skip it

ff [ -z " $LSMOD | $GREP ip conntrack ftp | $AWK {'print $1'} " ]; then
$MODPROBE i p_conntrack_ftp

fi

#Load the IRC tracking nmechanismfor full IRC tracking

z Di sabl ed by default -- insert a "#" on the next fewlines to activate
z echo -en " ip_conntrack_irc, "

§V9rify the nodule isn't |oaded. |If it is, skip it

#

#if [ -z " SLSMOD | $CREP ip _conntrack irc | $AWK {'print $1'} " ]; then

# $MODPROBE i p_conntrack_irc

# fi

#Load the general |PTABLES NAT code - "iptable nat”

# - Loaded automatically when MASQ functionality is turned on

z - Loaded manual ly to clean up kernel auto-loading timng issues
zcho -en "iptable nat, "

§V9rify the nodule isn't loaded. If it is, skip it

#

if [ -z " $LSMOD | $GREP iptable nat | $AWK {'print $1'} " ]; then
$MODPRCOBE i pt abl e_nat
fi

#Loads the FTP NAT functionality into the core | PTABLES code

# Required to support non-PASV FTP.

#

# Enabl ed by default -- insert a "#" on the next line to deactivate
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#

echo -e "ip_nat _ftp"

#

#Verify the nodule isn't loaded. If it is, skip it
#

if [ -z " $LSMOD | $GREP ip nat ftp | $SAWK {'print $1'} " ]; then
$MODPROBE i p_nat _ftp
fi

#Loads the | RC NAT functionality (for DCC) into the core | PTABLES code
#

# DI SABLED by default -- delete the "#" on the next fewlines to activate
#

# echo -e "ip_nat _irc"

#

#Verify the nodule isn't loaded. If it is, skip it

#

#if [ -z " $LSMOD | $GREP ip nat _irc | $SAWK {'print $1'} " ]; then
# $MODPROBE ip_nat _irc
# fi

eChO n __._n

# Just to be conplete, here is a partial list of sonme of the other
# | PTABLES kernel nodules and their function. Please note that npst
# of these nodules (the ipt ones) are automatically | oaded by the

# master kernel nodule for proper operation and don't need to be

# manual | y | oaded.

i p_nat _snnp_basic - this nodule allows for proper NATi ng of sone
SNWP traffic

i pt abl e_mangl e - this target allows for packets to be
mani pul ated for things |ike the TCPMSS
option, etc.

I pt _mar k - this target marks a given packet for future action.
This automatically | oads the ipt_ MARK nodul e

i pt_tcpmss - this target allows to mani pulate the TCP MSS
option for braindead renote firewalls.
This automatically | oads the ipt_ TCPMSS nodul e

ipt _limt - this target allows for packets to be limted to
to many hits per sec/mn/hr

HoH H H H H H H H H H H H H H H H H H H R
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i pt _mul ti port

this match allows for targets within a range
of port nunbers vs. listing each port individually

i pt_state

this match allows to catch packets with various
I P and TCP fl ags set/unset

I pt _uncl ean

this match allows to catch packets that have invalid
| P/ TCP fl ags set

I ptable filter

this nodule allows for packets to be DROPped,
REJECTed, or LOGged. This nodule automatically
| oads the foll ow ng nodul es:

ipt LOG - this target allows for packets to be
| ogged

i pt _REJECT - this target DROPs the packet and returns
a configurable | CVWP packet back to the
sender.

FHEFHFETHFHFHFHFHFHFEHFEHEHHHHHHEH®

:
:

Enable IP forwarding since it is disabled by default since

Redhat Users: you may try changing the options in
/ et c/ sysconfi g/ network from

FORWARD | PV4=f al se
to
FORWARD | PV4=t r ue

FHEHFEHFEHFEHHEH

echo Enabl i ng forwarding.."
echo "1" > /proc/sys/net/ipvd/ip_forward

Dynami c | P users:

I f you get your |P address dynam cally from SLIP, PPP, or DHCP,
enable the followi ng option. This enables dynani c-address hacki ng
whi ch makes the life with Diald and simlar prograns nuch easier.

echo " Enabling Dynam cAddr.."
echo "1" > /proc/sys/net/ipv4/ip_dynaddr

HEHH AR H R R R R R R R R R R R R R R
#

# Enabl e Stronger | P forwardi ng and Masquer adi ng

#

# NOTE: In | PTABLES speak, |IP Masquerading is a form of SourceNAT or SNAT.
#
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NOTE #2: The following is an exanple for an internal LAN address in the
192.168. 0. x network with a 255.255.255.0 or a "24" bit subnet
mask connecting to the Internet on external interface "ethO".
This exanple will MASQ internal traffic out to the Internet
but not allow non-initiated traffic into your internal network.

** Pl ease change the above network nunmbers, subnet mask, and your

HoH o HH W R

#C earing any previous configuration

#

# Unl ess specified, the defaults for | NPUT, OUTPUT, and FORWARD to DROP
#

# You CANNOT change this to REJECT as it isn't a vaild policy setting.
# I f you want REJECT, you nust explictly REJECT at the end of a giving
# | NPUT, OUTPUT, or FORWARD chain

#

echo " Cdearing any existing rules and setting default policy to DROP.."

$I PTABLES - P | NPUT DROP
$I PTABLES - F | NPUT

$I PTABLES - P OQUTPUT DROP
$I PTABLES - F OUTPUT

$I PTABLES - P FORWARD DRCP
$I PTABLES - F FORWARD

$I PTABLES -F -t nat

#Not needed and it will only |oad the unneeded kernel nodul e
#$1 PTABLES -F -t mangl e

#

# Flush the user chain.. if it exists

if [ -n " $IPTABLES -L | $GREP drop-and-log-it " ]; then
$I PTABLES - F drop-and-1og-it

fi

#

# Delete all User-specified chains

$1 PTABLES - X

#

# Reset all | PTABLES counters

$1 PTABLES -Z

#Configuring specific CHAINS for later use in the rul eset

NOTE: Sone users prefer to have their firewall silently
"DROP" packets while others prefer to use "REJECT"
to send | CVWP error nessages back to the renote
machi ne. The default is "REJECT" but feel free to
change this bel ow.

H oH H H H H

# NOTE: Wthout the --1o0g-level set to "info", every single
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# firewall hit will goto ALL vtys. This is a very big
# pai n.
#

echo " Creating a DROP chain.."

$I PTABLES -N reject-and-log-it

$I PTABLES -A reject-and-log-it -j LOG --1og-level info
$I PTABLES -A reject-and-log-it -j REJECT

echo -e "\n - Loadi ng I NPUT rul esets”

HEHARHH TSRS R R R AR AR R AR R AR R AR R AR R H R R R AR R R AR i
# INPUT: Incomng traffic fromvarious interfaces. Al rulesets are

# al ready flushed and set to a default policy of DROP.

#

# | oopback interfaces are valid.
#
$I PTABLES -A INPUT -i lo -s $UNI VERSE -d $UNI VERSE -j ACCEPT

# local interface, |ocal nmachines, going anywhere is valid
#
$I PTABLES -A INPUT -i S$INTIF -s $INTNET -d $UN VERSE -j ACCEPT

# renote interface, claimng to be |ocal machines, |P spoofing, get |ost
#
$I PTABLES - A INPUT -i $EXTIF -s $INTNET -d $UNI VERSE -] reject-and-log-it

external interface, fromany source, for ICW traffic is valid

#
#
# 1If you would Iike your machine to "ping” fromthe Internet,
# enable this next |ine

#

#$1 PTABLES -A INPUT -i $EXTIF -p ICWP -s $UNI VERSE -d $EXTIP -j ACCEPT

renote interface, any source, going to the MASQ servers I P address is valid

ENABLE this line if you want ALL Internet traffic to connect to your
the various servers running on the MASQ server. This includes
web servers, ssh servers, dns servers, etc.

| DON T recommend you enable this rule. Instead, only enable specific
access to select server ports under the "OPTI ONAL | NPUT Section".
An exanpl e of enabling HITP (WMWY has been gi ven bel ow

H o H H H H H H H H

#$| PTABLES -A INPUT -i $EXTIF -s $UN VERSE -d $EXTIP -j ACCEPT
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# Allow any related traffic com ng back to the MASQ server in.

#

# STATEFULLY TRACKED

#

$I PTABLES -A INPUT -i S$EXTIF -s $UNIVERSE -d $EXTIP -mstate --state \
ESTABLI SHED, RELATED -j ACCEPT

# DHCPd - Enable the following lines if you run an | NTERNAL DHCPd server
#

#$1 PTABLES -A INPUT -i S$INTIF -p tcp --sport 68 --dport 67 -j ACCEPT

#$| PTABLES -A INPUT -i $INTIF -p udp --sport 68 --dport 67 -j ACCEPT

# HTTPd - Enable the following lines if you run an EXTERNAL WAV server
#
# NOTE: This is NOT needed for sinply enabling PORTFW This is ONLY

# for users that plan on running Apache on the MASQ server itself
#
#echo -e " - Allow ng EXTERNAL access to the WAV server™

#3| PTABLES -A INPUT -i $EXTIF -mstate --state NEW ESTABLI SHED, RELATED \
# -p tcp -s $UNI VERSE -d $EXTIP --dport 80 -j ACCEPT

# Catch all rule, all other incomng is denied and | ogged.
#
$I PTABLES - A I NPUT -s $UNI VERSE -d $UNI VERSE -j reject-and-log-it

echo -e " - Loadi ng QUTPUT rul esets”

HEHARHR TR AR R R R AR R R AR AR AR R AR H R AR R R R AR R R AR i
# QUTPUT: Qutgoing traffic fromvarious interfaces. Al rulesets are

# al ready flushed and set to a default policy of DROP.

#

# Workaround bug in netfilter

# See http://ww. netfilter.org/security/2002-04-02-icnp-dnat. htm
#

$I PTABLES -A QUTPUT -m state -p icnp --state | NVALID -j DROP

# | oopback interface is valid.
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#
$I PTABLES -A OQUTPUT -0 o -s $UNI VERSE -d $UN VERSE -j ACCEPT

# local interfaces, any source going to local net is valid
#
$I PTABLES - A QUTPUT -0 $INTIF -s $EXTIP -d $I NTNET -j ACCEPT

# |l ocal interface, MASQ server source going to the local net is valid
#
$1 PTABLES -A QUTPUT -0 $INTIF -s $SINTIP -d $I NTNET -j ACCEPT

# outgoing to local net on renpte interface, stuffed routing, deny
#
$I PTABLES - A QUTPUT -0 $EXTIF -s $UNI VERSE -d $I NTNET -j reject-and-log-it

# anything el se outgoing on renote interface is valid
#
$I PTABLES - A QUTPUT -0 $EXTIF -s $EXTIP -d $UN VERSE -j ACCEPT

# DHCPd - Enable the following lines if you run an | NTERNAL DHCPd server
# - Renbve BOTH #s all the #s if you need this functionality.

#

#$1 PTABLES -A OQUTPUT -0 $INTIF -p tcp -s $INTIP --sport 67 \

# -d 255.255. 255. 255 --dport 68 -j ACCEPT

#$1 PTABLES - A OUTPUT -0 $INTIF -p udp -s $INTIP --sport 67 \

# -d 255.255. 255. 255 --dport 68 -j ACCEPT

# Catch all rule, all other outgoing is denied and | ogged.

#

$1 PTABLES - A QUTPUT -s $UNI VERSE -d $UNI VERSE -j reject-and-log-it

echo -e " - Loadi ng FORWARD r ul eset s"

HHHH AR HH R R R R R R R R R R R R iR R
# FORWARD: Enabl e Forwardi ng and thus | PMASQ

#o----- Begi n OPTI ONAL FORWARD Section -----
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i

# Put PORTFW commands here

#

#o----- End OPTI ONAL FORWARD Section -----

echo " - FWD: Allow all connections OUT and only existing/related I N

$I PTABLES - A FORWARD -i $EXTIF -0 $INTIF -m state --state ESTABLI SHED, RELATED \
-j ACCEPT

$| PTABLES -A FORWARD -i $INTIF -0 $EXTIF -j ACCEPT

# Catch all rule, all other forwarding is denied and | ogged.
#
$I PTABLES - A FORMWARD -j reject-and-log-it

echo " - NAT: Enabling SNAT ( MASQUERADE) functionality on $EXTIF"
#

#More |liberal form

#$| PTABLES -t nat -A POSTROUTI NG -0 $EXTIF -j MASQUERADE

#

#Stricter form

$I PTABLES -t nat -A POSTROUTING -0 $EXTIF -j SNAT --to $EXTIP

HEHAR AR TR AR R R R AR R R AR R AR R AR H R AR R R R AR R R A i
echo -e "\nrc.firewall -iptabl es-stronger $FWER done. \ n"

<rc.firewall-iptables-stronger STOP>

To automatically start this stronger firewall ruleset at the proper time, please see the end of the Section 3.4.2 section for
full details. Please make sure you make the correct "rc.firewall-iptables' to "rc.firewall-iptables-stronger” substitutions!!

6.4.2. Stronger IP Firewall (IPCHAINS) rulesets

This section provides a more in-depth guide to using the 2.2.x firewall tool, IPCHAINS. See above sections for
IPFWADM rulesets.

This exampleisfor afirewall/masquerade system behind a PPP link with a static PPP address (dynamic PPP instructions
are included but disabled). The trusted interface is 192.168.0.1 and the PPP interface | P address has been changed to
protect the guilty :-). | have listed each incoming and outgoing interface individually to catch IP spoofing as well as stuffed
routing and/or masquerading. A nything not explicitly allowed is FORBIDDEN (well.. rgjected actualy). If your IP
MASQ box breaks after implementing this rc.firewall script, be sure that you edit it for your configuration and check your /
var/log/messages or /var/adm/messages SY SLOG file for any firewall errors.

For more comprehensive examples of a strong IP Masgueraded |PFWADM rulesets for PPP, Cablemodem users, etc.,
please see TrinityOS - Section 10 and GreatCircle's Firewal WWW page

NOTE #1: --- UPDATE YOUR KERNEL --- Linux 2.2.x kernels less than version 2.2.20 contain severa different

http://www.ecst.csuchi co.edu/~dranch/LINUX/ipmasg/c-html/stronger-firewall-examples.html (13 of 29)5/16/2005 3:10:26 PM


http://www.ecst.csuchico.edu/~dranch/LINUX/index-linux.html#TrinityOS
http://www.greatcircle.com/

Stronger firewall rulesets to run after initial testing

security vulnerabilities (some were MASQ specific). Kernels less than 2.2.20 have afew local vulnerabilities. Kernel
versions lessthan 2.2.16 have a TCP root exploit vulnerability and versions less than 2.2.11 have alPCHAINS
fragmentation bug. Because of these issues, users running a firewall with strong IPCHAINS rulesets are open to possible
instrusion. Please upgrade your kernel to afixed version.

NOTE #2: If you get adynamically assigned TCP/IP address from your ISP (PPP, ADSL, Cablemodems, €tc.), you
CANNOT load this strong ruleset upon booting. You will either need to reload this firewall ruleset EVERY TIME you get
anew | P address or make your /etc/rc.d/rc.firewall ruleset more intelligent. To do this for PPP users, carefully read and un-
comment out the proper linesin the "Dynamic PPP IP fetch" section below. You can also find more detailsin the
TrinityOS - Section 10 doc for more details on Strong rulesets and Dynamic | P addresses.

Please also be awar e that there are several GUI Firewall creation tools available as well. Please see Chapter 7for
full details.

Lastly, if you areusing a STATIC PPP | P address, change the "EXTIF="your.static.PPP.address"" line to reflect your
address.

<rc.firewall-ipchains-stronger START>

#! / bi n/ sh
#
# /etc/rc.d/rc.firewall: An exanple of a Stronger |PCHAINS firewal
# rul eset for 2.2 kernels
#
FW/ER=0. 74s
Log:
0.74s - renaned fromrc.firewall-2.2-stronger to
rc.firewal |l -ipchai ns-stronger to better reflect that this rul eset can
can run on different major kernel versions
- renoved unused SED vari abl e
0. 73s - Added additional conments to make PORTFW configs nore obvi ous

o

.72s - #ed out the rule that would allow all traffic destined for the
MASQ server itself to be accepted. Use the OPTI ONAL | NPUT
section to only allow explicit services.

Fi xed an I NTLAN rule that was allowing traffic from ANY |I P address
instead of the proper INTIP IP address only. This aligns the

| PCHAI NS rul eset with the | PTABLES and | PFWADM r ul eset exanpl es
.71s - rul eset now uses nodprobe instead of insnod

. 70s - Added m ssing execution vari abl es

- fixed a mssing -p tcp for the conmented HTTPd section

0. 65s - Added comments HITPd rules to the | NPUT and OUTPUT secti on

- Added a comment where to insert |PPORTFW comands

0. 60s - Changed the EXTIP conmand to work on NON-English distros

- Updated the CASE of sone of the script variables

HHHHHH
o o
1
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echo -e "\nLoading rc.firewall-ipchai ns-stronger : version $FWER .\n"
# The | ocation of various iptables and other shell prograns

#

# I f your Linux distribution came with a copy of iptables, nost
# likely it is located in /sbin. [If you manually conpiled

# iptables, the default location is in /usr/local/sbin

#

# ** Pl ease use the "whereis iptables" command to figure out

# ** where your copy is and change the path below to refl ect

# ** your setup

#

| PCHAI NS=/ sbi n/ i pchai ns
LSMOD=/ sbi n/ | snod
DEPMOD=/ sbi n/ depnod
MODPROBE=/ sbi n/ nodpr obe
GREP=/ bi n/ gr ep

AVK=/ bi n/ awk

| FCONFI G=/ sbin/ifconfig

PATH=/ sbi n: / bi n: /usr/sbin:/usr/bin
# d obal vari abl es

# ALL PPP and DHCP users nust set this for the correct EXTERNAL and
# |INTERNAL interfaces nanes. Exanples: ethO, pppO, ippp0, etc.

#

EXTI F=" ppp0"

| NTI F="et hO"

# The | NTERNAL | P address

#

| NTI P="192. 168. 0. 1/ 32"

| NTNET="192. 168. 0. 0/ 24"

echo " Internal I|P; $I NTI P"
echo " Internal Network: $I NTNET"

Load all required I P MASQ nodul es

#
#
# NOTE: Only load the I P MASQ nodul es you need. Al current |IP MASQ nodul es
# are shown bel ow but are commented from | oadi ng.

# Needed to initially |Ioad nodul es

#
$DEPMOD - a
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# Supports the proper masqueradi ng of FTP file transfers using the PORT net hod
#
$MODPROBE i p_masq_ftp

# Supports the masqueradi ng of Real Audio over UDP. W thout this nodul e,

# Real Audi o WLL function but in TCP nbde. This can cause a reduction
# in sound quality
#

$MODPROBE i p_nmasq_r audi o

# Supports the masquerading of IRC DCC file transfers
#
#$MODPROBE i p_masq_irc

# Supports the masqueradi ng of Quake and QuakeWrld by default. These nodul es are
# for nultiple users behind the Linux MASQ server. |If you are going to

# play Quake I, Il, and Ill, use the second exanpl e.
#
#
#

NOTE: If you get ERRORs | oading the QUAKE nodul e, you are running an old
----- kernel that has bugs in it. Please upgrade to the newest kernel.

#

#Quake | / QuakeWorld (ports 26000 and 27000)

#$MODPROBE i p_masq_quake

#

#Quake [/11/111 / Quakewrld (ports 26000, 27000, 27910, 27960)

#$MODPROBE i p_masq_quake 26000, 27000, 27910, 27960

# Supports the masqueradi ng of the CuSeene video conferencing software
#
#$MODPROBE i p_nmasq_cuseene

#Supports the masqueradi ng of the VDO |ive video conferencing software
#
#$MODPROBE i p_masq_vdol i ve

#CRI TI CAL: Enable IP forwarding since it is disabled by default

Redhat Users: you may try changing the options in
/ etc/sysconfig/ network from

FORWARD_| PV4=f al se
to
FORWARD _| PV4=t r ue

FHEHFEHFEHFEHEHEH

echo "1" > /[proc/sys/net/ipv4d/ip_forward

#CRI TI CAL: Enable automatic I P defragnentation since it is disabled by default
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in 2.2.x kernels

This used as a conpile-tine option but the behavi or was changed
in 2.2.12. 1t should al so be noted that sonme distributions have
removed this option fromthe /proc table. If this entry isn't
present in your /proc, don't worry about it.

H oHoH B

echo "1" > /proc/sys/net/ipv4d/ip_al ways_defrag

Dynam c | P users:

#
#
# I f you get your |P address dynamcally from SLIP, PPP, or DHCP, enable this
# follow ng option. This enables dynam c-ip address hacking in | P MASQ

# making life with Diald and simlar prograns nmuch easier

#

#

echo "1" > /proc/sys/net/ipv4d/ip_dynaddr

Enabl e the LooseUDP patch which some Internet-based ganes require

#
#
# |If you are trying to get an Internet game to work through your |IP MASQ box,
# and you configured it to the best of your ability without it working, try
# enabling this option (delete the "#" character). This option is disabled
# Dby default due to possible internal machine UDP port scanning

# vulnerabilities.

#

#

echo "1" > /proc/sys/net/ipv4/ip_masqg_udp_dl oose

Specify your Static |IP address here.

I f you have a DYNAM C | P address, you need to make this rul eset recognize
your | P address everytine you get a new IP. To do this, enable the
followi ng one-line script. (Please note that the different single and
doubl e quote characters NMATTER).

#
#
#
#
#
#
#
#
# DHCP users:

# cococcoooooco

# I f you get your TCP/IP address via DHCP, **you will need ** to enable the
#  #ed out conmand bel ow underneath the PPP section AND replace the word

# "ppp0" with the name of your EXTERNAL | nternet connection (ethO, ethl, etc)
# on the lines for "ppp-ip" and "EXTIP'. You should note that the

# DHCP server can change | P addresses on you. To fix this, users should

# configure their DHCP client to re-run the firewall rul eset everytine the

# DHCP | ease i s renewed.

#

#

#

#

NOTE #1: Some DHCP clients |ike the original "pump"” (the newer
versi ons have been fixed) did NOT have the ability to run
scripts after a | ease-renew. Because of this, you need to
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replace it with sonething Iike "dhcpcd" or "dhclient".
NOTE #2: The syntax for "dhcpcd" has changed in recent versions.

O der versions used syntax |ike:
dhcpcd -c /etc/rc.d/rc.firewall ethO

Newer versions use syntax |ike:
dhcpcd ethO /etc/rc.d/rc.firewall

NOTE #3: For Punp users, put the followng line in /etc/punp.conf:
script /etc/rc.d/rc.firewall
PPP users:

get the new PPP I P address and update the strong firewall rul eset.

containing "/etc/rc.d/rc.firewall"™ near the end of the file.

following link to run the /etc/rc.d/rc.firewall script.
In -s /etc/rc.d/rc.firewall /etc/ppp/ip-up

* You then want to enabl e the #ed out shell conmmand bel ow *

Determ ne the external |P automatically:

The following line wll determ ne your external |P address. This
line is somewhat conpl ex and confusing but it will also work for
all NONEnglish Linux distributions.

Make sure the EXTIF vari abl e above is set to reflect the nane
of your Internet connection

HHEHFEHHHHHHHHFHHFHHFHEHFHFHFHFFHFRFHFRFHFRFHFRFHFRIFFREFEFREFEEEEEHE

EXTI P=""3I FCONFI G $EXTI F | $AWK \
| $EXTI F/ ' {next}//{split($0,a,":");split(a[2],a," ");print a[1];exit}"' "

MASQ ti meout s

2 hrs timeout for TCP session timeouts
10 sec tineout for traffic after the TCP/IP "FIN' packet is received
60 sec tineout for UDP traffic (MASQ ed | CQ users nust enable a 30sec

H H BB
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# firewall timeout in 1CQitself)
#
$I PCHAINS -M -S 7200 10 60

T S T T T T A r R i i o T S R T A T T i i i i i i i i i o

# Incom ng, flush and set default policy of reject. Actually the default policy

# is irrelevant because there is a catch all rule with deny and | og.
#

$I PCHAI NS - F i nput

$I PCHAINS -P input REJECT

# local interface, |ocal nmachi nes, going anywhere is valid
#
$IPCHAINS -A input -i $INTIF -s $INTNET -d 0.0.0.0/0 -j ACCEPT

# renote interface, claimng to be |ocal machines, |IP spoofing, get |ost

#

$IPCHAINS -A input -i $EXTIF -s $INTNET -d 0.0.0.0/0 -1 -j REJECT
renote interface, any source, going to the MASQ servers I P address is valid
ENABLE this line if you want ALL Internet traffic to connect to your

t he various servers running on the MASQ server. This includes
web servers, ssh servers, dns servers, etc.

access to select server ports under the "OPTI ONAL | NPUT Section".

#
#
#
#
#
#
# | DON T recomrend you enable this rule. Instead, only enable specific
#
# An exanple of enabling HITP (WMWY has been given bel ow

#

#

#

$IPCHAINS -A input -i $EXTIF -s 0.0.0.0/0 -d $EXTIP/ 32 -j ACCEPT

# | oopback interface is valid.

#

$IPCHAINS -A input -i 1o -s 0.0.0.0/0 -d 0.0.0.0/0 -j ACCEPT
#o----- Begi n OPTI ONAL | NPUT Section -----

#

# HTTPd - Enable the following lines if you either run a WNWVserver on

# the | PMASQ server -OR- plan on PORTFWing HTTP traffic to
# an internal W\W server
#

#$1 PCHAINS -A input -i $EXTIF -p tcp -s 0.0.0.0/0 -d $EXTIP 80 -j ACCEPT
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# catch all rule, all other incomng is denied and | ogged. pity there is no
# log option on the policy but this does the job instead.

#

$IPCHAINS -A input -s 0.0.0.0/0 -d 0.0.0.0/0 -1 -j REJECT

RHEHHHHHHH BB BB RRHHHHH R R TR R R R R R R R R R R
# Qutgoing, flush and set default policy of reject. Actually the default policy
# is irrelevant because there is a catch all rule with deny and | og.

#

$I PCHAI NS - F out put

$I PCHAI NS - P out put REJECT

# |l ocal interface, MASQ server source going to the local net is valid
#
$I PCHAINS - A output -i S$INTIF -s $INTIP -d $I NTNET -] ACCEPT

# outgoing to local net on renpote interface, stuffed routing, deny
#
$I PCHAINS - A output -i $EXTIF -s 0.0.0.0/0 -d $INTNET -1 -j REJECT

# outgoing fromlocal net on renote interface, stuffed masqueradi ng, deny
#
$I PCHAINS - A output -i $EXTIF -s $INTNET -d 0.0.0.0/0 -1 -j REJECT

# anything el se outgoing on renote interface is valid
#
$I PCHAINS - A output -i $EXTIF -s $EXTIP/32 -d 0.0.0.0/0 -j ACCEPT

# | oopback interface is valid.

#

$I PCHAINS -A output -i 1o -s 0.0.0.0/0 -d 0.0.0.0/0 -j ACCEPT
#o----- Begi n OPTI ONAL QUTPUT Section -----

#

# HTTPd - Enable the followng lines if you either run a WWVserver on

# the | PMASQ server -OR- plan on PORTFWing HTTP traffic to
# an internal WA server
#

#$1 PCHAINS - A output -i $EXTIF -p tcp -s $EXTIP 80 -d 0.0.0.0/0 -j ACCEPT

#o----- End OPTI ONAL QUTPUT Section -----

# catch all rule, all other outgoing is denied and | ogged. pity there is no
# log option on the policy but this does the job instead.

#

$I PCHAINS -A output -s 0.0.0.0/0 -d 0.0.0.0/0 -1 -j REJECT

http://www.ecst.csuchi co.edu/~dranch/LINUX/ipmasg/c-html/stronger-firewall-examples.html (20 of 29)5/16/2005 3:10:26 PM



Stronger firewall rulesets to run after initial testing

HEHH AR H R R R R R R R R R R R R R R

# Forwarding, flush and set default policy of deny. Actually the default policy
# is irrelevant because there is a catch all rule with deny and | og.

#

$I PCHAINS -F forward

$I PCHAI NS - P forward DENY

# ----- Begi n OPTI ONAL FORWARD Section -----
#

# Put PORTFW conmands her e

#

# ----- End OPTI ONAL FORWARD Section -----

# Masquerade from |l ocal net on local interface to anywhere.

gl PCHAINS -A forward -i $EXTIF -s $INTNET -d 0.0.0.0/0 -j MASQ

z catch all rule, all other forwarding is denied and | ogged. pity there is no
# log option on the policy but this does the job instead.

ZI PCHAINS -A forward -s 0.0.0.0/0 -d 0.0.0.0/0 -1 -j REJECT

#End of fil e.

<rc.firewall-ipchains-stronger STOP>

To automatically start this stronger firewall ruleset at the proper time, please see the end of the Section 3.4.2 section for
full details. Please make sure you make the correct "rc.firewall-ipchains' to "rc.firewall-ipchains-stronger” substitutions!!

With IPCHAINS, you can block traffic to a particular site using the "input"”, "output”, and/or "forward" rules. Remember
that the set of rules are scanned from top to bottom and "-A" tells IPCHIANS to "append" this new rule to the existing set
of rules. So with thisin mind, any specific restrictions need to come before any global rules. For example:

Using "input” rules:

Probably the fastest and most efficient method to block traffic, but this method only stops the MA SQed machines and
NOT the firewall machineitself. Of course, you might want to allow that combination.

Anyway, to block 204.50.10.13:
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In the /etc/rc.d/rc.firewall rul eset:
start of "input" rules ...

# reject and log local interface, |ocal machines going to 204.50.10. 13

#
I pchains -A input -s 192.168.0.0/24 -d 204.50.10.13/32 -1 -j REJECT

# local interface, |ocal nachines, going anywhere is valid
#
i pchains -A input -s 192.168.0.0/24 -d 0.0.0.0/0 -1 -j ACCEPT

end of "input" rules ...

Using "output” rules:

Thisisthe slower method to block traffic because the packets must go through masquerading before they are dropped. Y et,
this rule even stops the firewall machine from accessing the forbidden site.

... Start of "output"” rules ... # rgject and log outgoing to 204.50.10.13 # ipchains -A output -s $ppp_ip/32 -d
204.50.10.13/32 -I -j REJECT # anything el se outgoing on remote interface is valid # ipchains -A output -s $ppp_ip/32 -d
0.0.0.0/0 -l -} ACCEPT ... end of "output” rules...

Using "forward" rules:

Probably slower than "input" rules for blocking traffic, this only stops masqueraded machines (e.g. internal machines). The
firewall machine can still reach forbidden site(s).

... start of "forward" rules ... # Rgject and log from local net on PPP interface to 204.50.10.13. # ipchains -A forward -i
ppp0 -s 192.168.0.0/24 -d 204.50.10.13/32 -| -j REJECT # Masqguerade from local net on local interface to anywhere. #
ipchains -A forward -i ppp0 -s 192.168.0.0/24 -d 0.0.0.0/0 -j MASQ ... end of "forward" rules ...

No need for aspecia rule to allow machines on the 192.168.0.0/24 network to go to 204.50.11.0. Why? It is already
covered by the global MASQ rule.

NOTE: Unlike IPFWADM, IPCHIANS has only one way of coding the interfaces name. IPCHAINS uses the "-i ethQ"
option where as IPFWADM had both "-W" for the interface name and "-V" for the interface's | P address.

6.4.3. Stronger IP Firewall (IPFWADM) Rulesets

This section provides a more in-depth guide on using the 2.0.x firewall tool, IPFWADM. See below for IPCHAINS rulesets

This exampleisfor afirewall/masguerade system behind a PPP link with a static PPP address (dynamic PPP instructions
are included but disabled). The trusted interface is 192.168.0.1 and the PPP interface | P address has been changed to
protect the guilty :). | have listed each incoming and outgoing interface individually to catch | P spoofing as well as stuffed
routing and/or masquerading. Anything not explicitly allowed is FORBIDDEN (well.. rgjected, actualy). If your IP
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MASQ box breaks after implementing this rc.firewall script, be sure that you edit it for your configuration and check your /
var/log/messages or /var/adm/messages SY SLOG file for any firewall errors.

For more comprehensive examples of a strong IP Masgueraded |PFWADM rulesets for PPP, Cablemodem users, etc.,
please see TrinityOS - Section 10 and GreatCircle's Firewall WWW page

NOTE: If you get adynamically assigned TCP/IP address from your |SP (PPP, ADSL, Cablemodems, €tc.), you
CANNOT load this strong ruleset upon boot. Y ou will either need to reload this firewall ruleset EVERY TIME you get a
new | P address or make your /etc/rc.d/rc.firewall ruleset more intelligent. To do this for PPP users, carefully read and un-
comment out the proper linesin the "Dynamic PPP I P fetch" section below. Y ou can also find more details on Strong
rulesets and Dynamic IP addresses in the TrinityOS - Section 10 docs.

Please also be awar e that there are several GUI Firewall creation tools available aswell. Please see Chapter 7for
full details.

Lastly, if you areusing a STATIC PPP | P address, change the "ppp_ip="your.static.PPP.address"" line to reflect your
address.

<rc.firewall-ipfwadm-stronger START>

#! / bi n/ sh

#

# /etc/rc.d/rc.firewall: An exanple of a sem - STRONG | PFWADM firewal | rul eset
# for 2.0 kernels

#

FW/ER=0. 73s

#

# Log:

# 0.73s - renaned fromrc.firewall-2.0-stronger to

# rc.firewal | -i pf wadm stronger

#

# 0.72s - #ed out the rule that would allow all traffic destined for the
# MASQ server itself to be accepted. Use the OPTI ONAL | NPUT

# section to only allow explicit services.

PATH=/ sbi n: / bi n: /usr/sbin:/usr/bin

testing, wait a bit then clear all firewall rules.
uncomment the followng Iines if you want the firewall to automatically
di sabl e after 10 m nutes.

(sl eep 600; \
i pfwadm -1 -f; \

#

#

#

#

# Disabl ed by default

#

#

#

# ipfwadm -1 -p accept; \
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# i pfwadm -0 -f; \

# i pfwadm -O -p accept; \

# ipfwadm -F -f; \

# ipfwadm -F -p accept; \

#) &

# Load all required I P MASQ nodul es

#

# NOTE: Only load the I P MASQ nodul es you need. Al current |IP MASQ nodul es
# are shown bel ow but are commented from | oadi ng.

# Needed to initially | oad nodul es

/ sbi n/ deprod -a

# Supports the proper masqueradi ng of FTP file transfers using the PORT net hod
7sbin/nndprobe i p_masqg_ftp

# Supports the masqueradi ng of Real Audio over UDP. W thout this nodul e,

# Real Audi o WLL function but in TCP nbde. This can cause a reduction
# in sound quality
#

#/ sbi n/ nodpr obe i p_nmasq_raudi o

# Supports the masquerading of IRC DCC file transfers
#
#/ sbi n/ nodprobe i p_masqg_irc

# Supports the masqueradi ng of Quake and QuakeWsrld by default. This nodules is
# for nultiple users behind the Linux MASQ server. |If you are going to

# play Quake I, Il, and Ill, use the second exanpl e.

#

# NOTE: |If you get ERRORs | oading the QUAKE nodul e, you are running an old
#o----- kernel that has bugs in it. Please upgrade to the newest kernel.

#

#Quake | / QuakeWorld (ports 26000 and 27000)

#/ sbi n/ modpr obe i p_nmasq_quake

#

#Quake I/11/111 / QuakeWdrld (ports 26000, 27000, 27910, 27960)
#/ sbi n/ nodpr obe i p_masq_quake 26000, 27000, 27910, 27960

# Supports the masqueradi ng of the CuSeene video conferencing software
#
#/ sbi n/ modpr obe i p_nmasqg_cuseene

#Supports the masqueradi ng of the VDO live video conferencing software
#
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#/ sbi n/ modpr obe i p_masqg_vdolive

#CRITI CAL: Enable IP forwarding, since it is disabled by default
#

# Redhat Users: you may try changing the options in /etc/sysconfig/
net wor k

# from

#

# FORWARD | Pv4=f al se

# to

# FORWARD | PV4=t r ue

#

echo "1" > /proc/sys/net/ipvd/ip_forward
#CRI TI CAL: Enable automatic IP defragnenting since it is disabled by default
in 2.2.x kernels

This used to be a conpile-tinme option but the behavior was changed
in 2. 2.12

H H B HH®

echo "1" > /proc/sys/net/ipv4d/ip_al ways_defrag

Dynam c | P users:

#
#
# I f you get your |P address dynamcally from SLIP, PPP, or DHCP, enable this
# follow ng option. This allows dynam c-ip address hacking in | P MASQ

# making the life with Diald and sim | ar prograns nuch easier

#

#

echo "1" > /proc/sys/ net/ipv4d/ip_dynaddr

Specify your Static |IP address here.

I f you have a DYNAM C | P address, you need to make this rul eset understand
your | P address everytine you get a new IP. To do this, enable the
followi ng one-line script. (Please note that the different single and
doubl e quote characters MATTER)

#

#

#

#

#

#

#

#

# DHCP users:
#

# I f you get your TCP/IP address via DHCP, **you will need ** to enable the
#  #ed out command bel ow underneath the PPP section AND replace the word

# "ppp0" with the name of your EXTERNAL | nternet connection (ethO, ethil,

# etc). It should be also noted that the DHCP server can change | P

# addresses on you. To fix this, users should configure their DHCP client
# tore-run the firewall ruleset everytinme the DHCP | ease is renewed.

#
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NOTE #1: Some DHCP clients |ike the ol der version of "punp" (the newer
ver si ons have been fixed) did NOT have the ability to run
scripts after a | ease-renew. Because of this, you need to
replace it with sonething Iike "dhcpcd" or "dhclient".

NOTE #2: The syntax for "dhcpcd"” has changed in recent versions.

O der versions used syntax |ike:
dhcpcd -c /etc/rc.d/rc.firewall ethO

Newer versions use syntax |ike:
dhcpcd ethO /etc/rc.d/rc.firewal

NOTE #3: For Punp users, put the following line in /etc/punp.conf:
script /etc/rc.d/rc.firewal
PPP users:

If you aren't already aware, the /etc/ppp/ip-up script is always run when
a PPP connection conmes up. Because of this, we can nmake the rul eset go
and get the new PPP I P address and update the strong firewall ruleset.

If the /etc/ppp/ip-up file already exists, you should edit it and add a |ine
containing "/etc/rc.d/rc.firewall"™ near the end of the file.

If you don't already have a /etc/ppp/ip-up sccript, you need to create the
followwng link to run the /etc/rc.d/rc.firewall script.

In -s /etc/rc.d/rc.firewall /etc/ppp/ip-up

* You then want to enabl e the #ed out shell command bel ow *

PPP and DHCP User s:

Renove the # on the line below and place a # in front of the line after that.

HHHHHHHHHHHHHFHEHFHFAFHFFHFHFRFHFRFHFRFHFRFFRIFFREFEFEEEEHRE

#ppp_i p=""/sbin/ifconfig pppO | grep 'inet addr' | awk '{print $2}' | sed -e 's/.
[

#

ppp_i p="your. stati c. PPP. addr ess"

# MASQ ti nmeouts

#

# 2 hrs timeout for TCP session timeouts

# 10 sec tinmeout for traffic after the TCP/IP "FIN' packet is received
#

#

#

60 sec tineout for UDP traffic (MASQ ed | CQ users nust enable a 30sec
firewall timeout in ICQitself)
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/ sbin/ipfwadm-M -s 7200 10 60

HHHH AR R R S R R R R R R R R R
# Incom ng, flush and set default policy of reject. Actually the default policy
# is irrelevant because there is a catch all rule with deny and | og.

#

/ sbin/ipfwadm -1 -f

/ sbin/ipfwadm -1 -p reject

# local interface, |ocal machi nes, going anywhere is valid
#
/sbin/ipfwadm -1 -a accept -V 192.168.0.1 -S 192.168.0.0/24 -D 0.0.0.0/0

# renote interface, claimng to be |ocal machines, |IP spoofing, get |ost
#
/sbin/ipfwadm -1 -a reject -V $ppp_ip -S 192.168.0.0/24 -D 0.0.0.0/0 -0

renote interface, any source, going to the MASQ servers |IP address is valid

ENABLE this line if you want ALL Internet traffic to connect to your
t he various servers running on the MASQ server. This includes
web servers, ssh servers, dns servers, etc.

| DON' T recomend you enable this rule. |Instead, only enable specific
access to select server ports under the "OPTI ONAL | NPUT Section".
An exanpl e of enabling HITP (WMWY has been given bel ow

HFHEHFEHFHFHEHHEHEHEH

#/ sbin/ipfwadm -1 -a accept -V $ppp_ip -S 0.0.0.0/0 -D $ppp_i p/ 32

# | oopback interface is valid.
#
/sbin/ipfwadm -1 -a accept -V 127.0.0.1 -S 0.0.0.0/0 -D 0.0.0.0/0

# catch all rule, all other incomng is denied and | ogged. pity there is no
# |l og option on the policy but this does the job instead.

#

/sbin/ipfwadm -1 -a reject -S 0.0.0.0/0 -D 0.0.0.0/0 -0

HEHH AR H R R R R R R R R R R R R R R R
# Qutgoing, flush and set default policy of reject. Actually the default policy
# is irrelevant because there is a catch all rule with deny and | og.

#

[ sbin/ipfwadm -O -f

/ sbin/ipfwadm-0O -p reject
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# local interface, MASQ server source going to the local net is valid
#
/ sbin/ipfwadm -O -a accept -V 192.168.0.1 -S 0.0.0.0/0 -D 192.168. 0.0/ 24

# outgoing to local net on renote interface, stuffed routing, deny
#
/sbin/ipfwadm-0O -a reject -V $ppp_ip -S 0.0.0.0/0 -D 192.168.0.0/24 -0

# outgoing fromlocal net on renote interface, stuffed masqueradi ng, deny
#
/sbin/ipfwadm -O -a reject -V $ppp_ip -S 192.168.0.0/24 -D 0.0.0.0/0 -0

# outgoing fromlocal net on renpote interface, stuffed nmasqueradi ng, deny
#
/sbin/ipfwadm -O -a reject -V $ppp_ip -S 0.0.0.0/0 -D 192.168.0.0/24 -0

# anything el se outgoing on renote interface is valid
#
/ sbin/ipfwadm -O -a accept -V $ppp_ip -S $ppp_ip/32 -D 0.0.0.0/0

# | oopback interface is valid.
#
/ sbin/ipfwadm -0 -a accept -V 127.0.0.1 -S 0.0.0.0/0 -D 0.0.0.0/0

# catch all rule, all other outgoing is denied and | ogged. pity there is no
# log option on the policy but this does the job instead.

#

/sbin/ipfwadm-O -a reject -S 0.0.0.0/0 -D0.0.0.0/0 -0

HEHH AR H R R R R R R R R R R R R R R
# Forwarding, flush and set default policy of deny. Actually the default policy
# is irrelevant because there is a catch all rule with deny and | og.

#

/ sbin/ipfwadm -F -f

/ sbin/ipfwadm-F -p reject

# Masquerade fromlocal net on local interface to anywhere.

7sbin/ipfmadn1-F -a masquerade -Wppp0 -S 192.168.0.0/24 -D 0.0.0.0/0

i catch all rule, all other forwarding is denied and | ogged. Pity there is no
# |l og option on the policy but this does the job instead.

7sbin/ipfmadn1-F -areject -S0.0.0.0/0 -D0.0.0.0/0 -0

#End of fil e.

<rc.firewall-ipfwadm-stronger STOP>
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To automatically start this stronger firewall ruleset at the proper time, please see the end of the Section 3.4.3 section for
full details. Please make sure you make the correct "rc.firewall-ipfwadm" to "rc.firewall-ipfwadm-stronger" substitutions!!

With IPFWADM, you can block traffic to a particular site using the -1, -O or -F rules. Remember that the set of rules are
scanned top to bottom and "-a" tells IPFWADM to "append"” this new rule to the existing set of rules. So with thisin mind,
any specific restrictions need to come before global rules. For example:

Using -1 (input ) rules:

Probably the fastest and most efficient method to block traffic but it only stops the MASQed machines, and NOT the the
firewall machineitself. Of course, you might want to allow that combination.

Anyway, to block 204.50.10.13:

In the /etc/rc.d/rc.firewall ruleset: ... start of -1 rules ... # regject and log local interface, local machines going to
204.50.10.13 # /sbin/ipfwadm -1 -argect -V 192.168.0.1 -S 192.168.0.0/24 -D 204.50.10.13/32 -0 # local interface, local
machines, going anywhere is valid # /sbin/ipfwadm -1 -a accept -V 192.168.0.1 -S 192.168.0.0/24 -D 0.0.0.0/0 ... end of -I
rules...

Using -O (output) rules:

Thisisthe slower method to block traffic because the packets go through masquerading first before they are dropped. Y et,
this rule even stops the firewall machine from accessing the forbidden site.

... start of -O rules ... # rgject and log outgoing to 204.50.10.13 # /shin/ipfwadm -O -argject -V $ppp_ip -S $ppp_ip/32 -D
204.50.10.13/32 -0 # anything el se outgoing on remote interface is valid # /sbin/ipfwadm -O -a accept -V $ppp_ip -S
$ppp_ip/32 -D 0.0.0.0/0 ... end of -Orrules...

Using -F (forward) rules:

Probably slower than -I (input) rulesfor blocking traffic, this still only stops masqueraded machines (e.g. internal
machines). The firewall machine can still reach forbidden site(s).

... Start of -F rules ... # Reject and log from local net on PPP interface to 204.50.10.13. # /sbin/ipfwadm -F -areject -W
ppp0 -S 192.168.0.0/24 -D 204.50.10.13/32 -0 # Masquerade from local net on local interface to anywhere. # /sbin/
ipfwadm -F -a masquerade -W ppp0 -S 192.168.0.0/24 -D 0.0.0.0/0 ... end of -F rules ...

Thereisno need for a special rule to allow machines on the 192.168.0.0/24 network to go to 204.50.11.0. Why? It is
already covered by the global MASQ rule.

NOTE: Thereis more than one way of coding the interfacesin the above rules. For example instead of "-V 192.168.255.1"
you can code "-W ethQ", instead of "-V $ppp_ip" , you can use "-W ppp0". The "-V" method was phased out with the
imgration to IPCHAINS, but for IPFWADM users, its more of a personal choice and documentation.

Prev Home Next
Supported Client Software and Up IP Masquerading multiple
Other Setup Notes internal networks
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6.5. IP Masquerading multiple internal networks

Masquerading more than one internal network isfairly simple. Y ou need to first make sure that all of your networks are running
correctly (both internal and external). Y ou then need to enable traffic to pass to both the other internal interfaces and to be
MASQed to the Internet.

Next, you need to enable Masquerading on the INTERNAL interfaces. This example uses atotal of THREE interfaces: EXTIF
stands for the ethO interface which is the EXTERNAL connection to the Internet. INTIF stands for the ethl interface and is the
192.168.0.0 network. Finally, INTIF2 stands for the eth2 interface and is the 192.168.1.0 network. Both INTIF and INTIF2 will
be MASQed out of interface ethO or EXTIF. In your rc.firewall ruleset next to the existing MASQ at the very end of the ruleset,
add the following:

6.5.1. iptables support for multiple internal lans

2.6.x and 2.4.x kernels with | PTABLES
#Enabl e internal i nterfaces to communi cati on bet ween each ot her

$I PTABLES - A FORWARD -i $EXTIF -0 $INTIF2 -m state --state ESTABLI SHED, RELATED \

-j ACCEPT
$| PTABLES - A FORWARD -i S$INTIF -0 $INTIF2 -mstate --state ESTABLI SHED, RELATED \
-j ACCEPT
$1 PTABLES - A FORWARD -i S$INTIF2 -0 $INTIF -mstate --state ESTABLI SHED, RELATED \
-j ACCEPT

$I PTABLES -t nat -A POSTROUTING -0 $EXTIF -j SNAT --to $EXTIP
6.5.2. ipchains support for multiple internal lans

2.2.x kernels with | PCHAI NS
#Enabl e internal interfaces to conmuni cati on bet ween each ot her
$IPCHAINS -A forward -i ethl -d 192.168.0.0/24 -j ACCEPT
$IPCHAINS -A forward -i eth2 -d 192.168.1.0/24 -j ACCEPT

#Enabl e internal interfaces to MASQ out to the Internet

$I PCHAINS -A forward -j MASQ -i ethO -s 192.168.0.0/24 -d

0.0.0.0/0
$IPCHAINS -A forward -j MASQ -i ethO -s 192.168.1.0/24 -d 0.0.0.0/0

6.5.3. ipfwadm support for multiple internal lans
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2.0.x kernels wth | PFWADM
#Enabl e internal interfaces to communi cati on between each ot her
[ sbin/ipfwadm -F -a accept -V 192.168.0.1 -D 192.168.1.0/ 24
[ sbin/ipfwadm -F -a accept -V 192.168.1.1 -D 192.168.0.0/ 24

#Enabl e internal interfaces to MASQ out to the I|nternet
/sbin/ipfwadm -F -a masq -WethO -S 192.168.0.0/24 -D 0.0.0.0/0
/sbin/ipfwadm -F -a masq -WethO -S 192.168.1.0/24 -D 0.0.0.0/0

Please note that it is CORRECT to have "eth0" specified multiple times for the exmples shown above. The reason for thisisthe
Linux kernel needsto know which interface is used for OUTGOING traffic. Since ethO in the above examplesis the Internet
connection, it islisted for each internal interface.

Prev Home Next

Stronger firewall rulesetsto run IP Masquerade and Dial-on-
after initial testing Demand Connections
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Linux IP Masquerade HOWTO
Chapter 6. Other IP Masquerade I ssues and Software Support Next

6.6. IP Masquerade and Dial-on-Demand
Connections

1.

w

If you would like to setup your network to automatically dial up the Internet, either the Diald
demand dial-up or new versions of the PPPd packages will be of great utility. Both Diald and
PPPd are very powerful in their configuration flexibility.

To setup PPPd for Dial-on-Demand, pease check out the PPPd Homepage

To setup Diad, please check out the Diald Homepage or TrinityOS - Section 23

Once Dia on Demand and | P Masqg have been setup properly, any MASQed client machines that
initiate aweb, telnet or ftp session will make the Linux box dynamically bring up its Internet link.
Thereisatimeout that will occur with the first connection. Thisisinevitable if you are using
analog modems. The time taken to establish the modem link and the PPP connections may cause
your client program (WWW browser, etc.) to stop. Thisisn't common though. If this does
happen, just retry that Internet traffic request (say a WWW page) again and it should come up
fine. You can also try setting echo " 1" > /proc/sys/net/ipv4/ip_dynaddr kernel option to help
with thisinitial setup.

Prev

Home Next
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6.7. IPPORTFW, IPMASQADM, IPAUTOFW, REDIR,
UDPRED, and other Port Forwarding tools

IPPORTFW, IPAUTOFW, REDIR, UDPRED, and other programs are generic TCP and/or UDP port forwarding tools
for Linux IP Masguerade (for < 2.4 kernels). These tools are typically used with or as a replacement for specific IP
MASQ modulesto get a specific network traffic through the MASQ server.

With port forwarders, you can redirect data connections from the Internet to an internal, privately addressed machine
behind your IP MASQ server. This forwarding ability includes network protocols such as TELNET, WWW, SMTP,
FTP (with a special patch - see below), ICQ, and many others.

NOTE: If you are just looking to do simple port forwarding but you don't need Masquerading support, you don't have
any choice. Youwill STILL NEED to enable IP Masguerading support in the kernel AND either run alPTABLES,
IPCHAINS, or IPFWADM ruleset to be able to use Linux's port forwarding tools.

So why all the different choices? MARK (MFW), IPMASQADM (PORTFW or AUTOFW), IPPORTFW,
IPAUTOFW, REDIR, and UDPRED (al URLs arein Section 3.2.3) were the various tools available to IP MASQ
usersto allow thistype of functionality. Later, as the Linux |P Masguerade feature matured, many of these tools were
eventually replaced by the PORTFW and MARK systems which are more intelligent solutions.

In recent 2.2.x kernels, the IPMASQADM tool combined the IPAUTOFW and IPPORTFW 2.0.x kernel toolsinto one
binary. Both the IPMASQADM tool and IPTABLES also supports a new mechanism called "MARK" or MFW. The
MARK system works where a specific IPTABLES or IPCHAINS ruleset would match a given packet sequence. Once
matched, the tool would "mark” these packets. Later, the IPMASQADM tool or a specific IPTABLE "table" could be
instructed to change these packets as needed and forward them off to their desired destination. Currently, this
HOWTO doesn't cover the MARK solution but it will in the near future.

Anyway, because of the availablity of the newer tools, it is*HIGHLY DISCOURAGED?* to use the old tools such as
IPAUTOFW (even AUTOFW in IPMASQADM) and REDIR because they don't properly notify the Linux kernel of
their presence and can ultimately CRASH your Linux server with extreme use.

NOTE #2: With enabling PORTFW functionality in ANY 2.2/2.0 Linux kernel (not 2.4.x), inter nal machines
typically CANNOT usethe same" external” PORTFWed | P addressto access a given internal” machine. To
put it another way, PORTFW was only intended to be used with "external" computers on the Internet. If thisis an
issue for you, you can also implement the REDIR tool for 2.2.x and 2.0.x kernelsto let internal machines get
redirected to the internal serverstoo. The 2.4.x kernels running IPTABLES solves thisissue once and for al and is
covered inaFAQ entry in Section 7.19. If you would like atechnical explination on why this internal/external
forwarding doesn't work, please page down towards the bottom of the 2.2.x PORTFW section for a note from Juan
Jose Ciarlante.

NOTE #3: The forwarding of FTP server traffic to an internal MASQed FTP server, known as PORTFW FTP, is
now fully supported in the 2.4.x kernels aswell asinthe 2.2.x kernelsviaa BETA version FTP kernel module (does
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NOT come with the stock Linus kernels). It should also be noted that you can also PORTFW FTP traffic using an
external FTP proxy program (not covered in this HOWTO). It should be noted that the Beta 2.2.x FTP kernel module
codeis still experimental and some people get better results ssmply using ACTIVE FTP sessions compared to
PASSIVE connections. Interestingly enough, other people have seen the exact opposite behavior. Please let us know
what your results are like. More about thisis covered below in both the 2.2.x and 2.0.x sections as the solutions
require the use of different patches.

WARNING! Before jumping right into installing ANY of these tools, it needs to be mentioned that network security
can be an issue with ANY PORT FORWARD tool. The reason for this is because these tools basically create aholein
strong packet firewalls for the required TCP/UDP ports. Though this doesn't pose any threat to your Linux machine, it
might be an issue to the PORTFW'ed internal machine(s). No worries though, thisis what Steven Clarke (the author of
IPPORTFW) had to say about that:

"Port Forwarding is only called wi thin masqueradi ng functions so it

fits inside the sane | PFWADM | PCHAI NS rul es. Masquerading i s an extension
to

| P forwardi ng. Therefore, ipportfw only sees a packet if it fits

both the input and masqueradi ng i pfwadmrule sets.”

What that meansin English isthat if you have a strong packet firewall running, PORTFW doesn't directly bypass any
of that security. You will still be ableto allow or deny specific |Ps and/or domains to this new PORTFW'ed resource if
you so wish.

With this said, it'simportant to have a strong firewall ruleset. Please see Section 6.4.1, Section 6.4.2, and Section 6.4.3
for more details on getting strong rulesets.

. 2.4.x kernels users should be ready to go for PORTFW functionality. 2.2.x and 2.0.x kernel kernel users will
need to re-compile the Linux kernel to support PORTFW. It should be noted that some Linux distribution
kernels might have this already done for you.

. Modern 2.2.x kernel users will aready have the PORTFW kernel option available to them via the normal
kernel "make" procedures.

. 2.0.x userswill need to apply asimple kernel option patch to have access to then enable this via the normal
kernel "make" procedures.

6.7.1. 2.4.x PORTFWD'ing: Using IPTABLE's PREROUTING option for
2.4.x kernels

Unlike ALL previous Linux kernels, the 2.4.x series now allows for full PORTFW, PORTFW FTP, and PORTFW
REDIR functionality within the "iptables’ tool itself.

NOTE: Once you enable a port forwarder on say port 80 (forward WWW traffic through the MASQ server to an
internal WWW server), that port will no longer be used by the Linux IP Masquerade server itself. To be more specific,
if you have aWWW server already running on the MASQ server, enabling PORTFW will now give al Internet users
acces to the WWW pages from the -INTERNAL- WWW server and not the pages on your |IP MASQ server.
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To enable port forwarding on a2.4.x kernel:

. Edit the /etc/rc.d/rc.firewall-iptables ruleset and place the lines shown below just ABOVE the"FWD: Al | ow
all connections OQUT and only existing and rel ated ones | N'line(inthe"Optional
FORWARD section"). Please be sur e to replace the word "$EXTIP" with your specific Internet | P address.

. NOTE: Unlike the 2.2.x and 2.0.x kernels, PORTFWed traffic does * not* traverse the INPUT or OUTPUT
rules. It only traverses the FORWARD rule.

. NOTE: If you use get aDYNAMIC TCP/IP address from your ISP (PPP, ADSL, Cablemodems, etc.), you will
NEED to make your /etc/rc.d/rc.firewall ruleset more intelligent. To do this, please see Section 6.4.2 from

above or TrinityOS - Section 10 for more details on strong rulesets and Dynamic |P addresses. I'll giveyou a
hint though: /etc/ppp/ip-up for PPP users.

Jetc/re.d/rc.firewall

#echo "Enabl i ng PORTFW Redi rection on the external LAN. ."

This will forward ALL port 80 traffic fromthe external |P address
to port 80 on the 192.168.0. 10 nachi ne

Be SURE that when you add these new rules to your rc.firewall, you
add them before a direct or inplict DROP or REJECT.

HoHHHHFHH

PORTFW P="192. 168. 0. 10"

all NONEnglish Linux distributions:

DI SABLED by default -- to enable, REMOVE both the "#" characters bel ow

# NOTE: |If you are using the basic rc.firewall-iptables ruleset, you

# will need to enable the follow ng EXTIP option. Users of the
# rc.firewal | -i ptabl es-stronger rul eset already have this defined.
#

# *PLEASE* | ook over the rc.firewall-iptabl es-stronger rul eset for nore
# specific issues regarding dynamic vs. static |P addresses

#

#

# Determne the external |IP automatically:

## —coccococccococoocococococoocoococoooocooooosoo

#

# The following line will determ ne your external |P address. This

# line is sonewhat conplex and confusing but it will also work for

#

#

#

#

H#EXTI P=""8$| FCONFI G $EXTI F | $AWK \
# | SEXTIF/ ' {next}//{split($0,a,":");split(a[2],a," ");print a[1];exit}"' "

# Al ow forwardi ng of new and existing port 80 connections
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#
$I PTABLES -A FORWARD -i $EXTIF -0 $INTIF -p tcp --dport 80 -mstate \
--state NEW ESTABLI SHED, RELATED -] ACCEPT

#Enabl e PORTFW of this port 80 traffic

#

$I PTABLES - A PREROQUTING -t nat -p tcp -d $EXTIP --dport 80 \
-j DNAT --to $PORTFW P: 80

That'sit! Just re-run your /etc/rc.d/rc.firewall-iptables ruleset and test it out!

Running the rc.firewall-iptables-stronger ruleset? Good for you! To get PORTFW running with thisruleset, it's very
easy. The following exampleisfor HTTP (WWW) traffic to be PORTFWed to the | P address indicated by the
$PORTFWIP variable:

. Takethe ruleset lines shown above (for the generic rc.firewall ruleset) and place them just after the
"#FORWARD Enabl e Forwardi ng and thus | PMASQ' comment lines. It should also be noted that
you DO NOT haveto enablethe "HTTPD" rules under the "Optional 'INPUT" section” for 2.4-based kernels.
With 2.4 kernels, those linesare ONLY used if you want to allow HTTP traffic to terminate on the MASQ
server's httpd process (Apache).

PORTFW FTP: If you havethe"ip_conntrack ftp" and "ip_nat_ftp" kernel modules loaded into kernel space (as
aready donein the rc.firewall-iptables script), the smple PREROUTING command like the one shown above
changed for for port *21" should do the trick. Thisis much easier than the configuration for the old 2.2.x / 2.0.x
kernels!

Please note, if you setup PORTFW to an internal FTP server that is running on a NON-standard FTP port, say port
8021, you MUST tell the "ip_conntrack_ftp" module about the new FTP port. The reason for thisisthat FTPisnot a
NAT-friendly protocol. By telling the NAT module about this new non-standard FTP port, the NAT module and do
it'sjob again. To do this, edit your rc.firewall file and change the loading of the FTP module to look something like
this:

/sbin/insnmod i p_conntrack _ftp ports=21, 8021

PORTFW Redirection of Internal requests:

In the past, if users PORTFWed port 80 on their EXTERNAL IP address to some internal machine, only machines out
on the Internet would properly reach thisinternal WWW server. If you tried to contact this internal WWW server via
the MASQ server's EXTERNAL address, it would fail. Fortunately, there is aworkaround for 2.2.x and 2.0.x kernels
using the REDIR tool. Even better, the use of the REDIR tool is NOT required for the 2.4.x kernels. To support
redirection like this from an internal host, add arule like the one shown below ABOVE the "Catch al"
FORWARDiInNg rulein therc.firewal file. The following example will REDIRECT internal WWW traffic to the
192.168.0.2 internal machine (please change the IP address to reflect your configuration):
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$I PTABLES -t nat -A PREROUTING -d $EXTIP -p tcp --dport 80 \
-mstate --state NEW ESTABLI SHED, RELATED -j DNAT --to 192.168.0.2

6.7.2. 2.2.x PORTFWD'ing: Using IPMASQADM with 2.2.x kernels

First, make sure you have the newest 2.2.x kernel uncompressed into /usr/src/kernel/linux. If you haven't already done
this, please see Section 3.2.2 section for full details. Next, download the "ipmasgadm.c" program from Section 2.7

into the /usr/src/kernel directory.

Next, you'll need to compile the 2.2.x kernel as shown in Section 3.2.2 section. Be sureto say "YES" to the
IPPORTFW option when you configure the kernel. Once the kernel compile is complete and you have rebooted, return
to this section.

Now, compile and install the IPMASQADM tool:

cd /usr/src

tar xzvf ipmasgadm x.tgz
cd i pmasgadm x

make

nmake install

Now, for this example, we are going to allow ALL WWW Internet traffic (port 80) hitting your Internet TCP/IP
address to be forwarded to the internal Masqueraded machine at | P address 192.168.0.10.

PORTFW FTP: As mentioned above, there are two solutions for forwarding FTP server traffic to an internal MA SQed
PC. Thefirst solution *IS* aBETA level IP_MASQ_ FTP modulefor 2.2.x kernels to PORT Forward FTP
connectionsto an internal MASQed FTP server. The other method is using a FTP proxy program (the URL isin
Section 2.7. It should also be noted that the FTP kernel module a so supports the adding of additional PORTFW FTP

ports on the fly without the requirement of unloading and reloading the IP_ MASQ_FTP module and thus breaking any
existing FTP transfers. Y ou can find more about this new code at the IPMASQ WWW site at http://ipmasg.webhop.

net;. There are aso examples and some additional information about PORTFWed FTP connection below in the 2.0.x.
kerndl section.

NOTE: Once you enable a port forwarder on port 80, that port can no longer be used by the Linux IP Masquerade
server. To be more specific, if you have a WWW server aready running on the MASQ server, a port forward will now
give al Internet users the WWW pages from the -INTERNAL- WWW server and not the pages on your IP MASQ
server.

Anyway, to enable port forwarding for HTTPd:
. Edit the /etc/rc.d/rc.firewall ruleset and ENABLE the "Optional” "HTTP" sectionsin both the INPUT and

OUTPUT subsections.
. Add the following lines shown below JUST BELOW the"i pchai ns - P forward DENY" rule(inthe
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"Optional FORWARD section"). Be sure to replace the "$EXTIP" variable's contents with your EXTERNAL
Internet IP address on the IPMASQ server.

NOTE: If you use get aDYNAMIC TCP/IP address from your ISP (PPP, ADSL, Cablemodems, etc.), you will
NEED to make your /etc/rc.d/rc.firewall ruleset more intelligent. To do this, please see Section 6.4.2 from above or

TrinityOS - Section 10 for more details on strong rulesets and Dynamic | P addresses. I'll give you a hint though: /etc/
ppp/ip-up for PPP users.

fetc/re.d/rc.firewall

#echo "Enabl i ng | PPORTFW Redi rection on the external LAN. ."

#

# This will forward ALL port 80 traffic fromthe external |P address
# to port 80 on the 192.168.0.10 nmachi ne

#

PORTFW P="192. 168. 0. 10"

[usr/sbin/ipmsgadm portfw -f
[ usr/sbin/ipmasqadm portfw -a -P tcp -L $EXTIP 80 -R $PORTFW P 80

That'sit! Just re-run your /etc/rc.d/rc.firewall ruleset and test it out!

If you get the error message "ipchains. setsockopt failed: Protocol not available”, you AREN'T running your new
IPPORTFW enabled kernel. Make sure that you moved the new kernel over, re-run LILO, and then reboot again. If
you are sure you are running your new kernel, run the command "Is/proc/net/ip_masqg" and make sure the "portfw"
file exists. If it doesn't, you must have made an error when configuring your kernel. Try again.

For those who want to understand why PORTFW cannot redirect traffic for both externa and internal interfaces (the
REDIR situation), here is an email from Juanjo that better explainsiit:

From Juanjo G arl ante

> f | use:
>

> | pmasqadm portfw -a -P tcp -L 1.2.3.4 80 -R 192.168.2.3 80
>

>Everyt hi ng works great fromthe outside but internal requests for the sane
>1.2.3.4 address fail. Are there chains that will allow a machi ne on
| ocal net

>192.168.2.0 to accesss www. periapt.com wi t hout using a proxy?

Actual |y not.

| usually setup a i pmasqgadmrul e for outside, *AND* a port
redirector for inside. This works because i pmasgadm hooks before
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redir wll get the eventual outside connection, _but_ |eaves things
ok if not (stated by APPROPI ATE rul es).

The actual "conceptual " problemcones fromthe TRUE client (peer) IP
goal (thanks to nasq) being in the same net as target server.

The failing scenario for "local masq" is :
client: 192.168.2.100
masq: 192.168.2.1
serv: 192. 168. 2. 10

1)client->server packet
a) client: 192.168.2.100:1025 -> 192.168.2.1:80 [ SYN
b) (masq): 192.168.2.100: 1025 -> 192.168.2.10:80 [SYN
(and keep 192.168.2.1:61000 192. 168. 2. 100: 1025 rel at ed)
C) serv: gets masqged packet (1b)

2) server->client packet
a) serv: 192. 168. 2. 10: 80 -> 192.168. 2. 100: 1025 [ SYN, ACK]
b) client: 192.168.2.100:1025 -> 192.168.2.10:80 [ RST]

Now t ake a nonent to conpare (la) with (2a).

You see, the server replied DIRECTLY to client bypassing masq (not
letting masg to UNDO t he packet hacking) because it is in SAME net, so
the client resets the connection.

hope | hel ped.

War m r egar ds
Juanj o

6.7.3. 2.0.x PORTFWD'ing: Using IPPORTFW on 2.0.x kernels

First, make sure you have the newest 2.0.x kernel uncompressed into /usr/src/kernel. If you haven't already done this,
please see Section 3.2.3 for full details. Next, download the "ipportfw.c" program and the "subs-patch-x.gz" kernel

patch from Section 3.2.3 into the /usr/src/ directory.

NOTE: Please replace the "Xx" in the "subs-patch-x.gz" file name with the most current version available on the site.
Next, if you plan on port forwarding FTP traffic to an internal server, you will have to apply an additional NEW
IP_MASQ_FTP module patch found in Section 3.2.3. More details regarding this are later in this section. Please note
that thisis NOT the same patch as for the 2.2.x kernels so some functionality such as the dynamic FTP PORT

functionality is not present.

Now, copy the IPPORTFW patch (subs-patch-x.gz) into the Linux directory
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cp /usr/src/subs-patch-1.37.9z /usr/src/linux

Next, apply the kernel patch to create the IPPORTFW kernel option:

cd /usr/src/linux
zcat subs-patch-1.3x.gz | patch -pl

Ok, time to compile the kernel as shown in Section 3.2.3. Be sure to say YES to the IPPORTFW option now available
when you configure the kernel. Once the compile is complete and you have rebooted, return to this section.

Now with anewly compiled kernel, please compile and install the actual "IPPORTFW" program

cd /usr/src
gcc ipportfw.c -0 ipportfw
nv ipportfw /usr/local/sbhin

Now, for this example, we are going to allow ALL WWW Internet traffic (port 80) hitting your Internet TCP/IP
address to then be forwarded to the internal Masqueraded machine at |P address 192.168.0.10.

NOTE: Once you enable a port forwarder on port 80, that port can no longer be used by the Linux IP Masguerade
server. To be more specific, if you have a WWW server aready running on the MASQ server and then you port
forward port 80 to an internal MASQed computer, ALL internet users will see the WWW pages pages from the -
INTERNAL- WWW server and not the pages on your IP MASQ server. Thisonly performs a port forward to some
other port, say 8080, to your internal MASQ machine. Though this will work, al Internet users will have to

append :8080 to the URL to then contact the internal MASQed WWW server.

Anyway, to enable port forwarding, edit the /etc/rc.d/rc.firewall ruleset. Add the follow lines but be sure to replace
the word "$extip" with your Internet | P address.

NOTE: If you use get aDYNAMIC TCP/IP address from your ISP (PPP, ADSL, Cablemodems, etc.), you will
NEED to make your /etc/rc.d/rc.firewall ruleset more intelligent. To do this, please see Section 6.4.2from above or

TrinityOS - Section 10 for more details on strong rulesets and Dynamic | P addresses. I'll give you a hint though: /etc/
ppp/ip-up for PPP users.

[etc/re.d/re.firewall
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#echo "Enabl i ng | PPORTFW Redi rection on the external LAN. ."

#

# This wll forward ALL port 80 traffic fromthe external |P address
# to port 80 on the 192.168.0.10 nachi ne

#

[usr/local/sbin/ipportfw-C

/usr/local/sbin/ipportfw-A -t$extip/80 -R 192.168. 0. 10/ 80

That'sit! Just re-run your /etc/rc.d/rc.firewall ruleset and test it out!

If you get the error message "ipfwadm: setsockopt failed: Protocol not available”, you AREN'T running your new
kernel. Make sure that you moved the new kernel over, re-run LILO, and then reboot again.

Port Forwarding FTP servers:

If you plan on port forwarding FTP to an internal machine, things get more complicated. The reason for thisis because
the standard IP_MASQ_FTP kernel module wasn't written for this though some users report that it works without any
problems. Personally, without the patch, I've heard that extended file transfers in excess of 30 minutes will fail without
the patch while other users swear that it works flawlessly. Anyway, | recommend that you try the following PORTFW
instruction with the STOCK ip_masq_ftp module and seeif it works for you. If it doesn't, try using the modified
ip_masq_ftp module.

For those who need the module, Fred Viles wrote amodified IP_ MASQ_FTP module to make things work. If you are
curiouswhat EXACTLY are the issues, download the following archive since Fred documents it quite well. Also

understand that this patch is somewhat experimental and should be treated as such. It should be noted that this patch is
ONLY available for the 2.0.x kernels though there is a different patch available for 2.2.x kernels.

S0, to get the 2.0.x patch working, you need to:
. FIRST, apply the IPPORTFW kernel patch as shown earlier in this section.
. Download the "msgsrv-patch-36" from Fred Viless FTP server in Section 3.2.3and put it into /usr/src/linux.
. Patch the kernel with this new code by running "cat msgsrv-patch-36 | patch -p1"
. Next, replacethe original "ip_masg_ftp.c" kernel module with the new one

mv /usr/src/linux/net/ipv4/ip_masg_ftp.c /usr/src/linux/net/ipv4/ip_masqg_ftp.c.orig

mv /usr/src/linux/ip_masq_ftp.c /usr/src/linux/net/ipv4/ip_masq_ftp.c
. Lastly, build and install the kernel with this new code in place.

Once thisis complete, edit the /etc/rc.d/rc.firewall ruleset and add the following lines, but be sure to replace the word
"$extip" with your Internet | P address.

This example, like the one above, will allow ALL FTP Internet traffic (port 21) hitting your Internet TCP/IP address to
then be forwarded to the internal Masgueraded machine at |P address 192.168.0.10.

NOTE: Once you enable a port forwarder on port 21, that port can no longer be used by the Linux |P Masguerade

http://www.ecst.csuchico.edu/~dranch/L INUX/ipmasg/c-html/forwarders.html (9 of 10)5/16/2005 3:10:29 PM



IPPORTFW, IPMASQADM, IPAUTOFW, REDIR, UDPRED, and other Port Forwarding tools

server. To be more specific, if you have an FTP server already running on the MASQ server, aport forward will now
giveal Internet usersthe FTP files from the -INTERNAL- FTP server and not the files on your IP MASQ server.

letc/re.d/rc.firewall

#echo "Enabl i ng | PPORTFW Redi rection on the external LAN. ."
#

[usr/1ocal /sbin/ipportfw-C

/usr/local/sbin/ipportfw-A -t$extip/21 -R 192. 168. 0. 10/ 21

#NOTE: |If you are using nmultiple |ocal port nunbers to PORTFW
to multuple internal FTP servers (say, 21, 2121, 2112,
etc, you need to configure the ip_masq ftp nodule to
listen to these ports. To do this, edit the
letc/rc.d/rc.firewall script as shown in this HOMO

to | ook |ike:

/ sbi n/ nodprobe i p _masq ftp ports=21, 2121, 2112
Re-run the /etc/rc.d/rc.firewall script for these changes to

t ake effect.

#Pl ease note that PORTFWng port 20 is probably NOT required
# for ACTIVE connections as the internal FTP server wl|l

# initiate this port 20 connection and it wll be properly
# handl ed by the classic MASQ nmechani sms.

That'sit! Just re-run your /etc/rc.d/rc.firewall ruleset and test it out!

Prev Home Next
| P Masguerade and Dial-on- Up CU-SeeMe and Linux IP-
Demand Connections Masquerade
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Linux IP Masquerade HOWTO
Prev Chapter 6. Other |P Masguerade | ssues and Software Support Next

6.8. CU-SeeMe and Linux IP-Masquerade

Linux 1P Masquerade supports CuSeeme viathe " ip_masqg_cuseeme” kernel module. This kernel
modules should be loaded in the /etc/rc.d/rc.firewall script. Once the "ip_masg_cuseeme” moduleis
installed, you should be able to both initiate and receive CuSeeme connections to remote reflectors and/
Oor Users.

NOTE: It isrecommended to use the IPPORTFW tool instead of the old IPAUTOFW tool for running
CuSeeme.

If you need more explicit information on configuring CuSeeme, see Michael Owingss CuSeeMe page
for aMini-HOWTO or The |P Masguerade Resources for amirror of the Mini-HOWTO.

Prev Home Next
IPPORTFW, IPMASQADM, Mirabilis ICQ
IPAUTOFW, REDIR, UDPRED,

and other Port Forwarding tools
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Linux IP Masgquerade HOWTO
Prev Chapter 6. Other |P Masquerade Issues and Software Support Next

6.9. Mirabilis ICQ

ICQ, the instant messaging client now owned by AOL, has changed over the years. All modern ICQ clients are NAT friendly
and thus DON'T require any special NAT modules, PORTFW tricks, etc.

IF, for some reason, you want to run an OLD ICQ client, you can read this section. If not, just IGNORE al thisinfo. | am
leaving thisin the HOWTO demonstrate large a LARGE PORTFW example.

There are three methods of getting ICQ to work behind a Linux MASQ server. These solutions include the use the ICQ Masq
module (for 2.2.x and 2.0.x kernels), using IPPORTFW for basic ICQ functionality, or setting up a SOCKS proxy server.

MODULE: The ICQ module was written for the older generation of 1CQ clients for both the 2.2.x and 2.0.x kernels. This
module allows for the simple setup of multiple ICQ users behind a MASQ server. It also doesn't require any special changes to
the ICQ client(s). Recently, AOL changed the protocol and ports used for ICQ. Because of this, many users might find that the
ip_masq_icq module will no longer help them. For users of the older ICQ clients, the 2.2.x version of the module supportsfile
transfer and read-time chat. The 2.0.x kernel module doesn't support file transfers and there is no module available for the 2.4.x
kernels.

PORTFW: Y our next option isto use port forwarding. With port forwarding, basic ICQ chat will work but file transfers might
not be very reliable. Please see below for an example of how to configure ICQ PORTFW.

SOCKS: Finally, your last and possibly best option isto setup a SOCKSS proxy server on your Linux machine. This service can
happily co-exist with the MASQ service and ICQ should be fully functional regardiess of what Linux kernel version you are
running. The use of a SOCKS server will require ALL 1CQ clients to be reconfigured to use it and the installation and
configuration of a SOCK'S server has nothing to do with IP Masquerade. Because of this, SOCKS is not covered in this
HOWTO.

If you are interested in Andrew Deryabin's disf @usa.net ICQ IP Masq module for the 2.2.x and 2.0.x kernels, please see Section
2.7 for details.

To use port forwarding (PORFW)for 1CQ, you will have to make some changes on both Linux and ICQ clients but all ICQ
messaging, URLSs, chat, and some file transfers should work.

. First, you need to be running a Linux kernel with IPPPORTFW enabled. Please see Section 6.7for more details.

. Next, you need to add the following lines to your /etc/rc.d/rc.firewall file. This example assumes that 10.1.2.3 is your
external Internet IP address and your internal MASQed |CQ machine is 192.168.0.10:

. Thefollowing exampleisfor a2.2.x kernel with IPCHAINS:

| have included two examples here for the user: Either one would work fine:

Example #1
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[ usr/| ocal / sbi
[ usr/| ocal / sbi
/usr/ | ocal / sbi
[ usr/| ocal / shi
[ usr/| ocal / shi
/usr/ | ocal / sbi
[ usr/| ocal / sbi
/usr/ | ocal /sbi
[ usr/| ocal / sbi
[ usr/| ocal / shi
/usr/ | ocal /sbi
[ usr/| ocal / sbi
[ usr/| ocal / sbi
[ usr/| ocal / sbi
[ usr/| ocal / sbi
/usr/ | ocal / sbi
[ usr/| ocal / sbi
[ usr/| ocal / sbi
[ usr/| ocal / sbi
[ usr/| ocal / shi
/usr/ | ocal /sbi

Example #2

port=2000

while [ $port
do

[usr/ | ocal/sbin/ipmasqgadm portfw -a -P tcp -L 10. 1.

$port

n/i pmasgadm portfw
n/ i pmasgadm portfw
n/ i pmasgadm portfw
n/i pmasgadm portfw
n/ i pmasgadm portfw
n/ i pmasgadm port fw
n/ i pmasgadm portfw
n/i pmasgadm portfw
n/i pmasgadm portfw
n/ i pmasgadm portfw
n/ i pmasgadm port fw
n/ i pmasgadm portfw
n/ i pmasgadm portfw
n/i pmasgadm portfw
n/ i pmasgadm portfw
n/ i pmasgadm port fw
n/ i pmasgadm portfw
n/ i pmasgadm portfw
n/i pmasgadm portfw
n/ i pmasgadm portfw
n/ i pmasgadm portfw

-le 2020 ]

port=$((port+1))

done

tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp

. Thefollowing exampleisfor a2.0.x kernel with IPFWADM:

I have included two examples here for the user: Either one would work fine:

Example #1

/usr/ | ocal /sbi
[ usr/| ocal / sbi
[ usr/| ocal / shi
/usr/ | ocal /sbi
[ usr/| ocal / shi
/usr/ | ocal / sbi
[ usr/| ocal / sbi
[ usr/| ocal / shi
/usr/ | ocal /sbi
[ usr/| ocal / shi
[ usr/| ocal / sbi
[ usr/| ocal / sbi

n/ i pportfw
n/i pportfw
n/i pportfw
n/ i pportfw
n/ i pportfw
n/ i pportfw
n/ i pportfw
n/ i pportfw
n/ i pportfw
n/i pportfw
n/i pportfw
n/i pportfw

-A -t10.
-A -110.
-A -110.
-A -110.
-A -110.
-A -t10.
-A -110.
-A -110.
-A -110.
-A -110.
-A -t10.
-A -110.

e e e e
I [ )RS IR (R (S () [po )

3/ 2000
3/ 2001
3/ 2002
3/ 2003
3/ 2004
3/ 2005
3/ 2006
3/ 2007
3/ 2008
3/ 2009
3/ 2010
3/ 2011
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10.
10.
10.
10.
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192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

o e 2 el el e ol ol e A T ol
S I [ ST N (o) ()R ) [ ) IR [ (R ()RS [ (i) )
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168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

2000
2001
2002
2003
2004
2005
2006
2007
2008
2009
2010
2011
2012
2013
2014
2015
2016
2017
2018
2019
2020

2.

eNoNoNoNoNoNolNoNolNoNoNe

3 $port

. 10/ 2000
.10/ 2001
.10/ 2002
. 10/ 2003
.10/ 2004
. 10/ 2005
. 10/ 2006
. 10/ 2007
. 10/ 2008
.10/ 2009
.10/ 2010
.10/ 2011

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

168. 0. 10
168. 0. 10
168. 0. 10
168. 0. 10
168. 0. 10
168. 0. 10
168. 0. 10
168. 0. 10
168. 0. 10
168. 0. 10
168. 0. 10
168. 0. 10
168. 0. 10
168. 0. 10
168. 0. 10
168. 0. 10
168. 0. 10
168. 0. 10
168. 0. 10
168. 0. 10
168. 0. 10
-R 192. 168.

2000
2001
2002
2003
2004
2005
2006
2007
2008
2009
2010
2011
2012
2013
2014
2015
2016
2017
2018
2019
2020
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[usr/local/sbin/ipportfw-A -t10.1.2.3/2012 -R 192. 168. 0. 10/ 2012
/usr/local/sbin/ipportfw-A -t10.1.2.3/2013 -R 192. 168. 0. 10/ 2013
[usr/local/sbin/ipportfw-A -t10.1.2.3/2014 -R 192.168. 0. 10/ 2014
[usr/local/sbin/ipportfw-A -t10.1.2.3/2015 -R 192. 168. 0. 10/ 2015
[usr/local/sbin/ipportfw-A -t10.1.2.3/2016 -R 192. 168. 0. 10/ 2016
[usr/local/sbin/ipportfw-A -t10.1.2.3/2017 -R 192. 168. 0. 10/ 2017
lusr/local/sbin/ipportfw-A -t10.1.2.3/2018 -R 192. 168. 0. 10/ 2018
[usr/local/sbin/ipportfw-A -t10.1.2.3/2019 -R 192.168. 0. 10/ 2019
lusr/local/sbin/ipportfw-A -t10.1.2.3/2020 -R 192. 168. 0. 10/ 2020

Example #2

port =2000
while [ $port -le 2020 ]
do
/usr/local/sbin/ipportfw-A t10.1.2.3/$port -R 192.168.0. 10/ $port
port =$( (port+1))
done

. Onceyour new rc.firewall isready, reload the ruleset to make sure things are OK by simply typing in "/etc/rc.d/rc.
firewall". If you get any errors, you either don't have IPPORTFW support in the kernel or you made atypo in therc.
firewall file.

. Now, in ICQ's Preferences-->Connection, configureit to be "Behind aLAN" and "Behind afirewall or Proxy". Now,
click on "Firewall Settings' and configureit to be "I don't use a SOCK5 proxy". Also note that it was previously
recommended to change ICQ's "Firewall session timeouts' to "30" seconds BUT many users have found that ICQ
becomes unreliable. It has been found that 1CQ is more reliable with its stock timeout setting (don't enable that ICQ
option) and ssimply change MASQ's timeout to 160 seconds. Y ou can see how to change this timeout in Section 3.4.3 and
Section 3.4.2 rulesets. Finally, click on Next and configure ICQ to "Use the following TCP listen ports.." from "2000" to
"2020". Now click done.

Now 1CQ will tell you that you will have to restart ICQ for the changes to take effect. To be honest, | had to REBOOT
the Windows9x machine in order for things to work right but some users might say otherwise. So.. try it both ways.

« A user once told me that by ssmply portforwarding port 4000 to his ICQ machine, it worked perfectly. He reported that
EVERY THING worked fine (even chat, file transfers, etc) WITHOUT re-configuring |CQ from its default settings. Y our
mileage might vary on this topic but | thought you might like to hear about this alternative configuration.

Prev Home Next
CU-SeeMe and Linux IP- Up Gamers. The LooseUDP patch
Masquerade
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6.10. Gamers: The LooseUDP patch

The LooseUDP patch allows semi-NAT-friendly games that usually use UDP connections to both WORK behind a
Linux IP Masguerade server.

What the LooseUDP patch doesis alow ALL UDP packets to be NATed through the MASQ box without any
checks or expiration. Thisliberal forwarding method is considered insecure by many and is disabled in modern 2.2.
x kernels. The 2.4.x kernels with it's IPTABLES stateful UDP inspection only allows incoming UDP packets into
the machine (and thus MASQ) if there was aready an outbound UDP packet to that same host in it's stateful table.
If the MASQ host hasn't sent a UDP packet to the remote host within ~30 seconds, the return UDP table entry is
deleted. Because of this, IPTABLES removes most of the need for the LooseUDP patch asit doesit in amore
secure fashion.

Currently, LooseUDP is available as a patch for 2.0.36+ kernelsand it is already built into 2.2.3+ kernels though it
isnow DISABLED by DEFAULT in 2.2.16+ (please see the example rc.firewal ruleset comments for details).

To get LooseUDP running on a 2.0.x kernel, follow the following steps:
. Havethe newest 2.0.x kernel sources uncompressed in the /usr/src/linux directory
. ABSOLUTELY REQUIRED for v2.0.x: Download and install the IPPORTFW patch from Section 3.2.3and

as described in Section 6.70f the HOWTO.
. Download the LooseUDP patch from Section 3.2.3

Now, put the LooseUDP patch in the /usr/src/linux directory. Once thisis done, typein:

For a conpressed patch file: zcat |oose-udp-2.0.36.patch.gz | patch -pl

For a NON- conpressed patch file: cat |oose-udp-2.0.36.patch | patch -pl

Now, depending on the version of your "patch”, Y ou will then see the following text:

patching file "CRED TS

patching file ~Docunentation/Configure. hel p'
patching file "include/net/ip_masq.h'
patching file "net/ipv4/ Config.in'

patching file "net/ipv4/ip_masq.c'
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. If you seethetext "Hunk FAILED" only ONCE and ONLY ONCE at the very beginning of the patching,
don't be alarmed. Y ou probably have an old patch file (this has been fixed) but it still works. If it fails
completely, make sure you have applied the IPPORTFW kernel patch FIRST.

Once the patch isinstalled, re-configure the kernel as shown in Section 3.2.3 and be sureto say "Y" to the
"IP: loose UDP port managing (EXPERIMENTAL) (CONFIG_IP_MASQ LOOSE UDP) [Y/n/?]" option.

To get LooseUDP running on a 2.2.x kernel, follow the following steps:

. Inthe/etc/rc.d/rc.firewall script, goto the BOTTOM of the file and find the LooseUDP section. Change the
"0"intheline echo "0" > /proc/sys/net/ipv4/ip_msq_udp_dl oosetoa"l" andre-run
the rc.firewall ruleset. An example of thisis given in both Section 3.4.2 example and Section 6.4.3 example.

NOTE: The LooseUDP code is/not/ available (?required?) for the 2.4.x kernels

. Seethe begining of this section for al the details. Basically, the old 2.0.x / 2.2.x LooseUDP code was
considered a security issue. Because of this, it was removed from the kernel. Fortunately, some games that
used to require the LooseUDP code on the 2.2.x IPCHAINS system might work just final under the 2.4.x
IPTABLES kernels. If the games don't work, I'm not aware of a solution for you. Sorry.

Once you are running the new LooseUDP enabled kernel, you should be good to go for most NAT-friendly games.
Some URL s have been given for patches to make games like BattleZone and others NAT friendly. Please see
Section 6.3.1 for more details.

Prev Home Next
Mirabilis ICQ Frequently Asked Questions
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Chapter 7. Frequently Asked Questions

Table of Contents
7.1. ( Distro) - What Linux Distributions support | P M asquerading?

7.2. ( Requirements) - What are the minimum hardware requirements and any limitations for |P
Masguerade? How well does it perform?
7.3. ( Errors) - When | run the rc.firewall command, | get "command not found" errors. Why?
7.4. ( Still wont work ) - I've checked all my configurations, | still can't get |P Masquerade to work.
What should | do?
7.5. (Email list) - How do | join or view the IP Masquerade and/or |P Masgurade Developers mailing
lists and archives?
7.6. ( NAT vs. Proxy ) - How does | P Masquerade differ from Proxy or NAT services?
7.7. (GUI) - Arethere any GUI firewall creation/management tools?
7.8. (MASQ and Dynamic IPs) - Does |P Masguerade work with dynamically assigned | P addresses?
7.9. (MASQ and various networks) - Can | use a cable modem (both bi-directional and with modem
returns), DSL, satellite link, etc. to connect to the Internet and use |P Masguerade?
7.10. ( Dial on Demand ) - Can | use Diald or the Dial-on-Demand feature of PPPd with IP MASQ?
7.11. ( Apps) - What applications are supported with |P Masguerade?
7.12. ( Distro Setup ) - How can | get |P Masguerade running on Redhat, Debian, Slackware, etc.?
7.13. ( Timeouts) - Connections seem to break if | don't use them often. Why isthat?
7.14. ( Odd Behavior ) - When my Internet connection first comes up, nothing works. If | try again,
everything then works fine. Why is this?
7.15. (MTU ) - IP MASQ seems to be working fine but some sites don't work. This usually happens
with WWW and some FTP sites.
7.15.1. Enabling PMTU Clamping for PPPoE and some PPP Users.
7.15.2. Clamping the MSSvialPTABLES.
7.15.3. Changing the External MTU of the MASQ server:
7.15.4. Changing the MTU of various operating systems:
7.15.4.1. Changing the MTU on Linux:
7.15.4.2. Changing the MTU on MS Windows 2000
7.15.4.3. Changing the MTU on MS Windows NT 4.x
7.15.4.4. Changing the MTU on M'S Windows 98:
7.15.4.5. Changing the MTU on MS Windows 95:
7.16. (FTP) - MASQed FTP clients don't work.
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7.17. ( Performance) - |P Masguerading seems slow

7.18. ( PORTFW) - IP Masguerading with PORTFWing seemsto break when my lineisidle for long
periods

7.19. (PORTFW - Localy) - | can't reach my PORTFWed server from the INTERNAL lan

7.20. (Logs) - Now that | have IP Masguerading up, I'm getting all sorts of weird notices and errorsin
the SYSLOG log files. How do | read the IPTABLES/IPCHAINS/IPFWADM firewall errors?

7.21. (Log Reduction ) - My logs are filling up with packet hits due to the new "stronger" rulesets. How

can | fix this?

7.22. (MASQ Security ) - Can | configure IP MASQ to allow Internet usersto directly contact internal
MA SQed servers?

7.23. ( Free Ports) - I'm getting "kerndl: ip_ masq _new(proto=UDP): no free ports." in my SYSLOG
files. Whats up?

7.24. ( SETSOCKOPT ) - I'm getting "ipfwadm: setsockopt failed: Protocol not available" when | try to
use IPPORTFW!

7.25. (SAMBA ) - Microsoft File and Print Sharing and Microsoft Domain clients don't work through
IP Masq!

7.26. (IDENT ) - IRC won't work properly for MASQed IRC users. Why?

7.27. (IRC DCC) - mIRC doesn't work with DCC Sends

7.28. (1P Aliasing ) - Can IP Masquerade work with only ONE Ethernet network card?

7.29. ( Multiple-LANS) - | have two MASQed LANS but they cannot communicate with each other!
7.30. (SHAPING) - | want to be able to limit the speed of specific types of traffic

7.31. (ACCOUNTING) - | need to do accounting on who is using the network

7.32. (MULTIPLE IPs - DMZ segments) - | have several EXTERNAL IP addresses that | want to
PORTFW to severd internal machines. How do | do this?

7.33. ( Netstat ) - I'm trying to use the NETSTAT command to show my Masqueraded connections but
its not working

7.34. (VPNs) - | would like to get Microsoft PPTP (GRE tunnels) and/or IPSEC (Linux SWAN)
tunnels running through IP MASQ

7.35. (Games) - | want to get the XY Z network game to work through IP MASQ but it won't work.
Help!

7.36. ( Stops working ) - IP MASQ works fine for awhile but then it stops working. A reboot seemsto
fix this. Why?

7.37. (SMTP Relay ) - Internal MASQed computers cannot send SMTP or POP-3 mail!

7.38. ( Source Routing ) - | need different internal MA SQed networks to exit on different external |P
addresses

7.39. (IPCHAINS rulesets on 2.4.x kernels) - What the ipchains.o module can do on 2.4.x kernels
7.40. (IPTABLES vs. IPCHAINS vs. IPFWADM ) - Why do the 2.4.x, 2.2.X, and 2.0.x kernels use
different firewall systems?

http://www.ecst.csuchico.edu/~dranch/LINUX/ipmasg/c-html/fag.html (2 of 3)5/16/2005 3:10:33 PM



Frequently Asked Questions

7.41. ( Upgrades) - I've just upgraded to the x.y.z kernel, why isn't |P Masquerade working?

7.42. (EQL ) - | need help with EQL connections and |P Masqg

7.43. (Wussing out ) - | can't get |P Masguerade to work! What options do | have for Windows
Platforms?

7.44. ( Developers) - | want to help with |P Masquerade development. What can | do?

7.45. (More INFO ) - Where can | find more information on |P Masquerade?

7.46. ( Trandators) - | want to trandate this HOWTO to another language, what should | do?

7.47. (Updates) - ThisHOWTO seems out of date, are you still maintaining it? Can you include more
information on ...? Are there any plans for making this better?

7.48. ( Thanks) - | got IP Masguerade working, it's great! | want to thank you guys, what can | do?

If you can think of any useful FAQ suggestions, please send it to dranch@trinnet.net. Please clearly state
the question and an appropriate answer (if you have it). Thank you!

Prev Home Next
Gamers. The LooseUDP patch ( Distro ) - What Linux
Distributions support |P

Masquerading?
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7.1. ( Distro ) - What Linux Distributions support
IP Masquerading?

If your Linux distribution doesn't support IP MASQ out of the box, don't worry. All you haveto do isto
re-compile the kernel as shown above in this HOWTO.

NOTE: If you can help usfill out thistable, please email dranch@trinnet.net.

. Cddera<vl.2:NO-?

. Caderavl.3: YES- 2.0.35 based
. Caderav2.2: YES- 2.2.5 based
. CaderaeServer v2.3: YES- ?based
. Debianv1l.3: NO-?

. Debianv2.0: NO-?

. Debianv2.1: YES- 2.2.1 based

. Debianv2.2: YES- 2.2.15 based
. Debianv3.0: YES- 2.4.18 based
. DLX Linuxv?:?-7?

. DOSLinuxv?:?-?

. FloppyFW v1.0.2:7?-?

. Gentoovl4:YES- ?Based

. Ha9lLinuxv?:?-7?

. Linux PPCVR4: NO-?

. Linux Prov?:?-7?

. LinuxWarev?:?-?

. Mandrakev5.3: YES-?

. Mandrakev6.0: YES-2.25

. Mandrakev6.1: YES-?

. Mandrakev7.0: YES-2.2.14

. Mandrakev7.1: YES-2.2.15

. Mandrakev7.2: YES-2.217

. Mandrakev8.0: YES-?

. Mandrakev8.1: YES-2.4.8

. Mandrakev8.2: YES-?

. Mandrakev9.0: YES-?

. Mandrakev9.1: YES- 2.4.21-pre
. MkLinuxv?:?-?
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« MuLinux v3rl : YES-?

. Redhat <v4.x:NO-?

. Redhat v5.0: YES-?

. Redhat v5.1: YES - 2.0.34 based
. Redhat v5.2 : YES - 2.0.36 based
. Redhat v6.0: YES - 2.2.5 based

. Redhat v6.1: YES- 2.2.12 based
. Redhat v6.2 : YES - 2.2.14 based
. Redhat v7.0: YES- 2.2.16 based
. Redhat v7.2: YES- 2.4.7 based

. Redhat v7.3: YES- 2.4.? based

. Redhat v8.0: YES - 2.4.18? based
. Redhat v9.0: YES - 2.4.20 based
. Slackwarev3.0:?-?

. Slackwarev3.1:
. Slackwarev3.2:
. Slackwarev3.3:

2.
2.
? - 2.0.34 based
. Slackwarev3.4:?-
2.
2.

. Slackwarev3.5: :
. Slackwarev3.6:
. Slackwarev3.9: ?- 2.0.37prel0 based
. Slackwarev4.0: YES- 2.2.6 based

. Slackwarev7.0: YES- 2.2.13 based

. Slackwarev7.1: YES- 2.2.16 based

. Slackwarev8.0: YES- 2.4.17 based

. Slackwarev8.1: YES - ? based

. StampedeLinux v?:?-7?

. SUSEV5.2: YES-2.0.32 base

. SUSEV5.3: YES-?

.« SUSE V6.0: YES- 2.0.36 based

. SUSEV6.1: YES-2.2.5based

. SUSEV6.3: YES- 2.2.13 based

. Tomsrbt Linux v?: ?-7?

. TurboLinux Litev4.0: YES-?

« TurboLinux v6.0: YES- 2.2.12 based
« TriLinuxv?:?-?

. Yggdrasil Linux v?:?-7?

NI YN )
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Frequently Asked Questions ( Requirements ) - What are the

minimum hardware requirements
and any limitations for IP
Masguerade? How well does it
perform?
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7.2. ( Requirements ) - What are the minimum
hardware requirements and any limitations for IP
Masquerade? How well does it perform?

A 486/66 box with 16MB of RAM was more than sufficient to fill a1.54Mb/s T1 100%! MASQ has
also been known to run quite well on 386SX-16s with 8MB of RAM. Y et, it should be noted that Linux
| P Masquerade starts thrashing the system with more than 500 MASQ entries.

The only application that | know which can temporarily break Linux IP Masquerade, is GameSpy. Why?
When it refreshesitslists, it creates 10,000s of quick connectionsin a VERY short period of time. Until
these sessions timeout, the MASQ tables become "FULL". See Section 7.23 of the FAQ for more details.

Whilewe are &t it:

Thereisahard limit of 4096 concurrent connections each for TCP & UDP. This limit can be changed by
fiddling the valuesin /usr/src/linux/net/ipv4/ip_masg.h - amaximum limit of 32000 should by OK. If
you want to change the limit - you need to change the PORT_MASQ BEGIN & PORT_MASQ END
values to get an appropriately sized range above 32K and below 64K .

Prev Home Next
(Distro) - What Linux Up ( Errors) - When | run therc.
Distributions support IP firewall command, | get
Masquerading? "command not found" errors.
Why?
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7.3. (Errors ) - When | run the rc.firewall
command, | get "command not found" errors.
Why?

How did you put the rc.firewall onto your machine? Did you cut& paste it into a TELNET window, FTP

it from aWindows/DOS machine, etc? Try this.. log into your Linux box and run "vim -b /etc/rc.d/rc.
firewall" and seeif al your linesend in a”M. If they do, delete all the M and try again.

Prev Home Next
( Requirements) - What are the Up ( Still wont work ) - I've checked
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1.4.

( Still wont work ) - I've checked all my

configurations, | still can't get IP Masquerade to
work. What should | do?

Stay calm. Get yourself acup of tea, coffee, soda, etc., and have arest. Once your mind is clear,
try the suggestions mentioned below. Setting up Linux IP Masquerading is NOT hard but there
are severa concepts that will be new to you.

Again, go through all the stepsin Chapter 5. 99% of all first-time Masquerade users who have
problems haven't looked here.

Check the |IP Masguerade Mailing List Archives, most likely your questions or problems are a

common one and can be found in asimple Archive search.

Check out the TrinityOS document. It covers IP Masquerading for both the 2.0.x and 2.2.x
kernelsand MANY other topicsincluding PPPd, Dia D, DHCP, DNS, Sendmail, etc.

Make sure that you aren't running ROUTED or GATED. To verify, run "ps aux | grep -e routed -e
gated"

Post your question to the IP Masguerade Mailing List (see next the FAQ section for details).
Please only use thisif you cannot find the answer from the IP Masquerading Archive. Be sureto
include al the information requested in Chapter 5 in your email!!

Post your question to arelated Linux NNTP newsgroup.

Send email to ambrose@writeme.com and dranch@trinnet.net. Y ou have a better chance of

getting areply from the IP Masquerading Email list than either of us.
Check your configurations again :-)

Prev Home Next
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7.5. (Email list ) - How do | join or view the IP
Masquerade and/or IP Masqurade Developers
mailing lists and archives?

There are two ways to join the two Linux IP Masquerading mailing lists. The first way isto send an
email to masg-request@indyramp.com. To join the Linux |P Masquerading Developers mailing list,
send an email to masg-dev-request@indyramp.com. Please see the bullet below for more details.

« Subscribe viaemail: Now put the word "subscribe" in either the subject or body of the e-mail
message. If you want to only subscribe to the Digest version of either the main MASQ or MASQ-
DEV list (all emailson the given list during the week are sent to you in one big email), put the
words "subscribe digest" in either the subject or body of the e-mail message.

Once the server receives your request, it will subscribe you to your requested list and give you a
PASSWORD. Save this password as you will need it to later unsubscribe from the list or change
your options.

The second method is to use a WWW browser and subscribe viaaform at http://home.indyramp.net/
mailman/listinfo/masq for the main MASQ list or http://home.indyramp.net/mailman/listinfo/masg-dev
for the MASQ-DEV list.

Once subscribed, you will get emails from your subscribed list. It should be also noted that both
subscribed and NON-subscribed users can access the two list's archives. To do this, please see the above
two WWW URLs for more details.

Lastly, please note that you can only post to the MASQ list from the original account/address you used
to subscribe.

If you have any problems regarding the mailing list or the mailing list archive, please contact Robert
Novak.
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7.6. ( NAT vs. Proxy ) - How does IP Masquerade differ from
Proxy or NAT services?

Proxy: Proxy servers are available for: Wn95, NI, Linux, Solaris, etc.

Pr o: + (1) IP address ; cheap
+ Optional caching for better performance (WW etc.)
Con: - Al applications behind the proxy server nust both SUPPORT
proxy services (SOCKS) and be CONFI GURED to use the Proxy
server

- Screws up WAV counters and WAV statistics

A proxy server uses only (1) public IP address, like IP MASQ and acts
as a translator to clients on the private LAN (WWV browser, etc.).
This proxy server receives requests |ike TELNET, FTP, WW

etc. fromthe private network on one interface. It would then in turn,
initiate these requests as if soneone on the |ocal box was nmaking the
requests. Once the renote Internet server sends back the requested

information, it would re-translate the TCP/I P addresses back to the
internal MASQ client and send traffic to the internal requesting host.
This is why it is called a PROXY server.

Note: ANY applications that you m ght want to use on the
i nternal nmachi nes *MJST* have proxy server support
| i ke Netscape and sone of the better TELNET and FTP
clients. Any clients that don't support proxy servers
won't worKk.

Anot her nice thing about proxy servers is that sone of them

can al so do caching (Squid for WMy. So, inmmgine that you have 50
proxi ed hosts all | oading Netscape at once. |If they were installed
with the default honepage URL, you woul d have 50 copies of the sane

Net scape WAV page comi ng over the WAN | ink for each respective conputer
Wth a caching proxy server, only one copy would be downl oaded by the
proxy server and then the proxied nmachi nes woul d get the WA page from
the cache. Not only does this save bandw dth on the Internet
connection, it will be MJCH MJCH faster for the internal proxied

machi nes.
MASQ. | P Masq is available on Linux and a few | SDN routers such
or as the Zytel Prestigel28, G sco 770, NetCear |SDN routers, etc.
1: Many
NAT
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NAT:

Pr o: + Only (1) 1P address needed (cheap)
+ Doesn't require special application support
+ Uses firewall software so your network can becone
nore secure

Con: - Requires a Linux box or special |SDN router
(though ot her products m ght have this.. )

- Incom ng traffic cannot access your internal LAN
unless the internal LAN initiates the traffic or
specific port forwarding software is install ed.

Many NAT servers CANNOT provide this functionality.

- Special protocols need to be uniquely handl ed by
firewall redirectors, etc. Linux has full support
for this (FTP, IRC, etc.) capabilty but many routers
do NOT (Net Gear DOCES).

Masq or 1:Many NAT is simlar to a proxy server in the sense that the
server will performI| P address translation and fake out the renote server
(WAV for exanple) as if the MASQ server made the request instead of an

i nternal machi ne.

The maj or difference between a MASQ and PROXY server is that MASQ servers
don't need any configuration changes to all the client nmachines. Just
configure themto use the |linux box as their default gateway and everything
wll work fine. You WLL need to install special Linux nodules for things
|l i ke Real Audi o, FTP, etc. to work)!

Al so, many users operate |P MASQ for TELNET, FTP, etc. *AND* al so setup a
caching proxy on the same Linux box for WWVtraffic for the additiona
per f or mance.

NAT servers are avail able on Wndows 95/ NT, Linux, Solaris, and sone
of the better |ISDN routers (not Ascend)

Pr o: + Very configurable
+ No special application software needed

Con: - Requires a subnet fromyour |SP (expensive)

Net wor k Address Translation is the name for a box that would have a pool of
valid I P addresses on the Internet interface which it can use. Wenever the
Internal network wanted to go to the Internet, it associates an avail abl e
VALID I P address fromthe Internet interface to the original requesting

PRI VATE | P address. After that, all traffic is re-witten fromthe NAT
public IP address to the NAT private address. Once the associ ated PUBLIC
NAT address becones idle for sone pre-determ ned anount of tine, the

PUBLIC I P address is returned back into the public NAT pool .

The major problemwi th NAT is, once all of the free public |IP addresses are
used, any additional private users requesting Internet service are out of
l uck until a public NAT address becones free.
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For an excellent and very comprehensive description of the various forms of NAT, please see:

. http://www.suse.de/~mha/linux-ip-nat/di plom/nat.html/

Hereis another good site to learn about NAT, although many of the URLs are old but still valid:

. http://www.linas.org/linux/load.html/

Prev Home Next
(Email list) - How do | join or Up (GUI) - Arethereany GUI
view the IP Masguerade and/or 1P firewall creation/management
Masgurade Devel opers mailing tools?

lists and archives?
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7.7. (GUI) - Are there any GUI firewall creation/
management tools?

Yes! They vary in the type of user interface, complexity, etc. but they are quite good though most are
only for the IPFWADM tool so far. Hereisashort list of available toolsin alphabetical order. If you
know of any others or have any thoughts on which ones are good/bad/ugly, please email David.

. John Hardin's IPFEWADM Dot file generator - a IPCHAINS version isin the works
. Sonny Parlin'sfBuilder: From the author of FWCONFIG, this new solution is fully WWW based

and offers redundancy options, etc for both IPCHAINS and NetFilter.
. William Stearns's Mason - A Build-a-ruleset on-the-fly type system

Prev Home Next
( NAT vs. Proxy ) - How does IP Up (MASQ and Dynamic IPs) -
Masquerade differ from Proxy or Does |P Masquerade work with
NAT services? dynamically assigned IP
addresses?
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7.8. ( MASQ and Dynamic IPs ) - Does IP
Masquerade work with dynamically assigned IP
addresses?

Y es, it works with either dynamic IP addressed assigned by your ISP via either PPP or aDHCP/BOOTp
server. Aslong as you have avalid Internet |P address, it should work. Of course, static | P works too.
Y et, if you plan on implementing a strong IPFWADM/IPCHAINS ruleset and/or plan on using a Port
forwarder, your ruleset will have to be re-executed everytime your | P address changes. Please see the
top of TrinityOS - Section 10 for additional help with strong firewall rulesets and Dynamic I P addresses.

Prev Home Next
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7.9. ( MASQ and various networks ) - Can |l use a
cable modem (both bi-directional and with
modem returns), DSL, satellite link, etc. to
connect to the Internet and use IP Masquerade?

Yes, aslong as Linux supports that network interface, it should work. If you receive adynamic |P

address, please see the URL under the "Does | P Masguerade work with dynamically assigned IP* FAQ
item above.

Prev Home Next
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7.10. ( Dial on Demand ) - Can | use Diald or the
Dial-on-Demand feature of PPPd with IP MASQ?

Definitely! IP Masguerading is totally transparent to Diald or PPP. The only thing that might become an
issueisif you use STRONG firewall rulesets with dynamic | P addresses. See the FAQ item, "Does IP
Masquerade work with dynamically assigned IP addresses?" above for more details.

Prev Home Next
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7.11. ( Apps ) - What applications are supported
with IP Masquerade?

It isvery difficult to keep track of alist of "working applications’. However, most of the normal Internet
applications are supported, such as WWW browsing (Netscape, MSIE, etc.), FTP (such asWS _FTP),
TELNET, SSH, RealAudio, POP3 (incoming email - Pine, Eudora, Outlook), SMTP (outgoing email),
etc. A somewhat more complete list of MASQ-compatible clients can be found in Section 6.3 in this
HOWTO.

Applications involving more complicated protocols or special connection methods such as video
conferencing software need special helper tools.

For more details, please see the Linux | P masquerading Applications page.

Prev Home Next
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7.12. ( Distro Setup ) - How can I get IP
Masquerade running on Redhat, Debian,
Slackware, etc.?

No matter which Linux distribution you have, the procedures for setting up |P Masguerade mentioned in
thisHOWTO should apply. Some distributions may have GUI or special configuration files that make
the setup easier. We tried our best to write thisHOWTO as general as possible.

Prev Home Next
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7.13. ( Timeouts ) - Connections seem to break if |
don't use them often. Why is that?

|P Masq, by default, setsitstimersfor TCP session, TCP FIN, and UDP traffic to 15 minutes. It is
recommend to use the following settings (as already shown in this HOWTO's /etc/rc.d/rc.firewall ruleset)
for most users:

Linux 2.4.x with IPTABLES

| PMASQ ti neouts are NOT adjustabl e under | PTABLES

Linux 2.2.x with IPCHAINS:

MASQ ti meout s

#
#
# 2 hrs tinmeout for TCP session tineouts

# 10 sec tineout for traffic after the TCP/IP "FIN' packet is received
# 60 sec tineout for UDP traffic (MASQ ed | CQ users nust enable a
30sec

# firewall tinmeout in ICQitself)

#

/ipchains -M-S 7200 10 60

Linux 2.0.x with IPFWADM:
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( Timeouts) - Connections seem to break if | don't use them often. Why isthat?

MASQ ti meout s

2 hrs tinmeout for TCP session tineouts
10 sec tineout for traffic after the TCP/IP "FIN' packet is received
60 sec tinmeout for UDP traffic (MASQ ed | CQ users must enable a
Osec
firewall tinmeout in ICQitself)

T HFWHHFH IR

/sbin/ipfwadm-M-s 7200 10 60

Prev Home Next
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7.14. ( Odd Behavior ) - When my Internet connection first
comes up, nothing works. If | try again, everything then
works fine. Why is this?

The reason is because you have a dynamic I P address and when your Internet connection first comes up, |P Masguerade
doesn't know its I P address. Thereis asolution to this. In your /etc/rc.d/rc.firewall ruleset, add the following:

# Dynam c | P users:

I f you get your |P address dynamcally from SLIP, PPP, or DHCP, enable this
following option. This enables dynam c-ip address hacking in | P MASQ

#

#

#
maki ng
# the life with Diald and sim lar progranms nuch easier.
#

echo "1" > /proc/sys/net/ipv4/ip_dynaddr

Prev Home Next
( Timeouts) - Connections seem Up (MTU) - IPMASQ seemsto be
to break if | don't use them often. working fine but some sites don't
Why isthat? work. Thisusually happens with

WWW and some FTP sites.
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7.15. (MTU ) - IP MASQ seems to be working fine but some
sites don't work. This usually happens with WWW and some
FTP sites.

Depending on what Linux kernel version you are running on the MASQ server, some will people disagree on the real problem.
The two following arguments have valid points, are inter-related, and users from each camp continue to debate this to this day.

. With modern 2.4.x Linux systems, most users point their finger at the adminstrators of these remote broken sites
(typically SSL-encrypted WWW sites, etc.) or your MASQ server's upstream router run by your 1SP. The main though it
that these machines are either filtering or not properly responding to SOME or ALL FORMS of ICMP packets
(specifically ICMP Code 3 Type 4 - Fragmentation Needed) messages due to afray of misplaced security paranoia.

What does that all mean? Basically, say your machine is connected to the Internet with aMTU of 1492 bytes
(Maximum Transmission Unit -- the maximum packet size your computer can transmit) which is common for PPPoE
users. At the same time, the remote WWW/FTP site is connected to the Internet at aMTU of 1500 bytes. The way that
TCP/IP works is that when a TCP connection is being negotiated for your HTTP / FTP connection, the remote side will
try to verify that a 1500 byte packet can reach your computer viatheinitial TCP "SYN" packet.

Since the packet is too big for your connection, your upstream router (run by your 1SP) will send alCMP 3:4
(fragmentation needed) packet back to the remote WWW / FTP server. Within this packet is a recommended smaller
MTU size to retry with. The problem isthat either your local upstream router, some router between you and the remote
server, or theremote HTTP / FTP server is either misconfigured or has afirewall in front of it that is BLOCKing these
|CMP packets.

. Thefinal UNCOMMON possibility isadebatable 2.0 / 2.2 kernel bug in the IPMASQ code. Some users point their
finger to the fact that IPMASQ might have problems with ICMP packets that have the DF or "Don't Fragment™ bit set.
Basically, when aMASQ box connectsto the Internet with an MTU of anything less than 1500, some packets will have
the DF field set. Though changing the MTU of the MASQ server's Internet link to 1500 seemingly fixes the problem,
the possible bug is still there. What is believed to be happening in these older kernelsis that the MASQ code is not
properly re-writing the return 1P addresses of the ICMP 3 Sub 4 code packets back to the originating MA SQed
computer. Because of this, these critical packets get dropped.

No worries though. A there are severa perfectly good ways to fix this nasty MTU problem:
. Enable PMTU clamping in PPPoE

This solution is mostly for modern 2.4.x and 2.2.x kernel users connected to the Internet viaa PPPoE DSL or
Cablemodem connections. This solution alows for changes to be done ONLY on the MASQ server itself and not on all
of theinternal MASQ clients.

. Enable PMTU clamping vialPTABLES

This solution is only modern 2.4.x kernel users connected via ANY type of Internet connection. This solution allows for
changes to be done ONLY on the MASQ server itself and not on all of the internal MASQ clients.
. Change your MASQ server'sInternet Link MTU

This solution will work for any Linux kernel version but isisNOT a solution if you have a PPPoE connection for DSL/
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Cablemodem users.

It should be noted that some users will balk at this solution because it can hurt some latency specific programs like
TELNET and Internet games but the impact is only slight. On the other hand, most HTTP and FTP traffic will SPEED
UP!

. Changethe MTU of al internal MASQed machines

This solution requires the most work as you have to make minor changesto ALL of the internal IPMA SQed machines.
Basically, you would be changing the MTU on all of the internal machines to match the MTU of your MASQ server's
Internet connection. Fortunately, this solution is usually bulletproof where as some of the other solutions mentioned in
this section might rarely not work.

7.15.1. Enabling PMTU Clamping for PPPoE and some PPP Users:

For those users who use PPPOE clients for (DSL / Cablemodem) or PPP (Dialup), your Internet connection isNOT "ethQ" (for
example) but usually "ppp0". In addition to this, your Internet link's MTU or Maximum Transmission Unit (largest packet you
can transmit over the Internet) isn't 1500 bytes but 1492. The 1492 byte MTU comes from the link size of Ethernet (1518
bytes) - Ethernet MAC overhead (18) = 1500. Then you subtract the PPPOE header (8 bytes) == MTU of 1492. This overhead
isn't abig deal but sometimes | SPs or remote Internet sites do stupid things to break PPPoE or non-1500 byte MTU connected
machines.

Y ou can find more info about this topic on the web. Specifically, here is good presentaion on the topic: mss-talk presentation
(PDF). Here is the entire Write up and other good info

To enable clamping in both the RP or PPPd PPPOE clients, add the following line to your /etc/ppp/pppoe.conf file:

# - If you have a conputer acting as a gateway for a LAN, choose "1412".
# The setting of 1412 is safe for either setup, but uses slightly nore
# CPU power .
#

CLAMPMSS=1412

7.15.2. Clamping the MSS via IPTABLES:

As mentioned above for PPPOE users, some | SPs and WWW sites filter critical ICMP packets like MTU Path Discovery.
Because of this, many users might find more Internet sites work but others hang or work poorly. Fortunately, recent
IPTABLES have added PMTU Clamping support which should help you. If your using IPTABLES and think you're hitting this
issue, try adding the following line to the end of your rc.firewall-iptables ruleset. It should be noted that thereisno PMTU
clamping support in IPCHAINS.

iptables -1 FORWARD -p tcp --tcp-flags SYN, RST SYN -j TCPMSS --cl anp- nss-t o-
pnt u

If thisline causes an error when you re-run the rc.firewall-iptables* firewall rulesets, you might need to upgrade your version
of IPTABLES which includesthe"TCPMSS" IPTABLES module.
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7.15.3. Changing the External MTU of the MASQ server:

This solution usually only appliesto DIALUP users since PPPoE users cannot INCREA SE their MTU because of PPPOE's
header overhead.

To use this solution, first see what your current MTU for your Internet link is. To do so, run "/bin/ifconfig” on the MASQ
server. Look at the lines that corresponds to your Internet connection and look for the MTU (for example, ppp0). This NEEDs
to be set to 1500. Usually, Ethernet links will default to 1500 for Ethernet but serial / DIALUP modem PPP links might default
to 576.

. Tochangethe MTU on a standard Ethernet link to your bridged or routed DSL, Cablemodem, etc. connection, you need
to edit the correct network startup scripts for your Linux distribution. Please see the TrinityOS - Section 16 document
for network optimizations.

. Tochangethe MTU issue on a PPP (not PPPoE) Internet link, edit your "/etc/ppp/options” file and towards the top, add
the following text on two seperate lines, add:

mu 1500
nmu 1500

Save these new changes and then restart PPP. Like shown above, verify that your PPP link has the correct MTU and
MTU.

CUA Users: Lastly, though thisisn't acommon problem, some Linux 2.0.x kernel users have found aMTU solution to
the following problem. With PPP users, verify what port is your PPPd code connecting to. Isit a/dev/cua* port or a/
dev/ttyS* port? It NEEDS to be a/dev/ttyS* port as the /dev/cua* device ststem has been deprecated and it breaks some
thingsin very odd ways.

7.15.4. Changing the MTU of various operating systems:

If you reconfigure ALL of your MASQed PCs to use the SAME MTU as your externa Internet link's MTU (for example, 1492
for PPPoE users), everything should work fine and this method is sometimes the MOST EFFECTIVE way of fixing things.
Thisisincluding ALL of the solutions mentioned above. But doing things this way can be alot of work if there are |ots of
internal MA SQed machines or be even impossible to do if you don't have administrative access to all the internal MASQed
machines.

Follow these simple steps for your respective operating system:

The follow examples utilize an MTU of 1492 for typical PPPOE connections for some DSL and Cablemodem users. It is
recommended to use the HIGHEST values possible for all connections that are 128Kb/s and faster. It should be noted that some
PPPoE 1SPs might require an MTU setting of 1460 (not 1492) for proper connectivity due to additional overhead in the ISP's
internal network.

The only real reason to use smaller MTUs than 1492 or 1460 is to lower your Internet link's latency but at the cost of
throughput. Please see http://www.ecst.csuchi co.edu/~dranch/PPP/ppp-performance.html#mtu for more details on this topic.

If you know how to make similar changes like these to other OSes like OS/2, MacOS, etc. please email David Ranch so it can
be included in the HOWTO.
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7.15.4.1. Changing the MTU on Linux:

1. The setting of MIU can vary from Linux distribution to distribution.

For Redhat: You need to edit the various "ifconfig" statenments in
the /sbin/ifup script

For Sl ackware: You need to edit the various "ifconfig" statements in
the /etc/rc.d/rcl.inet

2. Here is one good, any-distribution-will-work exanple, edit the
letc/rc.d/rc.local file and put the following at the END of the file:

echo "Changing the MU of ETHO"
/sbin/ifconfig ethO ntu 1492

Repl ace "eth0" with the interface nanme that is the nachine's upstream
connection which is connected to the Internet.

3. For advanced options like "TCP Receive Wndows" and such, detail ed exanpl es
on howto edit the respective networking scripts for your specific Linux
distro, etc., please see Chapter 16 of
http://ww. ecst. csuchi co. edu/ ~dranch/ LI NUX/ i ndex- | inux. ht m #trinityos

1. Making ANY changes to the Registry is inheritantly risky but
wi th a backup copy, you should be safe. Proceed at your
OMN RI SK

2. CGoto Start-->Run-->RegEdit

3. Registry-->Export Registry File-->Save a copy of your registry
to a reliable place

4. Navigate down to the key:

[ HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Servi ces\ Tcpi p\ Paranet ers\ I nter
faces\<I D for Adapter>

Each | D Adapter has default keys for DNS, TCP/IP address, Default Gateway,
subnet mask, etc. Find the key one that is for your network card.

5. Create the follow ng Entry:

t ype=DWORD
nane=" Mru" (Do NOT include the guotes)
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val ue=1492 ( Deci mal) (Do NOT include the text "(Decimal)")

http://support. mcrosoft.com support/kb/articles/ QL20/ 6/ 42. asp?LN=EN- US&SD=gn&FR=0

*** |f you know how to al so change the MSS, TCP W ndow Si ze, and the
*** TTL paraneters in NI 2000, please email dranch@rinnet.net as |
*** would love to add it to the HOMO

5. Reboot to let the changes take effect.

1. Making ANY changes to the Registry is inheritantly risky but
wi th a backup copy, you should be safe. Proceed at your
OMN RI SK.

2. Goto Start-->Run-->RegEdit

3. Registry-->Export Registry File-->Save a copy of your registry
to a reliable place

4. Create the following keys in the Registry trees, choose two
possi ble Registry trees. Miltiple entries are for various
networ k devices |ike Dial Up Networking (ppp), Ethernet N Cs,
PPTP VPNs, etc.

http://support.mcrosoft. conf support/kb/articles/ Q02/9/73. asp?LN=EN- US&SD=gn&FR=0

[ HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ Par anet er s\ Tcpi p]
and
[ HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ <Adapt er - nane>\ Par anet er s

\ Tcpi p]

Repl ace "<Adapter-Nane>" with the respective nane of your uplink LAN NI C
I nterface

t ype=DWORD
nanme="MruJ" (Do NOT include the quotes)
val ue=1492 ( Deci mal) (Do NOT include the text "(Decimal>")
(Do NOT include the guotes)
*** | f you know how to al so change the MSS, TCP W ndow Si ze, and the

*** TTL parameters in NT 4.x, please email dranch@rinnet.net as |
*** would love to add it to the HOMO
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5. Reboot to make the changes take effect.

1. Making ANY changes to the Registry is inheritantly risky but
wi th a backup copy, you should be safe. Proceed at your OMN RI SK

2. CGoto Start-->Run-->RegEdit

3. You shoul d nake a backup copy of your Registry before doing anything. To
do this, copy the "user.dat" and "systemdat"” files fromthe \ W NDOAS
directory and put theminto a safe place. It should be noted that the
previ ously nmentioned nethod of using "Regedit: Registry-->Export Registry
Fil e-->Save a copy of your registry" would only perform Regi stry MERCGES
and NOT do a repl acenent.

4. Search though each of the Registry trees that end in "n" (e.g. 0007)
and have a Registry entry called "I PAddress” which has the | P address
of your NIC. Under that key, add the follow ng:

From http://support.mcrosoft.com support/kb/articles/ql58/4/74. asp

[ Hkey_Local _Machi ne\ Syst em Current Control set\ Servi ces\ C ass\ Net Tr ans\ 000n]

t ype=STRI NG
nanme=" MaxMru" (Do NOT include the quotes)
val ue=1492 (Deci mal) (Do NOT include the text "(Decimal)")

5. You can al so change the "TCP Recei ve Wndow' whi ch someti nes
i ncreases network performance SUBSTANTIALLY. |f you notice your
t hr oughput has DECREASED, put these itenms BACK to their original
settings and reboot.

[ HKEY_LOCAL_MACHI NE\ Syst em Cur r ent Cont r ol Set\ Ser vi ces\ VxD\ MSTCP]

t ype=STRI NG

nane="Def aul t RcvW ndow" (Do NOT include the guotes)

val ue=32768 (Deci nal) (Do NOT include the text "(Decimal>")
t ype=STRI NG

nanme="Def aul t TTL" (Do NOT include the quotes)

val ue=128 (Deci nal) (Do NOT include the text " (Decimal>")

6. Reboot to let the changes take effect.
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7.15.4.5. Changing the MTU on MS Windows 95:

1. Making ANY changes to the Registry is inheritantly risky but
with a backup copy, you should be safe. Proceed at your OM RI SK

2. Goto Start-->Run-->RegEdit

3. You shoul d nake a backup copy of your Registry before continuing. To
do this, copy the "user.dat" and "systemdat" files fromthe \ W NDOAS
directory and put theminto a safe place. It should be noted that the
previ ously nmentioned nethod of using "Regedit: Registry-->Export Registry
Fil e-->Save a copy of your registry" would only do Registry MERGES and NOT
do a repl acenent.

4. Search through each of the Registry trees that end in "n" (e.g. 0007)
and have a Registry entry called "I PAddress”, which has the |IP address
of your NIC. Under that key, add the follow ng:

From http://support.m crosoft.com support/kb/articles/ql58/4/74. asp

[ Hkey_Local _Machi ne\ Syst em Current Control set\ Servi ces\ C ass\ Net Tr ans\ 000n]

t ype=DWORD

nane=" MaxMru' (Do NOT include the guotes)

val ue=1492 ( Deci nmal) (Do NOT include the text "(Decimal)")
t ype=DWORD

nane=" MaxVsS" (Do NOT include the gquotes)

val ue=1450 ( Deci mal) (Do NOT include the text " (Decimnmal>")

5. You can al so change the "TCP Receive Wndow' which soneti nes
i ncreases network performance SUBSTANTI ALLY. [If you notice your
t hroughput has DECREASED, put these itenms BACK to their original
settings and reboot.

[ HKEY_LOCAL_MACHI NE\ Syst eml Cur r ent Cont r ol Set\ Ser vi ces\ VxD\ MSTCP]

t ype=DWORD

nanme="Def aul t RcvW ndow" (Do NOT include the quotes)

val ue=32768 (Deci mal) (Do NOT include the text "(Decimnmal>")
t ype=DWORD

nane="Def aul t TTL"
val ue=128 (Deci nal)

NOT i ncl ude the quotes)

(Do
(Do NOT include the text " (Decimal>")

6. Reboot to let the changes take effect.
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Prev Home Next
( Odd Behavior ) - When my Up (FTP) - MASQed FTP clients
Internet connection first comes don't work.

up, nothing works. If | try again,
everything then works fine. Why
Isthis?
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Linux IP Masquerade HOWTO
Prev Chapter 7. Frequently Asked Questions Next

7.16. (FTP ) - MASQed FTP clients don't work.

Check to see that the "ip_masq_ftp" moduleisloaded. To do this, log into the MASQ server and run the
command "/shbin/lsmod". If you don't see the "ip_masq_ftp" module loaded, make sure that you followed
the BASIC /etc/rc.d/rc.firewall recommendations found in Section 3.4. If you are implementing your
own ruleset, make sure you include most of the examples from the HOWTO or you will have many
susequent problems.

Prev Home Next
(MTU) - IPMASQ seemsto be Up ( Performance) - IP
working fine but some sites don't Masguerading seems slow
work. This usually happens with

WWW and some FTP sites.
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7.17. ( Performance ) - IP Masquerading seems
slow

There might be afew reasons for this:

« You might be unrealistic about how much available bandwidth is on your modem line. Lets do
the math for atypical 56k modem connection:

1. 56k modems = 56,000 bits per second.

2. Yourealy DON'T have a 56k modem but a 52k modem per US FCC limitations.

3. You'll amost NEVER get 52k, the best connection | used to get was 48k

4. 48,000 bits per second is 4,800 BY TES per second (8 bitsto a byte + 2 bits for the
START and STOP RS-232 serial hits)

5. Withan MTU of 1500, you will get (3.2) packets in one second. Since thiswill involve

fragmentation, you need to round DOWN to (3) packets per second.
6. Again with MTU of 1500, thats 3.2 x 40 bytes of TCP/IP overhead (8%)
So the BEST throughput you could hope for is 4.68K B/s w/o compression. Compression,
be it v.42bis hardware compression, MNP5, or M S/Stac compression can yeild impressive
numbers on highly compressable stuff like TEXT files, but acutally slow things down
when transfering pre-compressed files like ZIPs, MP3s, etc.

~

Ethernet attached setups (DSL, Cablemodem, LANS, etc)

. Make sure you don't have both your INTERNAL and EXTERNAL networks running on the same
network card with the"IP Alias' feature. If you ARE doing this, it can be made to work but it
will be excessively slow due to high levels of collisions, IRQ usage, etc. It is highly
recommended that you install another network card for the internal and external networks to have
their own interface.

. Make sure you have the right Ethernet settings for both SPEED and DUPLEX.

. Some 10Mb/s Ethernet cards and most 100Mb/s cards support FULL Duplex connections. Direct
connections from an Ethernet card to, say, a DSL modem (without any hubsin between) * CAN*
be set to FULL DUPLEX but only if the DSL modem supportsit. Y ou should also be sure that
you have Ethernet cables with all eight wires used and that they are in good condition.

Internal networks that use HUBSs -cannot- use Full Duplex. Y ou need either a 10 or 100Mb.s
Ethernet SWITCH to be able to do this.
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Both auto 10/100Mb/s SPEED negotiation and Full/Half DUPLEX negotiation on Ethernet cards
can wreck havoc on networks. | recommend to hard code both the NIC speed and duplex into the
NIC(s) if possible. Thisisdirectly possible via Linux NIC kernel modules but isn't directly
possible in monolithic kernels. Y ou will need to either use Ml utililies from Section 8.1 or

hardcode the kernel source.
Optimize your MTU and set the TCP Sliding window to at |east 8192

. Though thisis COMPLETELY out of the scope of this document, this helps QUITE A BIT with
ANY network link you have, beit an internal or external PPP, Ethernet, TokenRing, etc. link. For
more details, thistopic is briefly touched in an above section in Section 7.15. For even more

details, check out the Network Optimization section of TrinityOS - Section 16.

Seria based modem users with PPP

. If you have an external modem, make sure you have a good serial cable. Also, many PCs have
cheesy ribbon cables connecting the seria port from the motherboard or 1/0 card to the serial port
connection. If you have one of these, make sureit isin good condition. Personally, | have ferrite
coils (those grey-black metal like rings) around ALL of my ribbon cables.

. Make sureyour MTU is set to 1500 as described in the FAQ section of this HOWTO above

. Make sure that your serial port isa 16550A or better UART. Run "dmesg | more" to verify

« Setup IRQ-Tune for your seria ports.

On most PC hardware, the use of Craig Estey's IRQTUNE tool and significantly increase serial
port performance including SL1P and PPP connections.

. Make sure that your serial port for your PPP connection is running at 115200 (or faster if both
your modem and serial port can handle it.. ak.alSDN terminal adapters)

o 2.0.x kernels. The 2.0.x kernels are kind of an odd ball because you can't directly tell the
kernel to clock the seria ports at 115200. So, in one of your startup scripts like the /etc/rc.
d/rc.local or /etc/rc.d/rc.seria file, execute the following commands for a modem on
COM2:

o setserial /dev/ttyS1 spd_vhi

o Inyour PPPd script, edit the actual pppd execution line to include the speed "38400" per
the pppd man page.

o 2.2.X kernels: Unlike the 2.0.x kernels, both the 2.1.x and 2.2.x kernels don't have this
"spd_vhi" issue.

So, in your PPPd script, edit the actual pppd execution line to include the speed "115200"
per the pppd man page.
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All interface types:

Prev Home Next
(FTP) - MASQed FTP clients Up ( PORTFW) - IP Masguerading
don't work. with PORTFWing seemsto break
when my lineisidlefor long

periods

http://ww.ecst.csuchico.edu/~dranch/LINUX/ipmasg/c-html/masg-performace.html (3 of 3)5/16/2005 3:10:44 PM



( PORTFW ) - IP Masguerading with PORTFWing seems to break when my lineisidle for long periods

Linux IP Masquerade HOWTO
Prev Chapter 7. Frequently Asked Questions Next

7.18. (PORTFW ) - IP Masquerading with
PORTFWing seems to break when my line is idle
for long periods

If you have aDSL or Cablemodem, this behavior is unfortunately quite common. Basically your ISPis
putting your connection into a very low priority queue to better service non-idle connections. The
problem is that some enduser's connections will actually be taken OFFLINE until some traffic from the
user's DSL/Cablemodem connection awakens the | SP's hardware.

. Some DSL installations can take an idle connection OFFLINE and only be checked for activity
once every 30 seconds or so.

. Some Cablemodem setups can set an idle connection into alow priority queue and only be
checked for activity every minute or so.

What do | recommend to do? Ping your default gateway every 30 seconds. To do this, edit the /etc/rc.d/
rc.local file and add the following to the bottom of thefile:

ping -i 30 100.200.212.121 > /dev/null &

Replace the 100.200.212.121 with your default router (upstream router).

Prev Home Next
( Performance) - IP Up ( PORTFW - Locally ) - | can't
Masquerading seems slow reach my PORTFWed server

from the INTERNAL lan
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7.19. (PORTFW - Locally ) - | can't reach my
PORTFWed server from the INTERNAL lan

Thisisacommon problem which isexplained inin Section 6.7 under "Note #2".

Basically, say your domain, acme.com, has an external |P addressis 1.2.3.4 and you are PORTFWing all
WWW traffic to an internal machine, say, 192.168.0.20. Then as an /internal/ user, you are trying to
contact to http://www.acme.com and expect things to work. Well, that isn't correct. Basically, http://
www.acme.com is being resolved to the I P of http://1.2.3.4. What you really should doing is contacting
http://192.168.0.20.

See the difference?

The proper solution to thisisto setup a SPLIT DNS server. Internal users would be configured to use
the /internal/ DNS server which would reply with the 192.168.0.20 address when asked for www.acme.
com. All external users will get areply from the /external/ server resolving to the the 1.2.3.4 |P address.
From there, IPTABLES/IPCHAINSIPFWADM would then PORTFW the traffic to the 192.168.0.20
server like normal.

Another aternative if you only have afew internal machinesisto setup a"hosts' file entry on all
internal machines. That entry would basically look like:

WWW. ache. com 192. 168. 0. 20

Got it? If you are interested in doing the more scalable DNS approach, TrinityOS completely covers
split and chrooted DNS servers. TrinityOS - Section 24 http://www.ecst.csuchico.edu/~dranch/LINUX/

index-linux.html#trinityos

Now, if the split DNS server or hosts file idea doesn't interest you, you can add the following line to
your firewall ruleset. Please note that this section currently doesn't cover the use of REDIR. If you need
help with REDIR, send me an email.
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# $I PTABLES - this is the full path to where your copy

# of iptables is

#

# $PORTFW - this is the |IP address of the internal WW
# server

#

# $INTLAN - this is the network of your internal MASQed
# network. e.g. 192.168.0.0/24

#

# $INTIP - this is the internal I P address of the

# MASQ server

$1 PTABLES -t nat - A POSTROUTI NG -d $PORTFW -s $I NTLAN \
-p tcp --dport 80 -j SNAT --to SINTIP

The problem with this approach is that every packet will be going from the MASQed web client, to the
MASQ server, to the MASQed WWW server, and back again. Thisis very wasteful on both network
bandwidth and server CPU!

Prev Home Next
(PORTFW) - IP Masquerading Up (Logs) - Now that | have IP
with PORTFWing seemsto break Masquerading up, I'm getting all
when my lineisidlefor long sorts of weird notices and errors
periods in the SYSLOG log files. How do

| read the IPTABLES/IPCHAINY
IPFWADM firewall errors?
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7.20. (Logs ) - Now that | have IP Masquerading up, I'm getting
all sorts of weird notices and errors in the SYSLOG log files.
How do | read the IPTABLES/IPCHAINS/IPFWADM firewall

errors?

Thereis probably afew common things that you are going to see:

. MASQ: Failed TCP Checksum error: You might see this error when a packet coming from the Internet gets corrupt in the
data section of the packet but the rest of it "seems" ok. When the Linux box receives this packet, it will calculate the CRC of
the packet and determine that its corrupt. On most machines running OSes like Microsoft Windows, they just silently drop the
packets but Linux IP MASQ reportsit. If you get aLOT of them over your PPP link, first follow the FAQ entry above for
"(Performance) - Masq seemsisslow".

If the (Performance) FAQ tips don't help and you run PPP over dialup or PPPOE, you might try adding the line "-vj" (disabled
VanJacobson header compression) to your /etc/ppp/options file and restart the PPPd connection.

. Firewall hits: Because you are on the Internet with a decent firewall, you will be surprised with the number of userstrying to
penetrate your Linux box! So what do all these firewall logs mean?

More so, if they arefilling your logs, see the next FAQ entry on thoughts how to reduce al these log entries.
. Thefollowing details are from the TrinityOS - Section 10 documentation | also wrote:

Wth the use of various firewall rulesets, a given ruleset can either
DENY (silently drop) or REJECT traffic (sends back a ICVWP error). |If
firewall logging is enabled, the errors will show up in the SYSLOG
"messages” file found at:

Redhat : /var/| og

Sl ackwar e: [ var/ adm
If you take a | ook at one of these firewall |ogs, you would see sonet hi ng
like:
| PTABLES:

Feb 23 07:37: 01 Roadrunner kernel: |PTABLES | N=ethO OUT=
MAC=00: 50: da: 2e: e5: fb: 00: 03: 47: 73: c9: d2: 08: 00 SRC=12. 75. 147. 174
DST=100. 200. 0. 212 LEN=44 TOS=0x00 PREC=0x00 TTL=64 | D=39034 DF PROTO=TCP
SPT=4313 DPT=23 W NDOW:32120 RES=0x00 SYN URGP=0

Feb 23 07:37: 01 Roadrunner kernel: input REJECT et hO PROTO=6
12.75.147.174: 1633 100. 200. 0. 212: 23 L=44 S=0x00 | =54054 F=0x0040 T=64
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Feb 23 07:37:01 Roadrunner kernel: IP fwin rej ethO TCP 12.75.147.174: 1633
100. 200. 0. 212: 23 L=44 S=0x00 |=54054 F=0x0040 T=64

There is a LOT of information in just this one line of SYSLOG Lets break
out this exanple. You should refer back to the original firewall hit as you
read this.

- This packet firewall "hit" occurred on "Feb 23 07:37: 01"

2. ===============SSSSSSSSSSsoosSSSSSSSSSSSSSSSSSSSSSSSS==============
- This packet was | ogged on the "RoadRunner" conputer via the kerne

3. ========================SSSo===SSSSSSSSSSSSSSS=SSSSSS==============
- | PTABLES: the SYSLOG prepend string is "iptables" for information purposes

- IPCHAINS: the packet was stopped on the I NPUT chain

- |PFWADM the packet was an | P packet

e ——————

- | PTABLES: the packet came IN on interface "ethO"

- IPCHAINS: the packet was REJECTED (vs. dropped or accepted)

- |PFWADM the packet was stopped on INPUT (vs. "fwout" for OUT or
"fwfwd" for FORWARD)

e e e —————

- | PTABLES: the packet had NO output interface

- I PCHAINS: the packet cane in on the "ethQ" interface

- | PFWADM the packet was REJECTED "rej" (vs. "deny" or "accept")

6. ===========================S=SSo=oSSSSSSSSS=SSSS=S====SSSS=========

- I PTABLES: this display's the MAC address of the source and destination
Et het net MAC address (only relivant for Ethernet networks)

- | PCHAINS: the packet was | P protocol 6 or TCP
* | f you don't know that protocol 6 is for TCP, | ook at
your /etc/protocols file to see what ot her protocol nunbers
are used for.
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- IPFWADM the packet on the "ethO0" interface

7_ e e e e e e
- | PTABLES: the packet's source |P address was 12.75.147.174
- I PCHAINS: the packet's source |IP address was 12.75.147.174
- |PFWADM the packet was a "TCP" packet
8_ e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e
- | PTABLES: the packet's destination |IP address was 100. 200.0. 212
- | PCHAINS: the packet's source PORT was 1633
- | PFWADM the packet's source |P address was 12.75.147.174
9_ B e e ————
- | PTABLES: the packet's |ength was 44 bytes
- | PCHAINS: the packet's destination |IP address was 100. 200.0. 212
- | PFWADM the packet's source PORT was 1633
10. e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e
- | PTABLES: the packet's TOS nmarki ngs (type of service which basically
nmeans cl ass of service) was 0x00 or zero.
- IPCHAINS: the packet's destination PORT was 23 (tel net)

* | f you don't know that port 23 is for TELNETI ng, | ook at
your /etc/services file to see what other ports are used
for.

- | PFWADM the packet's destination |IP address was 100. 200. 0. 212

11 . e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e —

- | PTABLES: the packet's precedense markings (class of service) was
0x00 or zero.

- | PCHAINS: the packet's |ength was 44 bytes

- | PFWADM the packet's destinati on PORT was 23 (tel net)

* | f you don't know that port 23 is for TELNETiI ng, | ook at
your /etc/services file to see what other ports are used
for.

12 . e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

- | PTABLES: the packet's TTL or Tine to Live was 64 or 64 router hops
* Every router hop over the Internet will subtract (1) from
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this nunber. Usually, packets will start with a nunber of
255 (depends on the operating system) and if that number
ever reaches (0), it nmeans that realistically, the packet
was | ost in a network | oop and shoul d be del et ed.

- IPCHAINS: the packet's TOS markings (type of service which basically
nmeans cl ass of service) was 0x00 or zero
* divide this by 4 to get the Type of Service (presidence)

- |PFWADM t he packet was 44 bytes |ong

- | PTABLES: the packet had various TCP flags set such as SYN, SYN+ACK
etc. (shown in HEX)

- | PCHAINS: the packet had various TCP flags set (shown in hex)

- | PFWADM the packet's TOS marki ngs (type of service which basically
nmeans cl ass of service) was 0x00 or zero.

- | PTABLES: the packet's "don't fragnent" or DF bit was set fromthe
source comnputer

- IPCHAINS: the packet had a fragnentation offset of 40 (shown in HEX)

--Don't worry if you don't understand this..

* A value that started with "0x2..." or "Ox3..." nmeans the
"More Fragnments" bit was set so nore fragnented packets
will be conming in to conplete this one Bl G packet.
* A value which started with "0Ox4..." or "0x5..." neans
t hat
the "Don't Fragnent" bit was set
* Any ot her val ues are the Fragnment offset (divided by 8)
to
be later used to reconbine into the original LARGE packet
- | PFWADM the packet had various TCP flags set such as SYN, SYN+ACK
etc. (shown in HEX)

- | PTABLES: the packet was a TCP packet

- IPCHAINS: the packet's TTL or Tinme to Live was 64 or 64 router hops
* Every router hop over the Internet will subtract (1) from
this nunber. Usually, packets will start with a nunber of
255 (depends on the operating system) and if that number
ever reaches (0), it nmeans that realistically, the packet
was | ost in a network | oop and shoul d be del et ed.

- |PFWADM the packet had a fragnentation of fset of 40 (shown in HEX)
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--Don't worry if you don't understand this..

* A value that started with "0x2..." or "0x3..." means the
"More Fragnents" bit was set so nore fragnented packets
will be coming in to conplete this one BI G packet.
* A value which started with "0x4..." or "O0x5..." neans
t hat
the "Don't Fragnent" bit was set
* Any other values are the Fragnent offset (divided by 8)
to
be | ater used to reconbine into the original LARGE packet
16 e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e
- | PTABLES: the packet's soure PORT was 4313
- | PCHAI NS:
- |PFWADM  the packet's TTL or Tinme to Live was 64 or 64 router hops
* Every router hop over the Internet will subtract (1) from
this nunber. Usually, packets will start with a nunber of
255 (depends on the operating systen) and if that nunber
ever reaches (0), it nmeans that realistically, the packet
was | ost in a network | oop and shoul d be del et ed.
17 e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e
- | PTABLES: the packet's destination PORT was 23 (tel net)
* | f you don't know that port 23 is for TELNETI ng, | ook at
your /etc/services file to see what other ports are used
for.
- | PCHAI NS
- | PFWADM
18 e ———————
- | PTABLES: the packet's TCP wi ndow (sliding or selective TCP ack)
was 32120 bytes
- | PCHAI NS
- | PFWADM
19 e R ==
- | PTABLES: the packet's TCP reserved bits were 0x00 (HEX) - unused
- | PCHAI NS
- | PFWADM
20. e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e —

- | PTABLES: the packet's TCP header SYN bit was set
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* | PTABLES di splays all the TCP header bits by name and not
by a HEX dunp

- | PTABLES: the packet's TCP header URGENT bit was set - rarely used
- | PCHAI NS:

- | PF\WVADM

Prev Home Next
( PORTFW - Localy) - | can't Up (Log Reduction) - My logs are
reach my PORTFWed server filling up with packet hits due to
from the INTERNAL lan the new "stronger" rulesets. How

can | fix this?
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7.21. (Log Reduction ) - My logs are filling up
with packet hits due to the new "stronger"
rulesets. How can | fix this?

So your realizing that a good firewall is catching a LOT of bad Internet traffic. That's a good thing but
it'salso filling up your logs to the point that you won't read them; that's bad. What to do?

What you need to figure out is what traffic you DON"T want to log, explicitly match those packetsin
the firewall, and NOT log the packets when you drop them.

For example, the TrinityOS firewall ruleset in section 10.7 (thiswould be a"strongest” ruleset in
IPMASQ speak) gives someideas: TrinityOS - Section 10.7

Things | recommend to filter:

. All RFC1918 address space (TCP/IP address ranges. 10.x.y.z/8, 172.16-31.y.z/12, and 192.168.y.
x/16). Y ou should /never/ receive these packets from an Internet connection. If you do, they are
most likely spoofed packets

. Windows File and Print Sharing (Samba or CIFS): ports 137, 138, 139, and 445. Windows
machines like to talk alot though most computers don't care what they're saying.

. Class-D Multicast addresses (if you don't use Multicast): 224.0.0.0/4

. Class-E and F "future" addresses. 240.0.0.0/5 and 248.0.0.0/5

To amuch lesser extent, you might want to filter other packets. | recommend that you verify that you are
receiving these specific packet types before you filter them out.

« RIP (the routing protocol): port 520
. Some specific forms of ICMP packets - NOT all of them (that will break your machine and
IPMASQ in general)

Finally, you'll probably find that some individual TCP/IP address out on the Internet always seem to
attack your IP. So, in addition to filtering various PORTS like above, you might want to also filter by
specific SOURCE IP addresstoo. After al, it is*Y OUR* firewall.
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Prev Home Next
(Logs) - Now that | have IP Up (MASQ Security ) - Can |
Masquerading up, I'm getting all configure IP MASQ to allow
sorts of weird notices and errors Internet users to directly contact
in the SY SLOG log files. How do internal MASQed servers?

| read the IPTABLES/IPCHAINS
IPFWADM firewall errors?
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7.22. ( MASQ Security ) - Can | configure IP MASQ
to allow Internet users to directly contact internal
MASQed servers?

Y es! With IPPORTFW, you can alow ALL or only a select few Internet hosts to contact ANY of your
internal MASQed computers. Thistopiciscompletely covered in Section 6.7 in thisHOWTO.

Prev Home Next
( Log Reduction) - My logs are Up ( Free Ports) - I'm getting
filling up with packet hits due to "kernel: ip_masq_new
the new "stronger" rulesets. How (proto=UDP): no free ports." in
can | fix this? my SY SLOG files. Whats up?
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7.23. ( Free Ports ) - I'm getting "kernel:
Ip_masqg_new(proto=UDP): no free ports." in my
SYSLOG files. Whats up?

One of your internal MASQed machines are creating an abnormally high number of packets destined for
the Internet. Asthe IP Masg server builds the MASQ table and forwards these packets out over the
Internet, thetable is quickly filling. Once thetableisfilled, it will give you this error.

The only application that | have known which temporarily creates this situation is a gaming program
called "GameSpy". Why? Gamespy builds a server list and then pings all of the serversin thelist (1000s
of game servers). By creating all these pings, it creates 1,000s of quick connectionsin aVERY short
period of time. Until these sessions timeout viathe IP MASQ timeouts, the MASQ tables become
"FULL".

So what can you do about it? Realistically, don't use programs that do thingslike this. If you do get this
error in your logs, find it and stop using it. If you realy like GameSpy, just don't refresh the server too
often. Regardless, once you stop running this MASQ'ed program, this MASQ error will go away as
these connections will eventually timeout in the MASQ tables.

Prev Home Next
(MASQ Security ) - Can | Up ( SETSOCKOPT ) - I'm getting
configure IP MASQ to allow "ipfwadm: setsockopt failed:
Internet usersto directly contact Protocol not available” when | try
internal MASQed servers? to use IPPORTFW!
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7.24. ( SETSOCKOPT ) - I'm getting "ipfwadm:
setsockopt failed: Protocol not available"” when |
try to use IPPORTFW!

If you get the error message "ipfwadm: setsockopt failed: Protocol not available”, you AREN'T running
your new kernel. Make sure that you moved the new kernel over, re-run LILO, and then reboot again.

Please see the end of Section 6.7 for full details.

Prev Home Next
( Free Ports) - I'm getting Up ( SAMBA ) - Microsoft Fileand
"kernel: ip_masq_new Print Sharing and Microsoft
(proto=UDP): no free ports." in Domain clients don't work
my SY SLOG files. Whats up? through IP Masg!
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7.25. (SAMBA ) - Microsoft File and Print Sharing
and Microsoft Domain clients don't work through
IP Masq!

To properly support Microsoft's SMB protocol, an P Masg module would need to be written but there
are three viable work-arounds. For more details, please see this Microsoft KnowledgeBase article.

Thefirst way to work around this problem is to configure IPPORTFW from Section 6.7 and portfw TCP

ports 137, 138, and 139 to the internal Windows machine's | P address. Though this solution works, it
would only work for ONE internal machine.

The second solution isto install and configure Samba on the Linux MASQ server. With Samba running,

you can then map your internal Windows File and Print shares onto the Samba server. Then, you can
mount these newly mounted SMB sharesto all of your external clients. Configuring Sambais fully
covered in aHOWTO found in a Linux Documentation Project and in the TrinityOS document as well.

The third solution isto configure a VPN (virtual private network) between the two Windows machines
or between the two networks. This can either be done viathe PPTP or IPSEC VPN solutions. Thereisa
Section 7.34 patch for Linux and also afull IPSEC implementation available for both 2.0.x and 2.2.x

kernels. This solution would probably be the most reliable and secure method of all three solutions.

All of these solutions are NOT covered by thisHOWTO. | recommend that you look at the TrinityOS
documentation for IPSEC help and John Hardin's PPTP page for more information.

Also PLEASE understand that Microsoft's SMB protocol isVERY insecure. Because of this,
running either Microsoft Fileand Print sharing or Windows Domain login traffic over the
I nter net without any encryption isa VERY BAD idea.

Prev Home Next
( SETSOCKOPT ) - I'm getting Up (IDENT ) - IRC won't work
"Ipfwadm: setsockopt failed: properly for MASQed IRC users.
Protocol not available” when | try Why?

to use IPPORTFW!
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7.26. (IDENT ) - IRC won't work properly for
MASQed IRC users. Why?

The main possible reason is because most common Linux distribution's IDENT or "Identity" servers
can't deal with IP Masgueraded links. No worries though, there are IDENTSs out there that will work.

Installing this software is beyond the scope of this HOWTO but each tool has its own documentation.
Here are some of the URLSs:

. Oident isafavorite IDENT server for MASQ users.
. Mident is another popular IDENT server.

» Sident

« Other Idents

Please note that some Internet IRC servers still won't allow multiple connections from the same host
even if they get Ident info and the users are different though. Complain to the remote sys admin. :-)

Prev Home Next
( SAMBA ) - Microsoft File and Up (IRC DCC) - mIRC doesn't
Print Sharing and Microsoft work with DCC Sends

Domain clients don't work
through IP Masg!
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7.27. (IRC DCC) - mIRC doesn't work with DCC
Sends

Thisisaconfiguration problem on your copy of mIRC. To fix this, first disconnect mIRC from the IRC
server. Now in mIRC, go to File --> Setup and click on the"IRC serverstab”. Make surethat it isset to
port 6667. If you require other ports, see below. Next, goto File --> Setup --> Local Info and clear the
fields for Local Host and |P Addresses. Now select the checkboxes for "LOCAL HOST" and "IP
address' (1P address may be checked but disabled). Next under "L ookup Method", configureit for
“normal”. It will NOT work if "server" is selected. That'sit. Try to the IRC server again.

If you require IRC server ports other than 6667, (for example, 6969) you need to edit the /etc/rc.d/rc.
firewall startup file where you load the IRC MASQ modules. Edit thisfile and the line for "modprobe
ip_masg_irc" and add to this line "ports=6667,6969". Y ou can add additional ports aslong asthey are
separated with commeas.

Finally, close down any IRC clients on any MA SQed machines and re-load the IRC MASQ module;

/shin/rmmod ip_masq irc /etc/rc.d/rc.firewall

Prev Home Next
(IDENT ) - IRC won't work Up (IPAliasing) - Can IP
properly for MASQed IRC users. Masquerade work with only ONE
Why? Ethernet network card?
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7.28. ( IP Aliasing ) - Can IP Masquerade work
with only ONE Ethernet network card?

Yesand no. With the"IP Alias' kernel feature, users can setup multiple aliased interfaces such as
eth0:1, eth0:2, etc but itsis NOT recommended to use aliased interfaces for |P Masguerading. Why?
Providing a secure firewall becomes very difficult with asingle NIC card. In addition to this, you will
experience an abnormal amount of errors on this link since incoming packets will almost simultaneously
be sent out at the same time. Because of all thisand NIC cards now costs less than $10, | highly
recommend to just get a NIC card for each MASQed network segment.

Users should also understand that |P Masquerading will only work with a physical interface such as
ethO, ethl, etc. MASQIing out an aliased interface such as "eth0:1, ethl:1, etc" will NOT work. In other
words, the following WILL NOT WORK reliably:

. Itisrumored that you can ssimply use the destination | P address (the | P address associated with
the ALIASed interface like eth0:1, etc.) IN PLACE of specifing the interface (ethO:1). This
solution is not untested -- please email dranch@trinnet.net if you have any positive or negative
results

. /sbin/ipchains -A forward -i ethO:1 -s192.168.0.0/24 -] MASQ"

. [Isbin/ipfwadm -F -am -W eth0:1 -S 192.168.0.0/24 -D 0.0.0.0/0

If you are still interested in using aliased interfaces, you need to enable the "IP Alias' featurein the
kernel. Y ou will then need to re-compile and reboot. Once running the new kernel, you need to
configure Linux to use the new interface (i.e. ethO:1, etc.). After that, you can treat it as a normal
Ethernet interface with some restrictions like the one above.

Prev Home Next
(IRC DCC) - mIRC doesn't Up ( Multiple-LANS) - | have two
work with DCC Sends MASQed LANSs but they cannot

communicate with each other!
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7.29. ( Multiple-LANs ) - | have two MASQed LANS
but they cannot communicate with each other!

Please see Section 6.5 for full details.

Prev Home Next
(IPAliasing) - Can IP Up (SHAPING) - | want to be able
Masquerade work with only ONE to limit the speed of specific
Ethernet network card? types of traffic
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7.30. ( SHAPING ) - I want to be able to limit the speed of
specific types of traffic

| receive lots of emails from people asking something like the following:

How can | control the internet bandw dth anong the LAN PCs behi nd the | PMASQ
server? Sone times any local pc is dowmloading and it it will take the majority
of the bandwi dth and thus the other PCs get little bandw dth.

Thistopic really doesn't have anything to do with IPMASQ and everthing to do with Linux's built-in traffic shaping
and rate-limiting abilities. Y ou will find information about this on the LDP such asthe ADSL Bandwidth HOWTO,

the Advanced Rouring HOWTO, and the Bandwidth Limiting HOWTO. Please understand this is an advanced topic
and any question you may have will be better served from people from those forums.

Prev Home Next
(Multiple-LANS) - | have two Up (ACCOUNTING) - | need to do
MASQed LANSs but they cannot accounting on who is using the
communicate with each other! network
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7.31. (ACCOUNTING ) - I need to do accounting
on who is using the network

Though this doesn't have much to do with IPMASQ, here are afew ideas. If you know of a better
solution, please email the author of thisHOWTO so it can be added to the HOWTO.

. ldea#1: Y ou could run the command:

| PCHAINS: "ipchains -L -M
| PTABLES: "cat /proc/net/ip_conntrack"

| PFWADM

once a second and log all of those entries. Y ou could then write a program to merge this
information into one large file. Again, thiswill only provide you with the remote I P address and
nothing about the content viewed or downl oaded.

. ldea#2: Log every packet: Y ou can match any specific traffic flows but this method will create
VERY LARGE log files. Unfortunately, these log files aren't very readable and it doesn't tell you
what was transfered (FTP files, etc.). Fortunately, setting up this form of accounting is easy.

. ldea#3: Say you want to log all traffic going out onto the internet. Y ou can setup afirewall rule
to accept port 80 traffic with with the SYN bit set and log it. Now mind you, thiswill create
smaller log files than the idea above but you will only know the destination | P address and NOT
the WWW pages viewed.

. ldea#4: Transparent Proxy: This method really doesn't use IPMASQ since it requires the
installation and setup of the Squid HTTP/FTP proxy server. The benefit of this method is that
internal users won't notice anything different in terms of connectivity but now the SysAdmin gets
aLOT moreinformation (files downloaded, etc). But, there are pros/cons to setting this up:

Pro:

o+ full logging of al transferred files and issues FTP commands

o+ you can enable caching on the proxy server. With caching, you can save bandwidth
since once afileis downloaded, any identical file requests will be served viathe cache and
not redownloaded via the Internet connection.
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Con:
o - Setting up atransparent proxy is complicated as it requires kernel changes, setting up

Squid, etc.
o - Could be overkill for asmall installation.

Please see the Advanced Routing HOWTO for more details.
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7.32. ( MULTIPLE IPs - DMZ segments) - | have several
EXTERNAL IP addresses that | want to PORTFW to several
internal machines. How do | do this?

You DON'T do thiswith MASQ.

MASQ isal:Many NAT setup which isthe incorrect tool to perform what you are looking for. Y ou are looking for is either
Many:Many NAT solution or a Briding setup.

NOTE: For users out there who are thinking about enabling multiple IP addresses on one internal NIC using "IP Alias' and
then just PORTFWeding ALL of those ports (0-65535), and and finally use IPROUTEZ2 to maintain the proper source/
destination IP pairs. This has been done SUCCESSFULLY on 2.0.x kernels and less successfully on 2.2.x kernels.
Regardless of success, that isn't the proper way to do it, it'satotal HACK, and it is not a supported MASQ configuration.
Please, give IPTABLES on the 2.4.x kernels a serious ook or to a much lesser extent, Section 7.30 IPROUTEZ2 look for 2.2.

X kernels.

Anyway, for forwarding external |P address to internal hosts, you basically have three possibilites:

1. Route the external |Ps

(This does NOT involve |IPMASQ at all but requires special WAN
addr essi ng
and routing setup fromyour |SP):

Internet -- Sonme public WAN -- Linux -- DMZ segnent
| P address Server PUBLI C | Ps
|
- I nt ernal net

private IPs
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2. 1:1 NAT

(Most easily done via | PTABLES or with I PCHAINS and | PROUTE2 but

still
sonme protocols cannot deal w th NAT)
Internet -- Linux -- DMZ segnent
Server Private IPs natted to 1:1 PUBLIC | Ps
|
teo-o--- I nt ernal net
private |Ps
3. Bridging:
This is how nost commercial firewalls do it as it's very slick.
Basi cal | y,
all public IPs transparently flow through the Linux server to the DVZ but
via firewal |l inspection.
Internet -- Linux -- DMZ segnent
Server PUBLI C | Ps
I
+o----- I nternal net

private |Ps
Though this howto doesn't cover items #1 and #2 yet, email me and | can give you a hand. For item #3, thisisn't IPMASQ
anymore and thus | can't help you. Fortunately, there are afew HOWTOs out there on the topic:

. http://bridge.sourceforge.net/
. http://www.tldp.ora/HOWT O/Ethernet-Bridge-netfilter-HOWTO.html

NOTE: If you have abridged DSL or Cablemodem connection (not PPPoE), things are a little more difficult because your
setup isn't routed. No worries though, check out the BridgetFirewall Mini HOWTO and the BridgetFirewa l+DSL Mini

HOWTO. These HOWTOs will teach you how to get your Linux box to support multiple IP addresses on a single interface!
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7.33. ( Netstat ) - I'm trying to use the NETSTAT
command to show my Masqueraded connections
but its not working

There might be a problem with the "netstat" program in 2.0.x-based Linux distros. After aLinux reboot,
running "netstat -M" works fine but after a MASQed computer runs some successful ICMP traffic like
ping, traceroute, etc., you might see something like:

masq_info.c: Internal Error "ip_masquerade unknown type'.

The workaround for thisis to use the "/sbin/ipfwadm -M -I" command. Y ou will also notice that once
the listed |CMP masguerade entries timeout, "netstat” works again.
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7.34. (VPNs ) - I would like to get Microsoft PPTP
(GRE tunnels) and/or IPSEC (Linux SWAN)
tunnels running through IP MASQ

This IS possible for specific modes. Specifically, al of the kernel versions (2.4.x, 2.2.x, and 2.0.x)
support patches to allow for both ONE or MULTIPLE PPTP users behind a IPMASQ server to connect
to the -same- PPTP server. The 2.4.x kernels currently have a PPTP module now in the newest versions
of the IPTABLES program and there is another version available on the IPMASQ WWW site. Please
check out John Hardin's PPTP Masq page for details.
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7.35. (Games ) - | want to get the XYZ network
game to work through IP MASQ but it won't work.
Help!

First, check Steve Grevemeyer's MASQ Applications page. If your solution isn't listed there, try
patching your Linux kernel with Glenn Lamb's http://ipmasg.webhop.net/files20/| oose-udp-2.0.36.patch.

gz LooseUDP patch which is covered in Section 6.10 above. Also check out Dan Kegel's NAT Page for
more information.

If you are technically inclined, use the program "tcpdump” and sniff your network. Try to find out what
protocols and port numbers your XY Z gameis using. With thisinformation in hand, subscribe to the |IP

Masq email list and email your results for help.

Prev Home Next
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7.36. ( Stops working ) - IP MASQ works fine for a
while but then it stops working. A reboot seems
to fix this. Why?

| bet you are using IPAUTOFW and/or you have it compiled into the kernel huh?? Thisisaknown
problem with IPAUTOFW. It isrecommend to NOT even configure IPAUTOFW into the Linux kernel
and use IPPORTFW option instead. Thisis covered with more detailsin Section 6.7.
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7.37. (SMTP Relay ) - Internal MASQed
computers cannot send SMTP or POP-3 mail!

Though thisisn't a Masguerading issue but many users do this so it should be mentioned.

SMTP: Theissueisthat you are probably using your Linux box asan SMTP relay server and get the
following error:

"error frommail server: we do not rel ay”

Newer versions of Sendmail and other Mail Transfer Agents (MTAS) disable relaying by default (thisis
agood thing). So do the following to fix this:

. Sendmail: Enable specific relaying for your internal MA SQed machines by editing the /etc/
sendmail.cw file and add the hostname and domain name of your internal MA SQed machine.
Y ou should also check to see that the /etc/hosts file has the | P address and Fully Qualified
Domain Name (FQDN) configured in it. Once thisis done, you need to restart Sendmail for it to
re-read its configuration files. Thisis covered in TrinityOS - Section 25

POP-3: Some users configure their internal MASQ'ed computer's POP-3 clients to connect to some
external SMTP server. While thisis fine, many SMTP servers out there will try to IDENT your
connection on port 113. Most likely your problem stems around your default Masquerade policy being
set to DENY. ThisisBAD. Set it to REJECT and re-run your rc.firewall ruleset.

Prev Home Next
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7.38. ( Source Routing ) - | need different internal
MASQed networks to exit on different external IP
addresses

Say you have the following setup: Y ou have multiple internal networks and also multiple external |P addresses
and/or networks. What you want to do is have LAN #1 to only use External 1P #1 but you wan LAN #2 to use
Externa P #2.

Internal LAN ---------- > official IP
LAN #1 External IP#1 192.168.0.x --> 123.123.123.11
LAN #2 Externa 1P #2 192.168.1.x --> 123.123.123.12

Basically, what we have described here is routing NOT only on the destination address (typical IP routing) but
also routing based upon the SOURCE address as well. Thisistypically called "policy-based routing” or "source
routing". Thisfunctionality isNOT availablein 2.0.x kernels, it *IS* available for 2.2.x kernelsviathe
IPROUTEZ package, and it is built into the new 2.4.x kernelsusing IPTABLES.

First, you have to understand that both IPFWADM and IPCHAINS get involved * AFTER* the routing system
has decided where to send a given packet. This statement really ought to be stamped in big red letters on all
IPFWADM/IPCHAINS/IPMASQ documentation. The reason for thisis that users MUST first have their routing
setup correct, then start adding IPFWADM/IPCHAINS and/or Masq features.

Anyways, for the example case shown above, you will need to persuade the routing system to direct packets from
192.168.0.x via 123.123.1233.11 and packets from 192.168.1.x via 123.123.123.12. That is the hardest part and
adding Masq on top of correct routing is easy.

To do this fancy routing, you will use IPROUTEZ2. Because this functionality has NOTHING to do with
IPMASQ, thisHOWTO does not cover thistopic in great detail. Please see Section 2.7 for complete URL s and

documentation for this topic.

The"iprule" and "iproute" commands are the same as "ip rule" and "ip route" commands (I prefer the former
sinceit iseasier to search for.) All the commands below are completely untested, if they do not work, please let
David Ranch know about it but please contact the IPROUTEZ2 email list for help. Thisfunction has NOTHING to
do with IP Masguerading.

2.4.x. kernels;
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The following would be integrated into the END of your rc.firewall-iptables ruleset

EXTI F="et hO"

| NTNET1="192. 168. 0. 0/ 24"
| NTNET2="192. 168. 1. 0/ 24"
EXTI P1="123. 123. 123. 11"
EXTI P2="123. 123. 123. 12"

i ptables -t nat -A POSTROUTING -0 $EXTIF -s $INTNET1 -j SNAT --to $EXTIP1
i ptables -t nat -A POSTROUTI NG -0 $EXTIF -s $I NTNET2 -j SNAT --to $EXTI P2

2.2.X. kernéls:

Thefirst few commands only need to be done once at boot, say in /etc/rc.d/rc.local file.

# Allow internal LANs to route to each other, no masgq.
/sbin/iprule add from 192.168.0.0/16 to 192.168.0.0/16 table main pref 100

# All other traffic from192.168.1.x is external, handle by table 101
/sbin/iprule add from 192.168.1.0/24 to 0/0 table 101 pref 102

# Al other traffic from 192.168.2.x is external, handle by table 102
/sbin/iprule add from 192.168.2.0/24 to 0/0 table 102 pref 102

These conmands need to be issued when ethO is configured, perhaps in
/et c/ sysconfi g/ network-scripts/ifup-post (for Redhat systens). Be sure to
do them by hand first to nmake sure they work.

# Table 101 forces all assigned packets out via 123.123.123.11
/sbin/iproute add table 101 via 123.123.123.11

# Table 102 forces all assigned packets out via 123.123.123.12
/sbin/iproute add table 102 via 123.123.123. 12

At this stage, you should find that packets from 192.168.1.x to the
outside world are being routed via 123.123.123. 11, packets from
192. 168. 2. x are routed via 123.123.123. 12.

It 1s | MPORTANT that these | PROUTE2 rules be run /BEFORE/ the rc.firewall
rul eset i s run.

| f everything hangs together, the masq code will see packets being

routed out on 123.123.123.11 and 123.123.123.12 and will use those addresses
as the nasq source address.
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7.39. (IPCHAINS rulesets on 2.4.x kernels ) -
What the ipchains.o module can do on 2.4.x
kernels

Some people would like to continue using their legacy IPCHAINS rulesets on 2.4.x-based kernelw.
Unfortunately, unless you are only doing packet firewalling and not trying to do any NATing (MASQ),
PORTFW, or other advanced features, you're in trouble.

. If you ARE only doing IPCHAINS filtering, all you need to do isunload all IPTABLES modules
shown from the "/ sbi n/ | snod" command. After that, load the IPCHAINS module by running
"/ sbi n/ modpr obe i pchai ns". After that, load your IPCHAINS ruleset as normal.

o Please note that if you compiled IPTABLES support statically into the kernel, you
CANNOT load the "ipchains' module (it shouldn't be even present) as it will conflict with
the IPTABLES kernel code. Your ONLY option in this case is to recompile your kernel
but make the IPTABLES and IPCHAINS options as modul es.

So why can't you run IPCHAINS MASQ/PORTFW functionality with a 2.4.x kernel? Once the
IPCHAINS moduleisloaded, you CANNOT use any IPTABLES commands or modules since the code
conflicts. In addition to this, you cannot use any legacy 2.2.x IPCHAINS masq modules on a 2.4.x
kernel asthe kernels are so radically different. Plus, this really shouldn't be an issue as all of this
functionality is available vianative IPTABLES modules now. Finally, you cannot use the
IPMASQADM tool with a2.4.x kernel as the program both won't compile and ultimately the PORTFW
kernel handlers aren't present anymore (it's now done natively by the IPTABLES code). So, considering
all of thesefacts:

« You cannot run any form of PORTFW on this 2.4.x machine
« Protocolsthat require specia handling like FTP, IRC, CuSeeme, Real Audio, etc. will no longer
work

Basically, the ipchains kernel module included with the 2.4.x kernelsis intended for basic packet
firewall compatibility and NOT any NAT(MASQ) functionality.
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7.40. (IPTABLES vs. IPCHAINS vs. IPFWADM ) -
Why do the 2.4.x, 2.2.x, and 2.0.x kernels use
different firewall systems?

IPTABLES supports the following features that IPCHAINS and IPFWADM doesn't:

. Stateful 1Pv4 protocol and application tracking
. Stateful IPv6 protocol tracking

. Truel:1and 1:Many NAT

« Built-in PORTFW functionality

. Seethe Section 2.6 section for more details

IPCHAINS supports the following features that IPFWADM doesn't:

. "Quality of Service" (QoS support)

. A TREE style chains system vs. LINEAR system like IPFWADM (Eg. this allows something like
"If it is ppp0, jump to this chain (which contains its own difference set of rules)”

. IPCHAINS is more flexible with configuration. For example, it has the "replace” command (in
addition to "insert" and "add"). Y ou can also negate rules (e.g. "discard any outbound packets
that don't come from my registered IP" so that you aren't the source of spoofed attacks).

. IPCHAINS can filter any IP protocol explicitly, not just TCP, UDP, ICMP

Prev Home Next
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7.41. (Upgrades ) - I've just upgraded to the x.y.z
kernel, why isn't IP Masquerade working?

There are severa things you should check assuming your Linux |P Masg box aready has proper
connectionsto the Internet and your LAN:

. Make sure you have the necessary features and modules are compiled and loaded. See earlier
sections for details.

« Check/usr/src/linux/Docunentati on/ Changes and make sure you have the
minimal requirement for the network tools installed.

. Make sure you followed all of the testsin Chapter 5 of the HOWTO.

. Make sure you are using the proper firewall tool for you kernel beit IPTABLES, IPCHAINS, or
IPFWADM.

. If you are doing PORTFW functionality, make sure you use the correct tool for your kernel
version. IPTABLES has everything built-in, IPCHAINS requires the use of IPMASQADM, and
|PFWADM reaquires the use of IPPORTFW or IPAUTOFW. Thisis completely coveredin

Section 6.7.
« Go through all setup and configuration again! Usually, it'sjust atypo or asimple mistake you are
overlooking.
Prev Home Next
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7.42. (EQL ) - I need help with EQL connections
and IP Masq

EQL has nothing to do with IP Masg though they are commonly teamed up on Linux boxes. Because of
this, | recommend checking out the NEW version of Robert Novak's EQL HOWTO for all your EQL

needs.

Prev Home Next
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7.43. (Wussing out ) - I can't get IP Masquerade
to work! What options do | have for Windows
Platforms?

Looking to give up afree, reliable, high performance solution that works on minimal hardware and pay a
fortune for something that needs more hardware, is lower performance and did | say lessreliable?
(IMHO. And yes, | havered life experience with these ;-)

Okay, it'syour call. If you want aWindows NAT and/or proxy solution, here is adecent listing. | don't
prefer any one of these tools over another, especially since | haven't used them before.

Firesock (from the makers of Trumpet Winsock)

o Does Proxy
o http://www .trumpet.com.au

| proute

o DOS program designed to run on 286+ class computers
o requires another box like Linux MASQ
o (UNAVAILABLE) www.mischler.com/iproute/

Microsoft Proxy

o Requires Windows NT Server
o Quite expensive
o http://www.microsoft.com

. NAT32

o Windows 95/98/NT compatible
o http://www.nat32.com

o Roughly $25 for Win9x and $47 for Win9x and WinNT

. SyGate
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o http://www.Sygate.com

. Wingate

o Does proxy
o Costsroughly $30 for 2-3 IPs
o http://www.wingate.com

. Winroute

1 DoesNAT
- WinRoute

Lastly, do aweb search on "MS Proxy Server", "Wingate", "WinProxy", or goto www.download.com.
And definitely DON'T tell anyone that we sent you.
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( Developers) - | want to help with |P Masguerade development. What can | do?
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7.44. ( Developers ) - | want to help with IP
Masquerade development. What can | do?

Join the Linux IP Masguerading DEV ELOPERS list and ask the devel opers there what you can do to
help. For more details on joining the list, check out Section 7.5 FAQ section.

Please DON'T ask NON-IP-Masguerade development related questions there!!!!
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7.45. ( More INFO ) - Where can | find more
iInformation on IP Masquerade?

Y ou can find more information on IP Masquerade at the Linux |P Masquerade Resource that Ambrose
Au maintains.

Y ou can also find more information at Dranch's Linux page where the TrinityOS and other Linux
documents are kept.

Y ou may also find more information at The Semi-Origina Linux IP Masquerading Web Site maintained
by Indyramp Consulting, who also provides the IP Masq mailing list.

Lastly, you can look for specific questionsin the IPMASQ and IP MASQ DEV email archivesor ask a
specific question on these lists. Check out Section 7.5 FAQ item for more details.
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7.46. ( Translators ) - | want to translate this
HOWTO to another language, what should | do?

Make sure the language you want to translate to is not already covered by someone else. But, most of the
translated HOWTOs are now OLD and need to be updated. A list of available HOWTO translations are
available at the Linux |P Masguerade Resource.

If acopy of acurrent IPMASQ HOWTO isn't in your proposed language, please download the newest
copy of the IP-MASQ HOWTO SGML code from the Linux IP Masquerade Resource. From there,

begin your work while maintaining good SGML coding. For more help on SGML, check out www.
sgmltools.org
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7.47. (Updates ) - This HOWTO seems out of
date, are you still maintaining it? Can you include
more information on ...? Are there any plans for
making this better?

Yes, thisHOWTO is still being maintained. In the past, Ambrose was guilty of being too busy working
on two jobs and didn't have much time to work on this, my apologies. As of v1.50, David Ranch
revamped the document and got it current again.

If you think of atopic that could be included in the HOWTO, please send email dranch@trinnet.net. It

will be even better if you can provide that information. We will then include the information into the
HOWTO onceit is both found appropriate and tested. Many thanks for your contributions!

We have alot of new ideas and plans for improving the HOWTO, such as case studies that will cover
different network setup involving IP Masquerade, more on security via strong IPFWADM/IPCHAINS
firewall rulesets, IPCHAINS usage, more FAQ entries, etc. If you think you can help, please do! Thanks.
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( Thanks) - | got IP Masquerade working, it's great! | want to thank you guys, what can | do?
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7.48. ( Thanks ) - | got IP Masquerade working,
it's great! | want to thank you guys, what can |
do?

. Canyou trand ate the newer version of the HOWTO to another language?
. Thank the developers and appreciate the time and effort they spent on this.
. Join the IP Masguerade email list and support new MASQ users

. Send an email to us and let us know how happy you are

. Introduce other usersto Linux and help them when they have problems.
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8.1. Useful Resources

. |P Masguerade Resource page Will have all the current information for setting up |P Masquerade

on 2.0.x, 2.2.x, and even old 1.2 kernels!
« Juan Jose Ciarlante's WWW site (mirror) who is one of the current Linux |P Masguerade

maintainers.
. |IPMasguerade mailing list Archives contains the recent messages sent to the mailing lists.

. David Ranch's Linux page including the TrinityOS Linux document and current versions of the
IP-MASQ-HOWTO.. Topics such as IP MASQ, strong IPFWADM/IPCHAINS rulesets, PPP,

Diald, Cablemodems, DNS, Sendmail, Samba, NFS, Security, etc. are covered.
. ThelP Masguerading Applications page: A comprehensive list of applications that work or can

be tuned to work through a Linux IP masquerading server.
« For users setting up IP Masg on MKLinux, email Taro Fukunaga at tarozax@earthlink.net for a

copy of his short MkLinux version of thisHOWTO.
. |P masguerade FAQ has some general information

. Paul Russel's http://www.netfilter.org/ipchaing doc and its possibly older backup at Linux
IPCHAINS HOWTO. ThisHOWTO has lots of information for IPCHAINS usage, aswell as

source and binaries for the ipchains tool.

. X/OS Ipfwadm page contains sources, binaries, documentation, and other information about the
I pf wadmpackage

« Check out the GreatCircle's Firewall mailing list for agreat resource about strong firewall

rulesets.
. The LDP Network Administrator's Guideisa MUST for the beginner Linux administrator trying

to set up a network.
. TheLinux NET HOWTO is also another comprehensive document on how to setup and

configure Linux networking.
« Linux ISP Hookup HOWTO and Linux PPP HOWTQ gives you information on how to connect

your Linux host to the Internet
« Linux Ethernet-Howto is a good source of information about setting up a LAN running over

Ethernet.
. Donad Becker's NIC drivers and Support Utils

« You may also beinterested in Linux Firewalling and Proxy Server HOWTO

. Linux Kernel HOWTO will guide you through the kernel compilation process
. Other Linux HOWTOs such as Kernel HOWTO

. Posting to the USENET newsgroup: comp.os.linux.networking

http://www.ecst.csuchico.edu/~dranch/LINUX/ipmasg/c-html/donal d-beckers-nic-drivers-and-utils-fag-hw.html (1 of 2)5/16/2005 3:11:05 PM
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8.2. Linux IP Masquerade Resource

The Linux IP Masguerade Resource is awebsite dedicated to Linux |P Masguerade information also

maintained by Ambrose Au. It has the latest information related to |P Masquerade and may have
information that is not being included in the HOWTO.

Y ou may find the Linux |P Masguerade Resource at the following locations:

. http://ipmasg.webhop.net/, Primary Site, redirected to http://ipmasg.webhop.net/
. http://ipmasg2.webhop.net/, Secondary Site, redirected to http://www.e-infomax.com/ipmasqg
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8.3. Thanks to the following supporters..

In Alphabetical order:

. Gabriel Beitler, gabrielb@voicenet.com on providing section 3.3.8 (setting up Novell)

. Juan Jose Ciarlante, irriga@impsatl.com.ar for contributing his work on the IPMASQADM port
forward tool, the 2.1.x and 2.2.x kernel code, and the original LooseUDP patch, €tc.

. Steven Clarke, steven@monmouth.demon.co.uk for contributing his IPPORTFW IP port
forwarder tool

« Andrew Deryabin, djsf@usa.net for contributing his |ICQ MASQ module

. Ed Doolittle, dolittle@math.toronto.edu for suggestions to - V option in thel pf wadmcommand
for improved security

. Matthew Driver, mdriver@cfmeu.asn.au for helping extensively on this HOWTO, and providing
section 3.3.1 (setting up Windows 95)

. Ken Eves, ken@eves.com for the FAQ that provides invaluable information for thisHOWTO

. John Hardin, jhardin@impsec.org for his PPTP and IPSEC forwarding tools

. Glenn Lamb, mumford@netcom.com for the LooseUDP patch

. Ed. Lott, edlott@neosoft.com for along list of tested system and software

. Nigel Metheringham, Nigel .M etheringham@theplanet.net for contributing his version of the IP
Packet Filtering and | P Masquerading HOWTO, which makes this HOWTO a better and in-depth
technical document section 4.1, 4.2, and others

. Keith Owens, kaos@ocs.com.au for providing an excellent guide on ipfwadm section 4.2 on
correctionto i pf wadm - deny option which avoids a security hole, and clarified the status of
pi ng over IP Masquerade

« Michael Owings, mikey@swampgas.com for providing the section about CU-SeeMe and Linux
|P-Masguerade Teeny How-To

. Rob Pelkey, rpelkey @abacus.bates.edu for providing section 3.3.6 and 3.3.7 (setting up MacTCP
and Open Transport)

. Harish Pillay, h.pillay@ieee.org for providing section 4.5 (dial-on-demand using Diald)

. Mark Purcell, purcell@rmcs.cranfield.ac.uk for providing section 4.6 (I1Pautofw)

. David Ranch, dranch@trinnet.net for maintaining the HOWTO, helping with the Linux IP
Masquerade Resource Page, the TrinityOS document, ..., too many to list here :-)

« Paul Russéll, rusty@linuxcare.com.au for al hiswork on IPTABLES, IPCHAINS, the IP
Masquerade kernel patchesin general, etc. The manisalP NATing fool!

« Udli Rutishauser, rutish@ibm.neton providing section 3.3.9 (setting up OS/2 Warp)

. Steve Grevemeyer, grevemes@tsmservices.com for taking over the IP Masq Applications page
from Lee Nevo and updating it to afull DB backend.

. Fred Viles, fv@episupport.com for his patches on proper port forarding of FTP.
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. John B. (Brent) Williams, forerunner@mercury.net on providing section 3.3.7 (setting up Open
Transport)

« Enrique Pessoa Xavier, enrique@labma.ufrj.bron the BOOTp setup suggestion

« All the users on the IP-MASQ email list, masqg@indyramp.com for their help and support for all
the new Linux MASQ users.

. Other code and documentation developers of IP Masquerade for this great feature

. Delian Delchev, delian@wfpa.acad.bg

. David DeSimone (FuzzyFox), fox@dallas.net

. Jeanette Pauline Middelink, middelin@polyware.iaf.nl

. Miquel van Smoorenburg, miquels@gq.cistron.nl

. JosVos, jos@xos.nl

. And otherswho | may have failed to mention here (please let me know)

« All users sending feedback and suggestions to the mailing list, especially those who reported
errorsin the document and the clients who are supported and not supported

. We apologize if we have omitted any important names, not included information that some
fellow users have sent us yet, etc. There were many suggestions and ideas sent but there wasn't
enough time to verify and integrate these changes. David Ranch is constantly trying his best to
incorporate al of the information sent to me into the HOWTO. | thank you for the effort, and |
hope you understand our situation.
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8.4. Reference

« Original 1P masquerade FAQ by Ken Eves

« P masguerade mailing list archive by Indyramp Consulting
. |IP Masguerade WWW site by Ambrose Au

. Ipfwadm page by X/OS

. Various networking related Linux HOWTOs

. Some topics covered in TrinityOS by David Ranch
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8.5. ChangelLOG

TO do - HOWTO:

. Add the scripted IPMASQADM example to the Forwarders section. Also confirm the syntax.
. Add alittle section on having multiple subnets behind aMASQ server
. Confirm the IPCHAINS ruleset and make sureit is consistant with the IPFWADM rul eset

TO DO - WWW page:

. Update the PPTP patch on the masg site
. Update the portfw FTP patch

Changes from 04/17/05 to 05/03/05
. 05/03/05 - Updated the rc.firewall-iptables-stronger ruleset to fix atypo
Changes from 03/19/04 to 04/17/05

. 04/30/05 - Updated the IP address for unc.metalab.org and published the HOWTO to the web.

. 12/18/04 - Added some commentsin the IPTABLES, IPCHAINS, and IPFWADM rulesets why the default policy is
ACCEPT and not something like DROP.

. 07/24/04: Renamed the rc.firewall-2.4/2.2/2.0-* rulesetsto rc.firewall-iptables/ipchaing/ipfwadm-*. This change
better reflects that these rulesets can run on different kernel versions (such as 2.6.x). Updated the rc.firewall-iptables-
stronger ruleset to 0.85sto fix an improper /24 netmask for the INTIP variable.

. 04/10/04: Updated the rc.firewall-2.4-stronger ruleset to use the 192.16.0.x network instead of 192.168.1.x network
to better align with the rest of the HOWTO

. 04/04/04: Added that Redhat9 supports IPMASQ

Changes from 11/10/03 to 03/18/04

. 03/18/04: Added a sub-section for supporting multiple internal networks for IPTABLES

. 02/02/04: Updated some old jhardin rubyriver to impsec.org URLS

. 01/10/04: Updated the rc.firewall-2.4-stronger and 2.2 rulesets to make placement of PORTFW configs more
obvious

. 01/01/04: Some systems require that the /etc/rc.d/init.d/firewall-2.* files be executable. Fixed. Thanksto Chris
Carter and others for the nudge.

. 01/01/04: Some systems require that the /etc/rc.d/init.d/firewall-2.* files be executable. Fixed. Thanks to Chris
Carter and others for the nudge.

. 01/01/04: Added an additional chkconfig check on Redhat systems to make sure that the firewall will load upon init
level change. Thanksto Chris Carter for the idea.

. 12/19/03: Updated the rc.firewall-2.4-stronger ruleset to 0.82. This new ruleset has a special ICMP filter to work
around a Netfilter bug. Also, the drop-and-log-it chain has been renamed to reject-and-log-it since that's actually
what it's doing. Thanks to Bart Martens for the recommendations.

. 12/13/03: Fixed some minor grammar issues. Thanks to Lawrence Berlinsk for pointing them out.
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. 11/30/03: Updated the rc.firewall-2.4-stronger ruleset to 0.81s, the rc-firewall-2.2-stronger ruleset to 0.72s, and
updated the rc.firewall-2.0-stronger ruleset to 0.72s (never had a version # before). These changes reflect either the
ruleset not having strong enough comments or allowing all traffic destined to the MASQ server itself from being
protected. It's recommend that if you want to enable access to servers running on the MASQ server itself (http, ssh,
etc.), selectively enable them under the OPTIONAL INPUT section.

. 11/03/03: Updated the rc.firewall-2.2-stronger ruleset where an INTLAN rule that was allowing traffic from ANY IP
address instead of the proper INTIP IP address only. This aligns the IPCHAINS ruleset with the IPTABLES and
IPFWADM ruleset examples

. 11/10/03: Deleted all kernelnotes.org URLS (juanjox URLYS)

Changes from 06/22/03 to 11/09/03

. 10/25/03: Fixed a dead RFC1918 URL in section 3.3. Thanksto Mark Sobell for the report.

. 07/07/03: Added the "reducing-masg-log" FAQ entry to help people reduce the size of their firewall logs.

. 06/27/03: Updated the rc.firewall-2.4-stronger ruleset to 0.80s. Added a DISABLED ip_nat_irc kernel module
section, changed the default of the ip_conntrack_irc to NOT load by default, and added additional kernel module
comments.

. 06/27/03: Updated the rc.firewall-2.4 ruleset to 0.75. Added additional iptables kernel module comments.

. 06/24/03: Added Debian 3.0 to the supported distro list

. 06/23/03: Change the PMTU URLSsto point to Phil's primary www site

Changes from 05/26/03 to 06/22/03

. 06/22/03: Updated the various Indyramp MASQ email URLs again as things seemed to have changed. Again.

. 06/21/03: Rewrote the MTU FAQ section to be more clear, include specific information of the problems, and also
fixed abad typo for PPPOE users who were trying to configure "--clamp-mss-to-mtu” when it should have been "--
clamp-mss-to-pmtu” (missing the p in pmtu).

. 06/13/03: Added kernel info for Mandrake 8.1

. 06/02/03: Fixed atypo where extended 2.2.x kernel checks for IPMASQ functionality was using "cat" and not "Is"

Changes from 04/08/03 to 05/26/03

. 05/26/03: updated the firewall rulesets: rc.firewall-2.4 (to 0.74), rc.firewall-2.2 (to 1.22), rc.firewall-2.4-stronger (to
0.79s), and rc.firewall-2.2-strongerw (to 0.71s) to use modprobe instead of insmod.

. 05/26/03: Added how to dump IPTABLES MASQ entries in the Accounting FAQ section

. 05/26/03: Added Clamp-M SS recommendations to the MTU faq section

. 05/26/03: Added additional troubleshooting stepsin Section 5 when the MASQ client cannot ping the MASQ server.

. 05/26/03: Added additional traffic shaping / traffic limiter URLsto the SHAPING FAQ entry

. 05/26/03: Renamed the "IPROUTE2" FAQ entry to "Souce Routing"; Added IPTABLES examples to the section;
fixed an incorrect | P address of 62123.123.123.123

. 05/25/03: Fixed a SGML script that was improperly converting ampersands for the downloadable firewall-* and rc.
firewall-* scripts. Also caught a SGML ampersand bug in a comment section of therc.firewall-2.0 file

. 05/25/03: Deleted several dead links: ftp.gts.cz, novell.com LWP5, Old Juanjox mirror (geocities), old ipmasg2.
webhop.net URL, old zzdmacka NAT information URL, old linux.org/uk/VERSION url, old netfilter.samba.org
URLSs (no longer a netfilter mirror - redirect), old Activision BattleZone DLL url, old iproute2 (rpms, ras.ru, donlug,
dontsk, tusur, waaug, etc.) urls, old rlynch ipautofw mirror

. 05/25/03: Updated several URLSs: suse/proxy_suite/, www.indyramp.net URLSs, several urlswith™ ~" in it became
~732 for some reason, updated all of the jhardin URIs to point from wolfnet.com to impsec.org, updated all LDP urls
(linuxdoc.org to tldp.org), IPCHAINS patches for 2.0.x kernels, metalab to tldp.org, winfiles.com to download.com,
Microsoft technet article 172227, Oidentd, mumford LooseUDP URL, 2.2.x PORT-FTP URL, IRQTUNE url,
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midentd URL

. 05/25/03: Pending updates from remote webmasters: Indyramp EQL URL, insecurity.net sidentd

. 05/25/03: Lots of little updates like:: updated the Intro section verbage alittle to reflect BETA kernels and not OLD
kernels; Updated the Forward section (not PORTFW) to be alittle more generic; Added alink in the Forward to the
IPMASQ email list; Updated the dates in the copyright notice;

. 05/24/03: Updated the "Current Status' to add the remark that some programs have been updated to use NAT-
friendly protocols and thus special NAT modules are no longer required

. 05/24/03: Updated the 2.4 Requirements section: deleted a duplicate line (true 1:1 NAT); cleaned some addition
things up; Added CuSeeme to the 2.4 ported list

. 05/24/03: Updated the 2.2 / 2.0 Requirements section: Deleted the reference to the obsoltele IPMASQ 1CQ module;
Updated the link for the LooseUDP URL;

. 05/24/03: Updated the Compiling Linux 2.2.x / 2.0.x section: Deleted the recommendations to load the rc.firewall
ruleset viarc.local. This should come later in the HOWTO and offer other methods for different Linux distributions

. 05/24/03: Updated the ICQ Application section to say that these steps are /not/ required for modern ICQ clients. I've
left this section in the HOWTO to demonstrate alarge PORTFW example

. 05/24/03: Made some of the FAQ entries more kernel version generic and also deleted the 2.0.x "upgrades-cont.
html" FAQ entry asit was basically a duplicate

. 05/24/03: Updated the LooseUDP game section to explain how it works, explain how much of this was properly
solved under the stateful IPTABLES systtem, and also say that it isNOT available for the 2.4.x kernels. If
IPTABLES's stateful UDP tracking doesn't work for, you're probably out of luck.

. 05/24/03: Mentioned in the FAQ section that MASQ timers are NOT adjustable under IPTABLES

. 05/24/03: Vastly expanded the packet firewall log FAQ entry and finally added a IPTABLES packet log description
section. | also aligned the IPCHAINS example to match the IPFWADM entry

. 04/11/03: Fixed aincorrect echo statement saying the IPTABLES policy was being set to REJECT and not DROP.

Changes from 01/31/03 to 04/08/03

. 04/08/03: Added additional formatting and the "ip_masquerade" /proc entry into Section 3.2. This helps users
determineif their kernel is MASQ-ready.

. 03/08/03: Added the EXTIP variable to the 2.4.x PORTFW example as several people were trying to use this with
the BASIC ruleset and | had assumed they were using the STRONGER ruleset. Thanks to Greg Lukins for bringing
thisto my attention.

. 03/08/03: Added Distros to the MASQ compatibility list: Mandrake, Gentoo

. 02/08/03: Forgot to update the VERSION number for the rc.firewall-2.4-stronger rulese. Added some additional
formatting

. 02/01/03: Added additional checking in the kernel compiling section to understand if your kernel supports IPMASQ
viamodules or by being statically compiled in.

Changes from 01/12/03 to 01/31/03

. 01/31/03: Doh. | should have read my own comments. I've reversed the 2.4.x. policy settings from REJECT back to
DROP. REJECT, for some lame reason, is not alega policy. The recommended REJECT action is still carried out
viathe "drop-and-log-it" user chain.

. 01/30/03: Updated the Multiple-1Ps FAQ entry to better describe how users that want to put external 1Ps behind a
Linux router. Added additional URL s and cleaned up the text a bit too.

. 01/30/03: Updated the 2.4.x requirement section to reflect more of the pros of IPTABLES aswell as updated the
update status of some old legacy 2.2.x modules

. 01/30/03: Added an additional FAQ entry that clearly explains what the ipchains.o module can and CANNOT do on
2.4.x. kernels

. 01/28/03: Extensively updated the 2.4.x kernel compilation section to reflect a2.4.20 kernel with IPTABLES 1.2.7a.
The section also reflects the new methods to compile IPTABLES, apply Patch-O-Matic patches, and also included
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lots of example output too.

01/28/03: Updated the kernel compiling section to be a little more clear on how different Linux distros can have
different kernels (modules vs. monoalithic)

01/17/03: Fixed amajor issue where the rc.firewall-2.2-stronger ruleset was referencing missing executable
variables. Thiswas taken from the 2.4-stronger ruleset but | guess | forgot to finish it off. Fixed. Thanks to Samuel
Kim for catching this!

01/17/03: Fixed an issue where the rc.firewall-2.2-stronger's commented HT TP section was missing the "-p tcp”
option. Thanks to Samuel Kim for catching this!

01/16/03: Updated the URL for DJSF's ICQ module

01/16/03: Changed the default policy and drop chain from DENY to REJECT on both IPTABLES rulesets and on
the advanced IPFWADM rulset. Thanks to Jonathan Hutchins for bringing thisto my attention.

01/16/03: Fixed atypo in the commented out HTTPd OUTPUT section of the rc.firewall-2.2-s ruleset

01/13/03: Updated the IPMASQ www site URL from ipmasg.cjb.net to ipmasg.webhop.net. CIB started to change
their policies so we switched.

01/13/03: Added to the 2.4.x Requirements section that IPTABLES v1.2.7ais out and recommended.

01/13/03: Added an additional test item to the "Test Section - Section 5" for versions of IPTABLES that are too old.
| also cleaned up this section to read easier.

01/13/03: Updated the rc.firewall-2.4-stronger ruleset to include commented rulesto alow in HTTP traffic to alocal
HTTP server. Also added arule comment in the FORWARD section to help users know where to put PORTFW
commands.

01/13/03: Updated the rc.firewall-2.2-stronger ruleset to include commented rules to allow in HTTP traffic to alocal
HTTP server. Also added arule comment in the FORWARD section to help users know where to put PORTFW
commands.

01/13/03: Clarified the PORTFW section to help users better understand where the PORTFW commands should go
in the rc.firewall rulesets. | also cleaned up this section to read allittle better.

Changes from 12/13/02 to 01/12/03

01/03/03: Added Redhat 7.3 and 8.0 to the compatibility chart.

01/03/03: Fixed various typos. Thanks to Gabriel Withington for the sharp eye.

12/22/02: Updated the 2.2.x H.323 kernel patch URL. Thanks to Maxime Plante for pointing this out.
12/22/02: Updated the 2.4.x kernel compiling section to let users know that most modern kernels don't need
IPTABLES Patch-o-matic patches to be applied except to fix bugs or add additional functionality.

Changes from 10/20/02 to 12/13/02

11/27/02: Fixed theinit.d scripts to point the header to the correct config file. This must be due to newer versions of
"chkconfig" doing better checking. Please note that this might still be a problem for the rc.firewall-2.?-stronger
rulesets. Thanks to Joris Van Puyenbroeck for the heads up.

11/25/02: Updated all the firewall comments to reflect that PPPoE users need to user the "ppp0" logical interface as
their externa interface instead of the physical interface such as "ethQ". Thanks to Meng Cheah for the nudge.
11/13/02: Updated the URL for the Donald Becker based NIC drivers. Thanks to Bruce Gorgon for the heads up.
11/01/02: Added anew FAQ section that covers redirection of local INTERNAL traffic to internal PORTFWed
servers

11/01/02: Updated the PORTFW section to be alittle more clear.

Changes from 04/19/02 to 10/20/02

09/29/02: Fixed a stray incorrect |P address pointing to metalab.unc.edu
08/29/02: Fixed atypo in the firewall-2.2 startup script which was starting the 2.4 firewall and not the 2.2. version.
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Thanks to Jean-Marc Vane for catching this.

. 08/25/02: Updated the rc.firewall-2.2-stronger and rc.firewall-2.2 scripts to use shell environment variables.

. 07/09/02: Updated the FTP PORTFW section to be more readible

. 07/06/02: Replaced all the filewatcher.org URLs with netfilter.org URLS

. 06/12/02: Changed some of the formatting to try and help newbies better understand that the "\" character is used as
a continuation of the previousline.

. 06/12/02: Updated the | P address of metalab.unc.edu in Section 5. Thanks to Pete Trachy for bringing this to my
attention but please note that even major sites like Metalab change their | Ps, subnets, or even ISPs from time to time.

. 06/02/02: Updated the rc.firewall-2.4 ruleset to include a commented option for NATing IRC DCCs, added the use
of more environment vars, and added additional formatting.

. 05/18/02: Added some extra# lines the commented section of the the rc.firewall-2.4-stronger ruleset to better serve
Cut and Paste users.

. 05/04/02: - Updated the various PPTP MASQ links to point to avalid URL. Also updated the HOWTO to reflect that
PPTP is now supported on the 2.4.x kernels.

. 05/03/02: - Updated the 2.4.x kernel requirements section to point out that IPCHAINS compatibility under 2.4.x
kernelsisn't very good. If you want to use IPMASQ under a 2.4.x kernel, you should use IPTABLES rules only.

Changes from 01/05/02 to 04/19/02 - v2.00.041902 pubsished to the LDP

. 04/01/02: - Updated the rc.firewall-2.4-stronger ruleset to denote and disable internal DHCP server support on the
OUTPUT rules

. 02/09/02: - Added Redhat-style init.d scripts to start the rc.firewall files

. 02/09/02: - Updated all the various chapters to use human readable file names vs. things like x2623.html.

. 02/09/02: - Expanded the IPMASQ accounting section

. 02/04/02: - Deleted an extra"$" from the PORTFW variable in section 6.7.1

. 01/31/02: - Updated the URL s for the PPPd and Diald homepages

. 01/26/02: - Fixed some typos and added a LooseUDP clarification to tell users to read the example rc.firewall-2.2
ruleset comments on how to enable LooseUDP.

. 01/08/02: - Made some dlight clarificationsto IP Alias support

Changes from 11/19/01 to 01/05/02 - 010502 pubsished to the LDP

. 01/05/02: - Added disabled rules to the rc.firewall-2.4-stronger ruleset to support INTERNAL DHCP server and
EXTERNAL access to a WWW server running on the MASQ machine.

. 01/05/02: - Added required changes to the loading of theip_conntrack _ftp module if people PORTFW to non-
standard FTP ports.

. 01/05/02: - Added an example in the 2.4.x PORTFW section on how to REDIRECT internal traffic back to an
INTERNAL server. Thisisthe same asrunning REDIR under 2.2.x and 2.0.x kernels.

. 01/05/02: - Added Juanjox mirror URLs to the HOWTO.

. 01/04/02: - Clarified and cleaned up the ICQ PORTFW section; Added thoughts on theip_masq_icq, PORTFW, and
SOCKS solutions

. 01/05/02: - Added Slackware 8.0 to the supported list.

. 01/04/02: - Fixed some spelling mistakes in the 2.4 and 2.2 rulesets. Thanks to Michagl Ott for the sharp eye.

. 12/19/01: - Fixed aminor comment typo in the rc.firewall-2.4 file. Thanks to Bruno Negrao for this one.

. 12/02/01: - Fixed some minor version typosin the 2.4.x rc.firewall ruleset; Added a missing $PORTFWIF variable
for the 2.4.x PORTFW example. Thanks to Neil Bunn for the errata.

. 11/25/01: - Expanded on the ipchains module conflict error messages in Section 5

. 11/23/01: - Updated the HOWTO to reflect a new PPTP kernel module for the 2.4.x kernels

. 11/19/01: - Clarified the PPTP supports for 2.4.x kernels
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Changes from 08/26/01 to 11/18/01 - 111801 published to the LDP

. 11/12/01: - updated various comments to reflect new versions:linux 2.4.14, iptables 1.2.4, and linux 2.2.20.

. 11/12/01: - Added therc.firewall-2.4-stronger ruleset to the HOWTO, updated the 2.4.x kernel and IPTABLES
compiling stepsto reflect 2.4.14 and 1.2.4.

. 11/10/01: - Added the directly downloadable versions of the 2.4, 2.4-stronger, 2.2, 2.2-stronger, 2.0, and and 2.0.x-
stronger rulesets to the WWW.

. 11/10/01: - Updated the 2.4.x PORTW example to add the missing FORWARD option.

. 11/10/01: - Updated the DSL-HOWTO link in the HOWTO

. 10/27/01: - Updated the network diagram in section 2.5 to be alittle more verbose.

. 09/18/01: - Fixed some broken reference links pointing to the respective 2.4.x, 2.2.x, and 2.0.x kernel compiling
recommendations.

. 09/16/01: - Cleaned up and updated the PORTFW section to also include PREROUTING examples for 2.4.x kernels.

. 09/13/01: - Updated the IPTABLES simple rc.firewall ruleset to 0.62. This fixed atypo on the MASQ enable line
that used ethO instead of $EXTIF. Thanks to Hafi for reporting this.

. 09/07/01: - It seems that most people who are getting IPCHAINS and IPTABLES conflicts are running Redhat 7.1. |
have updated section 5 on how to fix this. Thanks to Jason Wenzel for helping me with this.

. 09/07/01: - Noted that IPTABLES v1.2.3 is current version. All versions less than v1.2.3 have an FTP module bug
that can bypass strong firewall rulesets. Please upgrade your copy of IPTABLES now.

. 09/07/01: - Created version numbers for the smplerc.firewall rulesets (IPTABLES - v0.61) (IPCHAINS - v1.01)
(IPFWADM - v2.01). and cleaned up some of the comments in each section.

. 09/07/01: - Added rulesto the simple rc.firewall rulesets to flush the various tables. In addition to this, | have added
the use of environment variables and more echo statements in the rulesets to make things easier to edit and monitor.
Thanks to Ian Bishop for the good idea.

. 09/07/01: - Added the use of EXTIF and INTIF interface variables in each of therc.firewall and partial firewall
rulesets for better clarity (similar to how TrinityOS has been doing for a while now). Thanks to Sean McKeon for the
nudge.

. 09/07/01: - Fixed atypo in the UNIX client configuration section where the network broadcast was 192.168.0.25
instead of .255.

Changes from 2.01 to 2.05 - 08/26/01

. 08/19/01: - Added an additional testing step in Section5 to make sure the rc.firewall file loads ok. Thanks to Steven
Levisfor the good idea.

. 08/15/01: - Change the reference for the /etc/hosts file from RFC952 to RFC1035. Thanks to Michael F. Maggard
for the correction.

Changes from 1.96 to 2.01 - 08/12/01

. 08/12/01: - Updated the basic IPTABLES ruleset to 0.60 which fixed a major issue where all MASQed packets were
being dropped. Ultimately, | forgot to add arule to ACCEPT correct packets through the forwarding chain.

. - Added an additional ruleto log al bogus FORWARD packets

. - Load the FTP nat modules now by default

. - Changed the load order of some of the kernel modules to not create bogus error messages

. - Added an IPTABLES section on how to MASQ specific hosts vs. an entire subnet

. - Added more MASQ-client compatible operating systems

. 07/19/01: - The advanced IPCHAINS example for forwarding between multiple interfaces was missing the critital "-j
ACCEPT" to actually let the packets flow. Thanks to Shingo Y amaguchi for catching this.
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Changes from 1.96 to 2.00 - 06/10/01

. 06/21/01: Updated Section 5 (Testing Section) to add an additional test to help users troubleshoot their MASQ setup.
There are now atotal of -11- tests. 06/16/01: Updated the intro History section at the beginning of the HOWTO.
06/14/01: Added mirror Netfilter and IPCHAINs mirror URLs 06/13/01: Updated the H.323 URL

. 06/10/01: Double DOH! The simplerc.firewall script for the 2.4 kernels had two major errorsin it. The new version
isfar more informative and even works! | am continuing to go through the HOWTO and cleaning things up but I'm
not done quite yet.

. 06/02/01: Updated the lists of known compatible MASQ'ed operating systems (Windows M3, Linux 2.3, 2.4, etc)
Made more references to DHCP and DNS in the various different MASQ client configuration guides.

. 04/12/01: Thanks to the Joshua X and the other people at Command Prompt, Inc. for the port of the HOWTO from
LinuxDoc to DocBook. Add email list URL to line 126

Changesfrom 1.90to 1.95 - 11/11/00

. A BIG thanks to the Joshua X and the other people at Command Prompt, Inc. for the port of the HOWTO from
LinuxDoc to DocBook.

. Added aquick upfront notice in the intro that running a SINGLE NIC in MASQ mutliple ethernet segmentsis NOT
recommended and linked to the relivant FAQ entry. Thanks to Daniel Chudnov for helping the HOWTO be more
Clear.

. Added apointer in the Intro section to the FAQ section for users looking for how MASQ is different from NAT and
Proxy services.

. Reordered the Kernel requirements sectionsto be 2.2.x, 2.4.x, 2.0.x

. Expanded the kernel testing in Section 3 to seeif agiven kernel already supports MASQ or not.

. Reversed the order of the displayed simple MASQ ruleset examples (2.2.x and 2.0.x)

. Cleaned up some formatting issuesin the 2.0.x and 2.2.x rc.firewall files

. Noted in the 2.2.x rc.firewall that the defrag option is gone in some distro's proc (Debian, TurboLinux, etc)

. Added aNOTE #3 to the rc.firewall scripts to include instructions for Pump. Thanks to Ross Johnson for this one.

. Cleaned up the ssimple MASQ ruleset examples for both the 2.2.x and 2.2.x kernels

. Updated the ssmple and stronger IPCHAINS and IPFWADM rulesets to include the external interface names
(IPCHAINS is-i; IPFWADM is-W) to avoid some internal traffic MASQing issues.

. Vastly expanded the Section 5 (testing) with even more testing steps with added compl ete examples of what the
output of the testing commands should look like.

. Moved the H.323 application documentation from NOT supported to Supported. :-)

. Reordered the Multiple LAN section examples (2.2.x then 2.0.x)

. Made some additional clarificationsto the Multiple LAN examples

. Fixed acritical typo with multiple NIC MASQing where the network examples had the specified networks reversed.
Thanks to Matt Goheen for catching this.

. Added alittleintro to MFW in the PORTFW section.

. Reveresed the 2.0.x and 2.2.x sections for PORTFW

. Updated the news regarding PORTFWing FTP traffic for 2.2.x kernels
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NOTE: At this tine, there *IS* a BETA | evel |P_MASQ FTP nodul e
for PORT Forwardi ng FTP connections 2.2.x kernels which al so
supports
addi ng addi ti onal PORTFW FTP ports on the fly w thout the
requi r ement
of unl oadi ng and rel oading the I P_MASQ FTP nodul e and t hus breaki ng
any existing FTP transfers.

. Added atop level note about PORTFWed FTP support

. Added anoted to the 2.0.x PORTFW'ed FTP example why users DON'T need to PORTFW port 20.

. Updated the PORTFW section to also mention that users can use FTP proxy applications like the one from SuSe to
support PORTFWed FTP-like functionality. Thanks to Stephen Graham for this one.

. Updated the example for how to enable PORTFWed FTP to also include required configurations on how the
ip_masq_ftp module isloaded for users who use multiple PORTSs to contact multiple internal FTP servers. Thanksto
Bob Britton for reminding me about this one.

. Added aFAQ entry for users who have embedded *Ms in their rc.firewall file

. Expanded the FAQ entry talking about how MASQ is different from NAT and Proxy to include some informative
URLS.

. Updated the explanation of the MASQ MTU issue and described the two main explanations for the issue.

. Clarified that the RFC, PPPoE should only require an MTU of 1492 though some I SPs require a setting of 1460.
Because of this, | have updated the example to show an MTU of 1492,

. Broke out the Windows 9x sections into Win95 and Win98 as they use different settings (DWORD vs. STRING). |
also updated the sections to be clearer and the Registry backup methods have been updated.

. Fixed atypo wherethe NT 4.0 Registry entries were backwards (Tcpip/Parameters vs. Parameters/Tcpip).

. Fixed an issue where the WinNT entry should have been aDWORD and not a STRING.

« A serious thanks goes out to Geoff Mottram for his various PPPOE and various Windows Registry entry fixes.

. Added an explict URL for Oident in the IRC FAQ entry

. Updated the FAQ section regarding some broken "netstat” versions

. Added new FAQ sections for MASQ accounting ideas and traffic shaping

. Expanded the IPROUTE2 FAQ entry on what Policy-routing is.

. Moved the IPROUTE2 URLsto the 2.2.x Kernel requirements section and also added afew more URLs as well.

. Corrected the "intnet" varible in the stronger IPCHAINS ruleset to reflect the 192.168.0.0 network to be consistent
with the rest of the example. Thanks to Ross Johnson for this one.

. Added anew FAQ section for users asking about forwarding problems between multiple internal MASQed LANS.
. Added anew FAQ section about users wanting to PORTFW all ports from multiple external |P addressesto internal
ones. | also touched on users who were trying to PORTFW all ports on multiple IP ALIASed interfaces and also
noted the Bridge+Firewall HOWTO for DSL and Cablemodem users who have multiple IPs in a non-routed

environment.

. Added Mandrake 7.1, Mandrake 7.2, and Slackware 7.1 to the supported list

. Added Redhat 7.0 to the MASQ supported distros. Thanks to Eugene Goldstein for this one.

. Fixed amathematical error in the "Maximum Throughput” calculation in the FAQ section. Thanks to Joe White @
ip255@msn.com for this one.

. Fixed the Windows9x MTU changes to be a STRING change and not a DWORD change to the registry. Thanks to
jmoore@sober.com for this one.

. Updated the commentsin the 2.0.x rc.firewall script to note that the ip_defrag option isfor both 2.0 and 2.2 kernels.
Thanks to pumilia@est.it for this clarification.

Changes from 1.85 to 1.90 - 07/03/00
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. Updated the URL for TrinityOS to reflect its newest layout

. Caught atypo in the IPCHAINS rulesets where | was setting "ip_ip_aways defrag" instead of "ip_always defrag”

. The URL to Taro Fukunagawas invaild since it was using "mail:" instead of "mailto:"

. Added some clarification to the "Masging multiple internal interfaces' where some users didn't understand why ethO
was referenced multiple times.

. Fixed another "space after the EXTIP variable" bug in the stronger IPCHAINS section. | guess | missed one.

. InTest #7 of Section 5, | referred users to go back to step #4. That should have been step #6.

. Updated the kernel versions that came with SuSe 5.2 and 6.0

. Fixed atypo (or vs. of) in Section 7.2

. Added Item #9 to the Testing MA SQ section to refer users who are still haing MASQ problemsto read the MTU
entry in the FAQ

. Improved the itemization in Section 5

. Updated the IPCHAINS syntax to show the MASQ/FORWARD table. Before, it was valid to run "ipchains -F -L"
but now only "ipchains-M -L" works.

. Updated the LooseUDP documentation to reflect the new LooseUDP behavior in 2.2.16+ kernels. Before, it was
always enabled, now, it defaults to OFF due to a possible MASQed UDP port scanning vulnerability. | updated the
BASIC and SEMI-STRONG IPCHAINS rulesets to reflect this option.

. Updated the recommended 2.2.x kernel to be 2.2.16+ since there isa TCP root exploit vulnerability on all lesser
versions.

. Added Redhat 6.2 to the MASQ supported list

. Updated the link for Sonny Parlin's FWCONFIG to point to fBuilder.

. Updated the various examples of 1P addresses from 111.222.333.444 to be 111.222.121.212 and within avalid IP
address range

. Updated the URL for the BETA H.323 MASQ module

. Finally updated the MTU FAQ section to help out PPPoE DSL and Cablemodem users. Basically, Section 7.15 now
reflects the fact that users can also change the MTU settings of all of their INTERNAL machinesto solve the
dreaded MASQ MTU issue.

. Added aclarification to the PORTFW section that PORTFWed connections which work for EXTERNAL clients but
will not work for INTERNAL clients. If you also need INTERNAL portfw, you will need to also implement the
REDIR tool aswell. | also noted that thisissueisfixed in the 2.4.x kernels with Netfilter.

. | aso added atechnica explanation from Juanjo to the end of the PORTFW section to why this senario doesn't work
properly.

. Updated al of the IPCHAINS URLSs to point to Paul Rusty's new site at http://www.netfilter.org/ipchains/

. Updated Paul Rustys email address

. Added anew FAQ section for users whose connections remain idle for along period of time and PORTFWed
connections no longer work.

. Updated all the URLsto the LDP that pointed to metalab.unc.edu to the new site of linuxdoc.org

. Updated the Netfilter URLSs to point to renamed HOWTOs, €tc.

. | aso updated the status of the 2.4.x support to note that | *will* add full Netfilter support to thisHOWTO and if the
time comes, then split that support off into a different HOWTO.

. Updated the 2.4.x Requirements section to reflect how NetFilter has changed compared to IPFWADM and
IPCHAINS and gave a PROs/CONSs list of new features and changes to old behaviors.

. Added a TCP/IP math example to the "My MASQ connection is slow" FAQ entry to better explain what a user
should expect performance wise.

. Updated the HOWTO to reflect that newer versions of the "pump" DHCP client now can run scripts upon bringup,
lease renew, etc.

. Updated the PORTFWing of FTP to reflect that several users say they can successfully forward FTP traffic to
internal machines without the need of a special ip_masqg_ftp module. | have made the HOWTO reflect that users
should try it without the modified module first and then move to the patch if required.

Changes from 1.82 to 1.85 - 05/29/00
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. Ambrose Au's name has been taken off the title page as David Ranch has been the primary maintainer for the
HOWTO for over ayear. Ambrose will still be involved with the WWW site though.

. Deleted astray SPACE in section 6.4

. Re-ordered the compatible MASQ'ed OS section and added instructions for setting up a AS/400 system running on
0S/400. Thanksto jaco@libero.it for the notes.

. Added an additional PORFW-FTP patch URL for FTP accessif HTTP accessfails.

. Updated the kernel versions for Redhat 5.1 & 6.1 inthe FAQ

. Added FloppyFW to the list of MASQ-enabled Linux distros

. Fixed an issue in the Stronger IPFWADM rule set where there were spaces between "ppp_ip" and the "=".

. Inthekernel compiling section for 2.2.x kernels, | removed the reference to enable
"CONFIG_IP_ALWAYS DEFRAG". Thisoption was removed from the compiling section and enabled by default
with MASQ enabled in 2.2.12.

. Because of the above change in the kernel behavior, | added the enabling of ip_aways defrag to all therc.firewall
examples.

. Updated the status of support for H.323. There are now ALPHA versions of modules to support H.323 on both 2.0.x
and 2.2.x kernels.

. Added Debian v2.2 to the supported MASQ distributions list

. Fixed along standing issue where the section that covered explict filtering of |P addresses for IPCHAINS had old
IPFWADM syntax. I've also cleaned this section up alittle and made it understandable.

. Doh! Added Juan Ciarlante's URL to the important MASQ resources section. Man.. you guys need to make me more
honest than this!!

. Updated the HOWTO to reflect kernels 2.0.38 and 2.2.15

. Reversed the order shown to compile kernelsto show 2.2.x kernelsfirst as 2.0.x is getting pretty old.

. Updated the 2.2.x kernel compiling section to reflect the changed options for the latter 2.2.x kernels.

. Added aapossible solution for users that fail to get past MASQ test #5.

Changes from 1.81 to 1.82 - 01/22/00

. Added amissing subsection for /proc/sys/net/ipv4/ip_dynaddr in the stronger IPCHAINS ruleset. Section 6.5

. Changed the IP Masq support for Debian 2.1 to YES

. Reorganized and updated the "Masq is slow" FAQ section to include fixing Ethernet speed and duplex issues.

. Added alink to Donald Becker's M1 utilities for Ethernet NIC cards

. Added amissing ")" for the 2.2.x section (previoudly fixed it only for the 2.0.x version) to the ICQ portfw script and
changed the evaluation from -t to -le

. Added Caldera eServer v2.3 to the MASQ supported list

. Added Mandrake 6.0, 6.1, 7.0 to the MASQ supported list

. Added Slackware v7.0 to the MA SQ supported list

. Added Redhat 6.1 to the MASQ supported list

. Added TurboLinux 4.0 Lite to the MASQ supported list

. Added SuSe 6.3 to the MASQ supported list

. Updated the recommended stable 2.2.x kernel to be anything newer than 2.2.11

. Insection 3.3, the HOWTO forgot how to tell the user how to load the /etc/rc.d/rc.firewall upon each reboot. This
has now been covered for Redhat (and Redhat-based distros) and Slackware.

. Added clarification in the Windows WFWG v3.x and NT setup sections why users should NOT configure the
DHCP, WINS, and Forwarding options.

. Added a FAQ section on how to fix FTP problems with MASQed machines.

. Fixed atypo in the Stronger firewall rulesets. The "extip" variabl cannot have the SPA CE between the variable name
and the "=" sign. Thanks to johnh@mdscomp.com for the sharp eye.

. Updated the compatibly section: Mandrake 7.0 is based on 2.2.14 and TurboLinux v6.0 runs 2.2.12
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Changes from 1.80 to 1.81 - 01/09/00

. Updated the ICQ section to reflect that the new 1CQ Masq module supports file transfer and real-time chat. The 2.0.x
module still has those limitations.

. Updated Steven E. Grevemeyer's email address. He is the maintainer of the IP Masq Applications page.

. Fixed afew linesthat were missing the work AREN'T for the "setsockopt” errors.

. Updated aerror the strong IPCHAINS ruleset where it was using the variable name "ppp_ip" instead of "extip".

. Fixeda"." vsa"?" typo in section 3.3.1 in the DHCP comment section.

. Added amissing ")" to the ICQ portfw script and changed the evaluation from -It to -le

. Updated the Quake Module syntax to NOT use the "ports=" verbage

Changes from 1.79 to 1.80 - 12/26/99

. Fixed a space typo when setting the "ppp_ip" address.

. Fixed atypo in the simple IPCHAINS ruleset. "deny" to "DENY"

. Updated the URLs for Bjorn's "modutils® for Linux

. Added verbage about NetFilter and |PTables and gave URLs until it is added to this HOWTO or adifferent HOWTO.

. Updated the ssmple /etc/rc.d/rc.firewall examples to notify users about the old Quake module bug.

. Updated the STRONG IPFWADM /etc/rc.d/rc.firewall to clarify users about dynamic IP addresses (PPP & DHCP),
newer DHCPCD syntax, and the old Quake module bug.

. Updated the STRONG IPCHAINS /etc/rc.d/rc.firewall to ADD amissing section on dynamic IP addresses (PPP &
DHCP) and the old Quake module bug.

. Added anotein the"Applications that DO NOT work" section that there IS a beta module for Microsoft NetMeeting
(H.323 based) v2.x on 2.0.x kernels. Thereis NO versions available for Netmeeting 3.x and/or 2.2.x kernels as of yet.

Changes from 1.78 to 1.79 - 10/21/99
. Updated the HOWTO nameto reflect that it isn't aMINI anymore!
Changes from 1.77 to 1.78 - 8/24/99

. Fixed atypoin "Section 6.6 - Multiple Internal Networks" where the -a policy was ommited.
. Deleted the 2.2.x kernel configure option "Drop source routed frames" sinceit is now enabled by default and the
kernel compile option was removed.
. Updated the 2.2.x and all other IPCHAINS sections to notify users of the IPCHAINS fragmentation bug.
. Updated all of the URLs pointing at Lee Nevo's old IP Masq Applications page to Seg's new page.
Changes from 1.76 to 1.77 - 7/26/99
. Fixed atypo in the Port fowarding section that used "ipmasgadm ipportfw -C" instead of "ipmasgadm portfw -f"
Changes from 1.75to 1.76 - 7/19/99
. Updated the "ipfwadm: setsockopt failed: Protocol not available” message in the FAQ to be clearer instead of
making the user hunt for the answer in the Forwarders section.
. Fixed incorrect syntax in section 6.7 for IPMASQADM and "portfw"

Changesfrom 1.72 to 1.75 - 6/19/99
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Fixed the quake module port setup order for the weak IPFWADM & IPCHAINS ruleset and the strong IPFWADM
ruleset as well.

Added a user report about port forwarding ICQ 4000 directly in and using ICQ's default settings WITHOUT
enabling the "Non-Sock™" proxy setup.

Updated the URL s for the IPMASQADM tool

Added references to Taro Fukunaga, tarozax@earthlink.net for his MkLinux port of the HOWTO

Updated the blurb about Sonny Parlin's FWCONFIG tool to note new IPCHAINS support

Noted that Fred Vile's patch for portfw'ed FTP accessis ONLY available for the 2.0.x kernels

Updated the 2.2.x kernel step with afew clarifications on the Experiemental tag

Added Glen Lamb's name to the credits for the LooseUDP patch

Added aclarification on installing the LooseUDP patch that it should use "cat" for non-compressed patches.

Fixed atypo in the IPAUTO FAQ section

| had the DHCP client port numbers reversed for the IPFWADM and IPCHAINS rulesets. The order | had was if
your Linux server was a DHCP SERVER.

Added explict /shin path to all weak and strong ruleset examples.

Made some clarificationsin the strong IPFWADM section regarding Dynamic I P addresses for PPP and DHCP
users. | also noted that the strong rulesets should be re-run when PPP comes up or when a DHCP lease is renewed.
Added referencesin the 2.2.x requirements, updated the ICQ FAQ section, and added Andrew Deryabin to the
credits section for his ICQ MASQ module.

Added some clarifcations to the FAQ section explaining why the 2.1.x and 2.2.x kernels went to IPCHAINS.
Added alittle FAQ section on Microsoft File/Print/Domain services (Samba) through aMASQ server. | also added
an URL to a Microsoft Knowledge based document for more details.

Added clarifications to the FAQ section that NO Debian distribution supports IP masg out of the box.

Updated the supported MASQ distributions in the FAQ section.

Added to the Aliased NIC section of the FAQ that you CANNOT masq out of an aliased interface.

Wow.. never caught this before but the "ppp-ip" variable in the strong ruleset section is an invalid variable name! It
has been renamed to "ppp_ip"

In both the IPFWADM and IPCHAINS simple ruleset setup areas, | had a commented out section on enabling DHCP
traffic. Problem is, it was below the final reject line! Doh! I moved both up a section.

In the simple IPCHAINS setup, the #d out line for DHCP users, | was using the IPFWADM "-W" command instead
of IPCHAINSSs"-i" parameter.

Added alittle blurb to the Forwarders section the resolution to the famous "ipfwadm: setsockopt failed: Protocol not
available" error. Thisalso includes alittle /proc test to let users confirm if IPPORTFW is enabled in the kernel. | also
added this error to a FAQ section for simple searching.

Added a Strong IPCHAINS ruleset to the HOWTO

Added a FAQ section explaining the "kernel: ip_masq_new(proto=UDP): no free ports." error.

Added an example of scripting IPMASQADM PORTFW rules

Updated afew of the Linux Documentation Project (LDP) URLS

Added Quake 111 support in the module loading sections of al the rc.firewall rulesets.

Fixed the IPMASQADM forwards for ICQ

1.72 - 4/14/99 - Dranch: Added alarge list of Windows NAT/Proxy alternatives with rough pricing and URLsto the
FAQ.

1.71 - 4/13/99 - Dranch: Added IPCHAINS setups for multiple internal MASQed networks. Changed the ICQ setup
to use ICQ's default 60 second timeout and changed IPFWADM/IPCHAINS timeout to 160 seconds. Updated the
MASQ and MASQ-DEV email list and archive subscription instructions.

1.70 - 3/30/99 - Dranch: Added two new FAQ sections that cover SM TP/POP-3 timeout problems and how to
masguerade multiple internal networks out onto different external |P addresses with IPROUTE2.

1.65 - 3/29/99 - Dranch: Typo fixes, clarifications of required 2.2.x kernel options, added dynamic PPP IP address
support to the strong firewall section, additional quake Il module ports, noted that the LooseUDP patch is built into
later 2.2.x kernels and its from Glenn Lamb and not Dan Kegel, added more game info in the compatibility section.
1.62 - Dranch: Make the final first-draft changes to the doc and now announce it in the MASQ email list.

http://www.ecst.csuchico.edu/~dranch/LINUX/ipmasg/c-html/changel og.html (12 of 13)5/16/2005 3:11:11 PM



ChangeL OG

. 1.61 - Dranch: Made editorial changes, cleaned things up and fixed some errors in the Windows95 and NT setups.

. 1.58 - Dranch: Addition of the port forwarding sections; LooseUDP setup; Ident servers for IRC users, how to read
firewall logs, deleted the CuSeeme Mini-HOWTO sinceit israrely used.

. 1.55 - Dranch: Complete overhaul, feature and FAQ addition, and editing sweep of the v1.50 HOWTO. Completed
the 2.2.x kernel and IPCHAINS configurations. Did a conversion from IPAUTOFW to IPPORTFW for the examples
that applied. Added many URLsto various other documentation and utility sites. There are so many changes.. | hope
everyone likesit. Final publishing of this new rev of the HOWTO to the LDP project won't happen until the doc is
looked over and approved by the IP MASQ email list (then v2.00).

. 1.50 - Ambrose: A serious update to the HOWTO and theinitial addition of the 2.2.0 and IPCHAINS configurations.

. 1.20 - Ambrose: One of the more recent HOWTO versions that solely dealt with < 2.0.x kernels and IPFWADM.

Prev Home
Reference Up
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